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 ABSTRACT The article is devoted to the development of a monitoring system based on wireless sensor 

networks. The purpose of the article is to implement a system for environmental monitoring using wireless sensor 

networks, as well as to solve the problem of covering the area with this network. Wireless sensor networks and 

their involvement in environmental monitoring are investigated and interactions between wireless networks and 

data communication protocols are described. The monitoring system is considered and analyzed. An experiment 

is conducted in which it has been checked at what maximum distance the temperature parameters can be 

transmitted, the experiment is conducted with and without interference. Routing algorithms for how they work and 

how parameters (temperature) are transmitted from sensors to the server are considered. A terrestrial monitoring 

system layout for environmental monitoring is investigated and developed based on Zigbee wireless sensor 

network construction technology, given that it can be added to this network new units or their replacement. The 

Mesh topology is selected and the separate physical devices that are the nodes of this network are identified. Nodes 

are also designed, using modules from Digi called XBee as a base station for Arduino sensors and as a ZigBee 

data base. These nodes are investigated for noise immunity and stability using flame, smoke and temperature 

sensors. The study found that XBee nodes are very unstable working near Wi-Fi routers and interfering in the form 

of forest. The conclusion about the result of the experiment is formulated, as well as how the system can be further 

upgraded, which can be added and what parameters can be observed. The proposed method for the location of the 

ground forest fire monitoring system’s equipment ensures full control and the flame detection preciseness. 

 

 KEYWORDS monitoring; wireless sensor network; forest fire; ZigBee technology; a covering; universal 

system. 

 

I. INTRODUCTION 
N the world, the problem of forest fires has reached a high 

level of criticality in recent years. The loss of forests is not 

just a loss of the green massif, but also serious changes in the 

level of reservoirs, rivers, the activation of erosion processes, 

the reduction of oxygen in the air and the increase of the 

radiation background on the planet [1]. 

According to the State Statistics Committee of Ukraine, 

the largest number of forest fires occurred in Kyiv last year 

- 207. In the Kyiv region, 139 fires occurred in the year, in 

the first five there were Southeastern regions - Kherson 

(184), Dnipropetrovsk (177) and Zaporizhzhya regions. 

(109). The total amount of damage caused to Ukraine by 

forest fires is 8.6 million UAH. The most traditional method 

of detecting fires is the visual detection by people of 

specialized structures - towers. The present method has been 

used for more than a hundred years with minor 

improvements related to the use of communications (radios, 

cellular communications, etc.) and optical visual control 

devices (binoculars, telescopes, etc.) [2]. Ideally, the 
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detection of fire is as follows: on a specialized rig (intended 

for long stay on it person) on a special site is a person. A 

significant disadvantage is the high cost of the tower, as the 

tower must be specially equipped for permanent stay on it. 

For example, the cost of a tower intended only for the 

placement of equipment is 5000 UAH ($185) per meter 

height, the cost of a fire tower is more than 25000 UAH 

($925) per meter [3]. For this reason, fire towers have not 

been installed for more than 15-20 years, and most of them 

can no longer be used due to emergency technical condition. 

According to the World Fire Statistics, if we take 

countries that number more than 1,000 deaths a year through 

fire, heat or hot substances, A total of about 138,000 people 

died in 2015 in such countries [4]. Growth in the number of 

the high level indexed publications on forest fires and remote 

sensing during the last ten years is in four time [5]. 

 

 

Figure 1. Growth in the number of publications on forest fires and remote sensing available in the Scopus database [5] 

In the article, the authors propose to consider algorithms 

and methods for covering the forest area with sensors, 

designing a wireless sensor network that will transmit data 

to the server with the help of ZigBee technology. This sensor 

network enables the detection of fire and the location of the 

fire. The versatility of this sensor network will also be 

considered [6].  

Therefore, the purpose of this work is to create a wireless 

sensor network, to design a method of covering the area with 

sensors that, using the technology of ZigBee, will transmit 

data. This sensor network allows you to determine the 

presence of a fire and the location of a fire. 

The main provisions of this article are outlined as 

follows. Section 2 describes related methods for early 

detection of wildfires. The methods and algorithms for forest 

area coverage by sensors are presented in Section 3. Section 

4 shows the design of the wireless sensor network, also 

discusses the routing algorithm and data transmission 

protocols and the conducted experiment. The versatility of 

the system is outlined in Section 5. Conclusions and 

prospects for future research are outlined in Section 6.  

II. RELATED WORKS 

Additionally, azimuth circle is applied to the site to 

determine the direction. In the visual detection of fire, the 

observer determines the direction of the fire using the 

azimuth circle and reports this direction to the control center 

by means of communication. The control center determines 

with which towers another fire can be detected and 

communicates with another observer, who also detects the 

fire and determines the direction to it.  

Then in the control center, using known directions from 

the towers to the fire, determine the location of the alleged 

fire and take measures to eliminate it. The main disadvantage 

of this method of detection is the need to constantly use 

human labor at each point of the tower, throughout the fire 

season (to ensure promptness) and limit the monitoring area 

to the number of towers installed. 
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Another method of detecting fires is the detection of fires 

from the air, from aircraft. Pilot on the aircraft (light aircraft, 

helicopter) with some frequency fly around the fire-

hazardous area, in the visual detection of fire navigator 

determines its coordinates and transmits to the control center 

information about the detected fire. The main advantage of 

this method is the ability to monitor any even the most 

remote and wild territory. The main disadvantage is the very 

high cost of flying hours over 10,000 UAH ($370). In 

addition, specially trained personnel are required. It is also 

impossible to continuously monitor a large area, which can 

be a cause of late fire detection. 

Unmanned aerial vehicles are gaining some popularity, 

which can reduce the cost of a flight a little but does not 

eliminate the problem of untimely detection. The cost of an 

unmanned aircraft of imported production is ~ $ 1,000,000. 

There is also a satellite monitoring system. Specialized 

satellites in non-geostationary orbits produce images of the 

Earth’s surface in the IR range. Based on the difference 

between the surface temperature of the earth and the 

temperature of the fire, it may be possible to determine its 

location. The picture is transferred to special centers from 

where interested users can receive all data through the 

Internet.  

The advantages of this method include the automation of 

the process of obtaining data, the distance of the method, the 

ability to monitor any area, easy access to information 

through the Internet. The disadvantages of satellite 

monitoring include the large area of the minimum detected 

fires, which ranges from 1 to 50 hectares, the low frequency 

of data acquisition (several times a day) and the strong 

influence of weather conditions. In windy weather, delaying 

the detection of even a small fire can have serious 

consequences and increase the cost of eliminating it [8]. 

In the last few years, video monitoring systems designed 

to detect wildfires are beginning to emerge. The main feature 

of the video monitoring system is the high degree of 

automation and the ability to use cheap and simple rigs.  

Existing systems are rotary cameras mounted on towers 

from the video image to the operator’s console, which should 

be located near the video monitoring post.  

This approach does not allow you to determine the 

coordinates of the fire. It is also not feasible to scale such a 

system; in fact, at every monitoring point, the customer must 

keep a person who will carry out visual control (Fig. 2)  

[9, 10]. 

 

 

Figure 2. Forest fire early detection system with CCTV cameras [11] 

Other studies present modern systems for monitoring and 

detecting fires based on the use of stationary sensors. In 

particular, technologies for detecting forest fires based on 

wireless sensor networks (WSN) were proposed in studies 

[12, 13]. Space satellite based monitoring systems for 

detecting fires and agriculture related monitoring are 

described in [14].  

The ground systems for forest fire monitoring require a 

special approach to design that would, first of all, ensure the 

rapid and precise flame detection, as well as the full control 

of forest sites. There is an active growth of the design 

approaches to the ground systems for the forest fire 

monitoring based on wireless video-monitoring and sensor 

network technologies. 
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III. METHOD AND ALGORITHM COVERAGE 

There is a big variety of possible placing of centers of the 

circles to cover the defined area. Combinations of circles 

with 2 or 3 different radii are possible. Let us look at the 

system of the covering based on the equal radius circles. 

There are two ways to arrange the circles to cover the defined 

plane based on a square (Fig. 3) and an equiangular triangle 

(Fig. 4) [15]. 

In covering T1, any three pair-wise adjacent lattice knots 

are vertices of an equiangular triangle (Fig. 4) with the side 

3R  and the circles with the centers on the vertices are 

crossed in a unique common point. In covering S1, four pair-

wise adjacent knots are square vertices (Fig. 3) with the side 

2R  and the circles of radius R with the centers on the 

vertices are crossed in a unique common point. 

 

 

Figure 3. Covering of a plane with the equal radius circles 

based on the square (S1) 

 

 

Figure 4. Covering of a plane with the equal radius circles 

based on equiangular triangle (T1) 

The least dense coating T1 of a plane with equal radius 

circles [16], i.e., a covering of a plane with equal radius 

circles based on an equiangular triangle is known. The 

density of coverage of T1 – the ratio of the total area Sf  of 

all parts of circles in a tile to the tile area Sf  is equal to [17]: 
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The minimum number of circles N , sufficient for a 

covering of area S  with the equal radius circles R S , 

satisfies to the ratio  
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There is a problem of a rectangular area covering with 

circles, with detour of forbidden sites (ravines, rivers, lakes, 

roads, bogs, etc.), based on the technology of block 

structures given in work [18]. The further development of the 

algorithms offered in this work is the solution to a problem 

of covering for areas of any configuration with regards to 

forbidden sites and priority zones. 

At the first stage the circle is replaced with a square ijK  

which party is equal to 2Ra =  where R  – radius of the 

circle. All area S  breaks into squares ijK . The centers of 

the squares form a two-dimensional array of points ijM  

being the centers of the circles which circumscribe the 

squares. Centre coordinates ijK  at known radius of a circle 

allow to determine the coordinates of vertices of the square 

easily. Splitting passes by definition of the size of area S  

across dXS which is equal to a difference between the 

maximum value of coordinate X  of the range setting S  and 

its minimum value (Fig. 5). The vertical size dYS  can be 

determined similarly. An equiangular triangle with the side 

3R  has been chosen to arrange the centers of the circles 

in the covering. 

 



 Bohdan Chernetskyi et al. / International Journal of Computing, 21(1) 2022, 92-99 

96 VOLUME 21(1), 2022 

 

 

Figure 5. Splitting of the area into blocks-squares 

The coordinates ],[ yDxDM  of the square centers 

should be defined after a formation of the two-dimensional 

array. The Y -coordinate is constant for lines, and the X -

coordinate belongs to columns. The first center coordinates 

are defined by formula: 

 

corectMinXX += ,   (3) 

 

corectMinYY += ,  (4) 

 

where 

 
2

2

4

dX
corect R= − ,   (5) 

 

and MinYMinX ,  are the minimum coordinates of the range 

which defines S . The X -coordinates of the M array are 

increased by dX in the lines, and Y -coordinates are 

increased by dY  in the columns. After the array is filled out, 

an alternating shift of the X -coordinates equal to 
2

dX
 is 

made for lines. Thus, we achieve the placement of the 

triangle vertices. 

The following step of the algorithm is about a removal of 

the centers which do not belong to S  or belong to prohibited 

zone. This problem can be solved in several steps. 

Consecutive checking is made if the point ijO  stays in 

the area S . In case if S  does not contain the given point, it 

is defined as “Out of a zone”. In case if any O  does not 

belong to area S , the shortest distance d  from the point 

ijO  to borders S is defined, and if Rd  , then ijO  is 

moved to the nearest point of the area S . 

Thus, all the area of S  is covered. For any O  should 

check if each point ijO  belongs to the area jZ , where jZ - 

the first prohibited area nj ,1= . If the statement is true, ijO  

is defined as “forbidden”. For O  jZ  the arrangement 

scenario for the square in the prohibited zone is defined. The 

point ijO  is moving out in the case “a” (Fig. 6). If SR  , 

the point ijO  is transferred to the vertices, lying out of jZ  

or to the square sides center in the cases “b”, “c” and “d” 

(Fig. 6).  

 

 

Figure 6 – Example of placing of the center iO  in jZ : a – 

completely in zone; b, c – partially in zone; d – center only. 

dYS 

dXS 

Oij 

dX 
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Otherwise, the point ijO  is moving to the nearest point 

of the area S . As a result, we received the area S  with a set 

of prohibited zones Z  that is completely covered with the 

circle of radius R  with an exception of the prohibited zones. 

Then the whole area is checked upon the presence of the 

uncovered sectors. If such sector is detected, an additional 

center ijO  is added [19]. 

IV. DESIGNING A WIRELESS SENSOR NETWORK 

WSN are usually deployed for control or monitoring over a 

long period of time (several months or years) in which case 

frequent replacement of power sources (batteries) in 

hundreds of sensor devices is not feasible and 

appropriate [20]. 

Thus, the energy consumed by each sensor node in the 

network is one of the limitations that must be considered 

when designing WSN as this factor affects the life of the 

sensor system and its components. 

Only one module should act as the network coordinator, 

because it will transmit data from the sensors to the network 

or to the local server [21]. 

To ensure such maximum efficiency, the sensor unit 

needs to be in sleep mode for more than 90 percent of 

working time and “wake up” only according to the schedule 

or in connection with forced activation [22]. 

Since ZigBee protocols allow such sensor networks to be 

created, they have been chosen for the project [23]. 

A. ROUTING ALGORITHM 

The basic routing algorithm on ZigBee networks – “Ad hoc 

On Demand Distance Vector” (AODV) is based on the 

concept of route vector when each router participating in a 

route request broadcast from a specific source to a specific 

destination creates its own record in the itinerary table. This 

entry shall at least contain a “logical distance” from the 

request source and the address of the previous router [24]. 

The parameters are transmitted from the sensor to the 

server as follows. The Arduino Uno is coupled to sensors 

temperature (t) and smoke (ϕ). The Xbee module connects to 

the Arduino Uno and with the help of at commands. The 

Arduino instructs the Xbee module to send data to the 

ZigBee coordinator and the coordinator sends the data to the 

server. Mesh topology is an ideal network connectivity 

topology because it has high reliability and resiliency [25]. 

Fig. 7 shows how parameters from sensors can be 

transferred to the server. 
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Module n
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Sensor 2 Arduino 2 Module “Xbee”2
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Figure 7. The process of transferring parameters from sensors to the server 

B. DATA TRANSFER PROTOCOLS 

Networked devices communicate with each other using their 

own protocols, according to their needs and performance 

level. To facilitate integration with the Internet of Things, 

IPv4, IPv6-base protocols are developed and adapted to the 

requirements of the new type of networks. 

RPL (Routing Protocol for Low Power and Lossy 

Networks) is a simple protocol for providing status data for 

low-power and unreliable networks. Not only does RPL 

provide cost-effective routing for micro devices with limited 

power supply, but it also supports a variety of uses for 

networks with “smart” objects: Multipoint-to-Point Traffic 

(MP2P), Point-to-Multipoint Traffic (P2MP), Point-to-Point 

Traffic (P2P) [26]. 

6LoWPAN (IPv6 standard over Low power Wireless 

Personal Area Network) [27] allows devices to obtain their 

own IPv6-based IP address and is used to easily integrate 

technology into existing networks. 

C. EXPERIMENT 

The experiment was conducted in the forest and in the field 

in order to observe the transmission of parameters with 

obstacles (in the forest) and without the interference (in the 

field) 

An XBee Series 2 programmer and module was 

connected to a computer that acts as a server to which 

temperature and smoke data should be received. We also 

connected a temperature and smoke sensor to an Arduino 

Uno board and a battery powered XBee Series 2 module. 

Equipment: 

XBee Series 2 modules, programmer, DHT11 

temperature and temperature sensor, Arduino Uno board, 

computer or power cable, power bank (used in experiment 

but could use other power source). 
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During the experiment it turned out that without 

interference, the transmission of parameters is as follows, the 

result of measurement without interference is shown in 

Table 1. 

Table 1. The result of the experiment without 

interference 

Distance  

(meters) 
Delay  

 

10 - 30 Within normal limits 

43 5 seconds 

55 15 seconds 

60  1 minutes  

62 The data transfer does not occur 

Interference transfer is as follows. Interference 

measurement result is shown in Table 2. 

Table 2. The result of the experiment with interference 

Distance  

(meters) 

Delay 

10 Within normal limits 

20 5 seconds  

25 30 seconds  

30 - 40 1 minutes  

62 The data transfer does not occur 

 

The experiment was carried out in the area of trees and 

solid bushes. 

The proposed methods and the developed tools provide 

improving the completeness and the preciseness of the 

ground forest fire monitoring systems. 

V. SYSTEM VERSATILITY 

This system consists of a sensor network, which in turn 

consists of temperature sensors, and a server to which data 

arrives, which are subsequently displayed on the site map. 

Replacing sensors with sensors of a different type will not 

lead to a breakdown of the application. Thus, we can say 

about the universality of the considered system and its use 

not only for early detection of forest fires, but also for 

automation of air humidity measurement for meteorologists 

and even for automation of the protection of strategically 

important objects using motion sensors. 

Figure 8 shows an example of covering an area of 

arbitrary configuration with circles, taking into account the 

restricted areas for the placement of wireless sensor network 

equipment. 

 
Figure 8. Coverage of the resulting area with circles 

(sensor range 50 m) 

VI. CONCLUSIONS 

The article is devoted to the development of a monitoring 

system based on wireless sensor networks. Wireless sensor 

networks and their involvement in environmental monitoring 

are closely monitored. It is described how wireless 

networking and data communication protocols interact. 

A coverage algorithm is developed with an accuracy of 

100 percent. This accuracy was achieved due to the 

successful passage of the test algorithm associated with areas 

of increased danger and with zones with a ban on the 

placement of sensors. In these additional scenarios, the 

algorithm checks the area for the presence of forbidden zones 

or zones with increased danger and adds an additional center, 

that is, it adds another node of the sensor network. Thus, 

covering the entire desired area, without leaving any piece of 

land without observation and evaluation. 

As a result of the research, a mock-up of a terrestrial 

monitoring system is developed for eco-logical monitoring 

based on wireless technology of building Zigbee sensor 

networks, taking into account the fact that new nodes may be 

added to this network or their replacement may be complete. 

The Mesh topology is selected and the distributed physical 

devices that are the nodes of this network are identified. 

Nodes are designed to be used as a base station for 

Arduino sensors and in some ZigBee database transmission 

modules from Digi called XBee. 

Data on nodes for noise immunity and stability are 

investigated using flame, smoke, and humidity sensors. The 

study found that XBee nodes are very unstable working with 

Wi-Fi routers and interference. Also, in the course of the 

experiment, it can be concluded that sensor networks can be 

used not only for the system of early detection of wildfires 

as the transmission of the main parameters: temperature and 

smoke to the server. Sensor networks can also be used to 

monitor any other environmental processes such as weather 

monitoring, environmental monitoring, and prevention of 

natural disasters. 

In the future, we plan to implement a device to increase 

the reliability of each node of the network. This will reduce 

the number of nodes due to the reduction of high-risk areas. 

It will also be necessary to further improve the coverage 

algorithm for devices for reliability. 

References 
[1] R.H. White, “Effect of lignin content and extractives on the higher 

hating value of wood,” Wood and Fiber Science, vol. 19, no. 4, pp. 
446-452, 1987. 

[2] C. Branca, A. Albano, C. Di Blasi, “Critical evaluation of wood 

devolatilization mechanisms,” Thermochimica Acta, vol. 429, pp. 
133-141, 2005. https://doi.org/10.1016/j.tca.2005.02.030. 

[3] G. Sanjuan, C. Brun, T. Margalef, A. Cortes, “Wind field uncertainty 

in forest fire propagation prediction,” Procedia Computer Science, 
vol. 29, pp. 1535-1545, 2014. 

https://doi.org/10.1016/j.procs.2014.05.139. 

[4] N. N. Brushlinsky, M. Ahrens, S. V. Sokolov, P. Wagner, CTIF World 
Fire Statistics, Report 23, 2018, pp. 11-12, pp. 42-44. 

[5] S. dos Santos, A. Bento-Gonçalves, A. Vieira, “Research on wildfires 

and remote sensing in the last three decades: A bibliometric analysis,” 
Forests, vol. 12, 604, 2021. https://doi.org/10.3390/f12050604. 

[6] J. Solobera. Detecting Forest Fires using Wireless Sensor Networks, 

2010, [Online]. Available at: 

https://doi.org/10.1016/j.tca.2005.02.030
https://doi.org/10.1016/j.procs.2014.05.139
https://doi.org/10.3390/f12050604


Bohdan Chernetskyi et al. / International Journal of Computing, 21(1) 2022, 92-99  

VOLUME 21(1), 2022 99 

http://www.libelium.com/wireless_sensor_networks_to_detec_forest

_fires/. 

[7] E. Mikkola, I. S. Wichman, “On the thermal ignition of combustible 
materials,” Fire and Materials, vol. 14, pp. 87-96, 1989. 

https://doi.org/10.1002/fam.810140303. 

[8] J. S. de Vries, “Autonomous wildfire surveillance,” Infrared 
Technology, vol. 159, pp. 243–250, 1993. 

https://doi.org/10.1117/12.160577. 

[9] D. Stipaničev, T. Vuko, M. Štula, Forest fire protection by advanced 
video detection system, 2006. [Online]. Available at: 

https://bib.irb.hr/datoteka/279548. 

[10] V. Kharchenko, A. Orekhov, S. Medintsev, D. Kothckar, V. 
Bogomolov, “Ground video-monitoring system for early detection of 

forest fires,” Journal of Information, Control and Management 

Systems, vol. 8, no. 2, pp. 111-120, 2010. 
[11] How to install home video surveillance do-it-yourself video. What 

they are. Wireless video surveillance for private homes, 2012, 

[Online]. Available at: https://buillding.ru/en/how-to-install-video-
surveillance-at-home-with-your-own-hands-video-what-they-are/ 

[12] K. Bouabdellah, H. Noureddine, S. Larbi, “Using wireless sensor 

networks for reliable forest fires detection,” Procedia Computer 
Science, no. 19, pp. 794–801, 2013. 

https://doi.org/10.1016/j.procs.2013.06.104. 

[13] Y. Y. Al-Aboosi, S. S. Hasan, “Environmental monitoring systems 
with use wireless sensor networks: an overview,” Journal of 

Engineering and Sustainable Development, pp. 298-303, 2020. 

https://doi.org/10.31272/jeasd.conf.1.33. 
[14] M. Mariushko, R. Pashchenko, “Fractal analysis of Sentinel-2 satellite 

imagery for monitoring of agricultural crops,” Radioelectronic and 

Computer Systems, no. 4 (96), pp. 34-47, 2020. 
[15] R. Kershner, “The number of circles covering a set,” American 

Journal of Mathematics, vol. 61, no. 3, pp. 665-671, 1939. 

https://doi.org/10.2307/2371320. 

[16] European Commission, Institute for Environment and Sustainability. 

Forest Fires in Europe, 2008, 83 p. 

[17] S. N. Astrakov, A. I. Erzin, V. V. Zalyubovskii, “Sensor networks and 
covering the plane by circles,” Discrete Analysis and Operations 

Research, vol. 16, issue 3, pp. 3-19, 2009. 

[18] V. Yu. Kuznetsov, “Tasks cover orthogonal polygons with forbidden 
areas,” Journal of USATU, vol. 10, issue 2, chapter 27, pp. 177-182, 

2008. 

[19] V. S. Kharchenko, D. A. Kotchkar, V. V. Bogomolov, A. A. Orehov, 
“Monitoring network-based infrastructure for forest fire detection,” 

Modelling, Monitoring and Management of Forest Fires III, New 

Forest, UK: WIT Press, vol. 158, pp.91-99, 2012. 
https://doi.org/10.2495/FIVA120081. 

[20] A. Bayo, D. Antolin, N. Medrano, B. Calco, “Early detection and 

monitoring of forest fire with a wireless sensor network system,” 
Procedia Engineering, vol. 5, pp. 248-251, 2010. 

https://doi.org/10.1016/j.proeng.2010.09.094. 

[21] K. Bouadbellaha, H. Noureddine, S. Lardi, “Using wireless sensor 
networks for reliable forest fires detection,” Procedia Computer 

Science, vol. 19, pp. 794-801, 2013. 
https://doi.org/10.1016/j.procs.2013.06.104. 

[22] J. Y. Halpern, Mobile Wireless Networks Revisited, 2010, [Online]. 

Available at: 
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.57.7737&r

ep=rep1&type=pdf. 

[23] R. Faludi, Building Wireless Sensor Networks, 2011, 321 p. 

[24] W. Krull, R. Tobera, I. Willms, H. Essen, “Early forest fire detection 

and verification using optical smoke, gas and microwave sensors,” 
Procedia Engineering, vol. 45, pp. 584-594, 2012. 

https://doi.org/10.1016/j.proeng.2012.08.208. 

[25] O. Bonaventure, The issue of designing a wireless computing network 
environmental monitoring system, 2012. [Online]. Available at: 

https://resources.saylor.org/wwwresources/archived/site/wp-

content/uploads/2012/02/Computer-Networking-Principles-
Bonaventure. 

[26] 1RPL: IPv6 Routing Protocol for Low-Power and Lossy Networks, 

2019, [Online]. Available at: http://tools.ietf.org/html/rfc6550. 
[27] IPv6 over Low power Wireless Personal Area Network, 2007. 

[Online]. Available at: https://tools.ietf.org/html/rfc4919. 

 
 

 

CHERNETSKYI BOHDAN, Master of 

National Aerospace University KhAI 

(Kharkiv, Ukraine), Department of 

Computer Systems, Networks and 

Cybersecurity. Computer science, 

cybersecurity and system reliability. 

Front-end developer with experience 

in 2 years. 

 

 

 

VYACHESLAV KHARCHENKO, Dr of 

Science, Professor and Head of the 

Department of Computer Systems, 

Networks and Cybersecurity, National 

Aerospace University KhAI (Kharkiv, 

Ukraine) and the Head of STC, RPC 

Radiy. He has a Engineer Degree in 

Control Systems from Kharkiv High 

Rocket Engineering College, PhD 

Degree in Testing of Digital Systems 

(Academy of Rocket Troops), DrS 

Degree in Dependable Computing  
(Kharkiv Military University). His scientific interests lays in 

critical and green computing, resilient AI. 
 

 

OLEKSANDR OREHOV, Professor of 

the Department of Computer Systems, 

Networks and Cyber Security at the 

National Aerospace University KhAI 

(Kharkiv, Ukraine). He has an 

Engineering Degree in Radio Electronic 

Devices. His research interests are in 

the development and verification of 

critical software. 

 
 

 

http://www.libelium.com/wireless_sensor_networks_to_detec_forest_fires/
http://www.libelium.com/wireless_sensor_networks_to_detec_forest_fires/
https://doi.org/10.1002/fam.810140303
https://doi.org/10.1117/12.160577
https://doi.org/10.1016/j.procs.2013.06.104
https://doi.org/10.31272/jeasd.conf.1.33
https://doi.org/10.2307/2371320
https://doi.org/10.2495/FIVA120081
https://doi.org/10.1016/j.proeng.2010.09.094
https://doi.org/10.1016/j.procs.2013.06.104
https://doi.org/10.1016/j.proeng.2012.08.208
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure
http://tools.ietf.org/html/

