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Abstract: In this paper the basic principles of construction and operation of 
McEliece and Niederreiter cryptosystems based on the use of error-correcting 
codes were considered. A new hybrid cryptosystem that combines the rules of 
encryption according to the above-mentioned schemes is proposed. Also, this 
paper presents the analysis and comparative studies from the standpoint of 
stability, the volume of public and private keys, length of ciphertext and relative 
speed of information transmission of the new proposed scheme and McEliece 
and Niederreiter cryptosystems. It is considered from an analytical point of view 
and with the help of graphic images. Comparative studies revealed that the 
hybrid cryptosystem retains the positive aspects of its predecessors, as well as 
allows us to increase the relative transmission rate with the preservation of the 
stability indicator to the classical and quantum cryptanalysis. One disadvantage 
is the increase in decoding time by adding information extracted as in 
Niederreiter scheme, but the increase in this indicator is not critical. Despite the 
demonstrated benefits, it remains open to all cryptosystems to reduce the amount 
of the used key data, which, in the case of quantum computers to maintain 
stability, still needs to be increased once. 

Copyright © Research Institute for Intelligent Computer Systems, 2019.  
All rights reserved. 

 
 

1. INTRODUCTION 

A vast majority of modern cryptographic systems 
are based on mechanisms which provide protection 
due to the complexity of solving a particular 
mathematical problem such as discrete logarithm, 
factorization, etc. [1-2]. By contrast, cryptosystems 
based on coding are not currently widely used, but in 
the near future everything can change radically. This 
change is due to the desire of the world community 
to create a full-scale quantum computer, which will 
be able to accelerate the performance of usual 
computer operations in dozens or even hundreds of 
times [3]. With this in mind, research into the post-
quantum cryptography, cryptography representing 
algorithms that are resistant to quantum and classical 
cryptanalysis, became relevant.  

There are five main areas of research: hash-based 
cryptography, lattice-based cryptography, 
multivariate cryptography, supersingular elliptic 
curve isogeny cryptography and code-based 
cryprography [4]. In our study, we focus on the latter 
direction, taking into account several factors. Firstly, 
code-based systems can provide such benefit as 
channel error control. Secondly, the high speed of 
cryptography and the resistance to classical and 
quantum cryptanalysis are distinguished by code-
based systems from their competitors [5]. 

The most popular cryptosystems based on the use 
of coding are McEliece and Niederreiter schemes. 
After analyzing their structures, advantages and 
disadvantages, we offer a new, so-called hybrid 
cryptosystem that combines principles of encryption 
of two above-mentioned systems and provides 
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additional significant benefits that will be considered 
in the future. 
 

2. RESEARCH OF PRINCIPLES OF 
CRYPTOSYSTEMS CONSTRUCTION 

2.1 McELIECE CRYPTOSYSTEM 

McEliece cryptosystem is a so-called classic 
cryptosystem based on the use of codes. It was 
proposed more than 30 years ago and it is still 
considered to be resistant not only to classical, but 
also to quantum cryptanalysis. A feature of this 
scheme can be defined as masking the fast decoding 
rule by means of matrix multiplication of generating 
matrix of algebraic block code on a random matrix 
(which is a secret key) [6]. An attacker, who only 
knows a public key, has to use a complex algorithm 
for non-algebraic decoding. This algorithm is 
defined as an NP-complete task. An authorized user 
who has a private key removes the effect of masking 
matrices and applies a fast algebraic decoding 
algorithm. Next, we define an encryption algorithm 
using in McEliece scheme: 

1). Let’s fix a finite field )(qGF ,a matrix G , 

which is a generating matrix of ),,( dkn  code over 

)(qGF , a matrix X  is a non-degenerate kk   

matrix with elements from )(qGF , matrices P  and 

D , which are permutational and diagonal nn  

matrices respectively (for binary codes, D  isn’t 
used). 

2). Let’s form a matrix XG X G P D    . It’s 

the public key of the McEliece scheme. In this case, 
matrices X , P  and D  are the private key. 

3). A cryptogram is formed according to the 
following rule: 

 
*
X Xс I G e   ,                (1) 

 

where e  is an error vector, the Hamming weight 
which meets the requirement: 
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where I  is the k-bit informational vector over the 
field )(qGF . 

After completing the above steps, we receive a 

codeword X Xс I G  , which is influenced by the 

error vector. In this case, vector e should be 
considered as a one-time private key. Its weight 
determines the complexity of decoding influenced 
the codeword (cryptogram) [7].  

A decryption algorithm can be described by the 
following steps: 

1) Construct the vector 11*
X

*
PDсс   . Matrix 

1 1D P     keeps the distance and weight 
according to Hamming. This means that the 
constructed vector cannot be suitable in more than 

)(ewh
 digits. For binary codes, this step is slightly 

different, because in this case, we do not use the 
matrix D  and the construction of the corresponding 

vector is reduced to the multiplication 
* * 1

Xс с P    

2) Using an algorithm of polynomial complexity, 

we decode the vector ''
*

eGIс  , i.e. find 'I . 

3) Calculate the initial k-bit information vector 
1'  XII [6-7]. 

Consequently, McEliece decryption is performed 
by removing the masking matrices and using a 
polynomial complexity algorithm [8]. 

 

2.2 NIEDERREITER CRYPTOSYSTEM 

The next step is to consider peculiarities of 
functioning of the theoretical code-based scheme 
Niederreiter. It is also based on the benefits of using 
masking matrices, as in the McEliece scheme [7-9]. 
In order to define an encryption algorithm that runs 
in this scheme: 

1) We fix a finite field )(qGF . The check matrix 

of algebraic ),,( dkn  code over )(qGF  is denoted 

by H  (in the original article, it was suggested to use 
the generic Reed-Solomon codes). 

2) Let’s form a private key containing the 
following components: X is a non-degenerate 
(n k) (n k)    matrix with elements of GF(q), P is 

a permutation n n  matrix, and D is a diagonal 
n n  matrix (this matrix is not used for binary 
codes). 

3) Then, we calculate a public key in accordance 
with the rule:  

 

xH X H P D    .                   (3) 
 

4) Formation of the cryptogram is accomplished 
by multiplying the vector e by the transposed public 
key: 

 

T
X Xs e H  .                           (4) 

 

The cryptogram consists of (n-k) elements [10]. 
Vector e stores information that we want to encrypt. 
The information vector is further transformed using 
equilibrium coding. Upon receiving a message, a 
legitimate user, in the same way as in McEliece 
cryptosystem, removes the action of masking 
matrices and, using the fast decoding algorithm, 
receives the vector e, which, after equilibrium 
coding, represents the initially transmitted 
information [11].  
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2.3. A NEW HYBRID CRYPTOSYSTEM 

Taking into account the proved stability of the 
considered cryptosystems (more details will be 
discussed in the next section), we propose a new 
hybrid cryptosystem, which has the same advantages 
as its predecessors, and even improves their 
performance. A basis of the proposed system is the 
combination of encryption information according to 
McEliece and Niederreiter schemes. Private keys of 
the hybrid scheme are similar to the first two 

schemes, matrix X  (it has k k elements), matrix 
P (it has n n  elements) and, in the case of non-
binary coding, matrix D (size n n ) [7, 11]. 

The public key is the matrix XG X G P D    . 

In order to encrypt the information vector is divided 

into two components ( 1I and 2I ). After that, the 

cryptogram is formed: 
 

*
1X Xс I G e   .                       (5) 

 
In this case, the first component of information is 

multiplied by public key, as in the transformation 
according to McEliece. The second information 
component is converted according to the 

Niederreiter scheme, namely, 2I of length m  is 

transformed into an encoded information vector e  
of length n (for example, using equilibrium coding). 
For the generated vector, the following conditions 
must be fulfilled [7]: 
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In order to provide a maximum stability, it is 
recommended to maximize the Hamming weight of 
the vector e, because overcoming all possible values 
of this vector is much more complicated. Decryption 
in the hybrid scheme occurs, just like in the 
McEliece scheme described in the previous section, 
with the only difference that information is extracted 
not only from the vector I, but also from the error 
vector e [12-14]. This fact allows us to significantly 
increase the relative speed of information 
transmission, which will be discussed further.  

 
3. COMPARATIVE ANALYSIS OF 

CRYPTOSYSTEMS 

Comparing the effectiveness of cryptosystems, 
we will use such factors as the relative speed of 
information transmission, resistance to classical and 

quantum cryptanalysis, the volume of key data that 
needs a cryptosystem, and the length of the 
ciphertext according to each alternate. 

 
3.1. RELATIVE SPEED OF INFORMATION 
TRANSMISSION 

First, let's consider the relative speed of 
information transmission. It describes an amount of 
information contained in a cryptogram of length n 
relative to the total length of this cryptogram. 

An estimation of the relative speed for the 
McEliece scheme is the simplest, since it is known 
that any cryptogram formed by this algorithm has 
the length n, whereas the initial information vector 
has the length of k bit. Consequently, the relative 
transmission speed in this case [12-14] is equal to 

 

2log 2k k
R

n n
  .                   (8) 

 
The relative speed of information transmission 

for the Niederreiter scheme is discussed in detail in 
[7]. According to this data, it equals 
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Using a hybrid cryptosystem, the formed 

ciphertext has the length n, whereas information is 
encoded with a combination of the principles of 
McEliece and Niederreiter, dividing it into two 

components 1I  and 2I , with 1I having the length of 

k bit and 2I  converted by equilibrium encoding, so 

the maximum possible hidden amount of bits 
defined as in the Niederreiter scheme equals 

 

0
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That is, an estimate of the relative speed of 

information transmission for hybrid cryptosystem 
can be defined as: 

 

2

!
log

!( )!

n
k

t n t
R

n

  
      .           (10) 

 
From the above data, one can immediately 

conclude that in terms of relative speed, the hybrid 
system is far ahead of its predecessors, due to 
encoding two components [7]. 
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3.2. STABILITY TO CLASSICAL 
CRYPTANALYSIS 

It should be noted immediately that the 
researchers proved that the stability of McEliece and 
Niederreiter is equivalent. The proof is as follows. 
Assume that we know the syndrome c = eHx. We 
can calculate b = aE + e, in this case c = bHx and b 
is treated as a ciphertext in the McEliece system. 
Provided that an attack with complexity W is found 
for the McEliece system, there is a known algorithm 
for computing vector a, which is the secret 
information in the McEliece scheme. Then the 
vector e containing the secret information in the 
Niederreiter system can be represented in the form 
of e = aE + b, that is, the complexity of determining 
the vector e coincides with the complexity of 
determining the vector a. Otherwise, when there is 
an effective attack on the Niederreiter scheme, 
possibly using a ciphertext (aE + e)DT = eDT, the 
vectors e and a are calculated. It should be noted that 
from the above point of view, the equivalence of the 
estimates of stability of McEliece and Niederreiter 
cryptosystems and the hybrid cryptosystem [15] 
follows. The security of all three cryptosystems is 
based on the inability to solve such fundamental 
problems of coding theory as the general problem of 
decoding linear codes and the problem of finding a 
codeword with a given weight [16-19]. Considering 
the possibility of attacking, it's worth mentioning 
that, despite the fact that the McEliece cryptosystem 
based on Goppa codes, is still considered resistant, 
as Robert McEliece pointed out in his original 
article, there are two main ways that an intruder can 
use to attack a cryptosystem [6]: 1) An attacker may 
try to recover a private key from the public key, and 
then decrypt the message; 2) An attacker can 
directly decode a message without having to study 
the structure of the Goppa code. 

A large number of researchers are engaged in the 
realization of these types of attacks, but the optimal 
effective version hasn’t been yet invented. Also, the 
assessment of the stability of each cryptosystem to 
attacks can be made by determining the minimum 
number of sets covering all errors (roof sets). Their 
number is calculated according to the formula: 
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In this case t
nС  represents the total number of 

error combinations, and t
n kС 

 is the maximum 

number of error combinations that can be covered by 

this set [7]. The assessment from this point of view 
is somewhat underestimated, because the 
computational complexity of the formation of 
candidate words is not taken into account, which is 
calculated with respect to the chosen set. 

 
3.3. STABILITY TO QUANTUM 
CRYPTANALYSIS 

Now there are various quantum algorithms, 
among which the most popular are the quantum 
Schor’s algorithm and the quantum Grover’s 
algorithm for finding an element in unsorted base, 
quantum algorithms for cryptanalysis for 
transformations in factor-ring, and others [20]. 
Several sources say that the Shor's quantum 
algorithm is not efficient enough for the McEliece 
cryptosystem security breakdown. The most 
effective quantum algorithm in relation to the 
McEliece scheme is Grover's algorithm. It is 
correctly considered not as a “database”, but as a 
search for the roots of a function. From this point of 
view, it is worth considering the application of the 
Grover’s algorithm within the scope of the set 
decoding attack [21]. Grover's algorithm is a general 
constructive transformation of conditional chains in 
the quantum chain of finding roots. The detailed 
implementation of the quantum attack decoding the 
data set is demonstrated in [22, 23]. It is worth 
noting that basic set decoding attack performs a 
search of the root of the function in a random 
manner. The search uses roughly average

/lg

0, 29

k
n nn

k
n t

C
c

C 

  passes of the function. Using 

Grover’s algorithm, this estimate is transformed into  
 

. 

(12) 

 
Each iteration is a quantum function performed in 

O(n3) qubits operations. Each iteration also requires 
nO(1) qubits operations. The total time for finding S is 

equal to 
(1/2 (1)) /lgO n nc 

 of a quantum computer. 
When you find S, you can calculate m and e, using 
minor incremental efforts [24]. 

We will show the relative speed of information 
transmission and stability to both types of 
cryptanalysis on the examples given in Table 1. It 
should be noted that in the table above, the 
following notation is used: “M” for the McEliece 
cryptosystem; “N” for the Niederreiter 
cryptosystem; “H” for the Hybrid Cryptosystem. 
Then the data presented in the table for the better 
visual perception can be represented using a graphic 
image (Fig. 1-2). Analyzing the reviewed data, we 

(1/2) / lg
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can conclude that with the same code parameters, all 
three cryptosystems provide the same level of 
stability to the classical cryptanalysis. However, the 
results of resistance to quantum cryptanalysis are 
different: the resistance to quantum cryptanalysis of 
the McEliece cryptosystem begins to decrease when 
the code’s relative speed drops below the limit of 
0.66. At the same time, it is obvious that with the 
increasing correction ability of the hybrid 
cryptosystem and the decreasing relative speed the 
stability to quantum cryptanalysis also increases. 
However, the further research has shown that this 
trend will change under the same condition that 
affects the stability of the McEliece scheme, namely, 
the reduction of the relative speed of information 
transmission below the limit of 0.66. 

 

 

Figure 1 – Comparison of the relative speed of 
transmission of cryptosystems 

 

Figure 2 – Comparison of stability of cryptosystems to 
quantum cryptanalysis 

 

Figure 3 – Dependence between relative speed and 
stability of cryptosystems 

 

Figure 4 – Dependence between the magnitude of 
stability to classical and quantum cryptanalysis 

 
3.4. COMPARISON OF KEY DATA AND 
LENGTH OF CIPHERTEXT  

The next step is to compare the volume of key 
data and length of the ciphertext, which is formed 
according to each of three cryptosystems.  

Since the binary case of using cryptosystems is 
considered in the work, therefore, when evaluating 
the volume of key parameters, matrix D will not be 
taken into account, and consideration will be given 
without taking into account the secret polynomial of 
the Goppa code. The key parameters and method of 
ciphertext formation coincide in the case of hybrid 
scheme and McEliece scheme, so their estimates can 
be considered equivalent. The private key of these 
schemes consists of matrices X and P. The matrix X 

has dimensions of k k , and the volume that 
occupies matrix P is determined by the vector of a 
permutation of n elements. The size of the public 
key of both schemes is determined by the matrix 

XG X G P   , which has the dimension n k . The 

length of the formed ciphertext is determined by the 

length of the cryptogram *
1X Xс I G e    consisting 

of n elements. Consequently, for the McEliece 
cryptosystem and hybrid cryptosystem, the length of 

the private key is equal to pr.k .l k k n   , the public 

key- .p kl k n   and the constituted ciphertext 

textl n . Hence, we can also note the disadvantage 

of cryptosystems, which is in an increased length of 
ciphertext relative to the initial information vector. It 
is known that for Niederreiter cryptosystem, 
matrices X  and P  also generate a secret key. Size 
of the matrix P is determined, as in the previous 
case, but the matrix X  is different and has the 
dimensions of ( ) ( )n k n k   . The public key of 

this scheme is the matrix 
XH X H P    consisting 

of ( )n n k   elements. The length of syndrome 
T

X Xs e H   is equal to ( )n k . Consequently, for 

Niederreiter cryptosystem, the following estimates 
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are true: the amount of the private key 

. ( ) ( )pr kl n k n k n     , the volume of the public 

key 
. ( )p kl n n k   , the length of the ciphertext 

textl n k  .  

Having analyzed the above information, one can 
conclude that the volume of the secret key in the 
McEliece and hybrid scheme varies with the secret 

keys in the Niederreiter scheme 2 2n n k   , the 
difference from the generated encryption text is 
equal to k elements, but at the same time, size of the 

public key in Niederreiter scheme is greater than 2n
elements. We will illustrate this fact by the examples 
shown in Table 2. For the consideration of different 
levels of security, the code parameters most 
commonly found in the scientific literature were 
chosen. For a more visual understanding, we shall 
present the data listed in the table using histograms 
(Fig. 3-5). Having analyzed the above data, one can 
conclude that to provide a similar level of stability to 
quantum cryptanalysis, compared with the usual 

cryptanalysis (for example, comparing the 
parameters for the code parameter n = 16384, n = 
8192), it is necessary to increase the volume of key 
data more than three times. It is also worth noting 
that the stability of cryptosystems to quantum 
cryptanalysis depends directly on the indicators of 
their relative speed. Because of the advantage in the 
latter indicator, the hybrid cryptosystem has shown 
decent results in stability to quantum cryptanalysis, 
but the decrease in resistance is not critical 
compared to other schemes.  

However, the obvious advantage of the hybrid 
cryptosystem, which is worth reminding, in terms of 
cryptosystem’s efficiency, is that it allows one to 
encrypt a larger amount of information using the 
same number of keys, while providing an adequate 
level of protection [25-31]. This research might be 
useful for the improvement of various methods of 
information security [10-13], as well as other 
practical use [32-36]. 

Table 1. Dependence of stability and relative speed on the error-correcting ability of the code 

Parameters of  
code 

Relative speed of information 
transmission 

Resistance to classical 
cryptanalysis, bit 

Resistance to quantum 
cryptanalysis, bit 

М. N. H. М. N. H. М. N. H. 
(2048,1828,41) 0,89 0,71 0,96 65,5 32 47,9 14,2 
(2048, 1608,81) 0,78 0,63 0,92 90 44 49 26,7 
(2048,1388, 121) 0,67 0,58 0,86 100 49 49 36 
(2048,1168, 161) 0,57 0,54 0,8 100 48,7 48,1 42 
(2048,948, 201) 0,46 0,51 0,74 92 44 47 46 
(2048,728, 241) 0,35 0,49 0,67 78,9 38 46 49 

Table 2. Comparison of performance indicators of cryptosystems 

McEliece cryptosystem 
Parameters of code Key volume, bit Length of 

ciphertext, bit 
Relative 

speed 
Resistance to classical 

cryptanalysis, bit 
Resistance to quantum 

cryptanalysis, bit 
(1024,524,101) 812176 1024 0,51 54 25,8 
(2048,1751,55) 6654097 2048 0,85 77 37,6 

(4096,2584,253) 27754896 4096 0,88 128 62,6 
(8192,6957,191) 105399785 8192 0,85 263 130 

(16384,10322,867) 275675716 16384 0,63 636 310 
Niederreiter cryptosystem 

(1024,524,101) 763024 500 0,57 54 26,7 
(2048,1751,55) 698513 297 0,68 77 49 
(4096,3604,83) 2261392 492 0,87 128 90,2 

(8192,6957,191) 11650537 1235 0,84 263 166 
(16384,10322,867) 136084036 6062 0,47 636 286 

Hybrid cryptosystem 
(1024,524,101) 812176 1024 0,79 54 24,2 
(2048,1751,55) 6654097 1945 0,95 77 18,9 
(4096,3604,83) 27754896 3892 0,95 128 31,8 

(8192,6957,191) 105399785 7618 0,93 263 77 
(16384,10322,867) 275675716 13107 0,8 636 267 

 

4. CONCLUSION 

After analyzing the entire spectrum of 
information related to code-based cryptosystems, we 

can draw a number of conclusions. Firstly, the 
research found that the use of algebraic codes in the 
context of post-quantum cryptography is a 
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promising direction, since they allow us to provide a 
higher speed of cryptographic transformation, an 
error control that can occur in the communication 
channel, as well as resistance to the classical and 
quantum cryptanalysis. Due to the above mentioned 
advantages of using codes for the purpose of 
constructing algorithms of post-quantum 
cryptography, a new hybrid algorithm, which 
combines principles of encryption in accordance 
with the cryptosystems of McEliece and 
Niederreiter, was proposed. In turn, a further 
comparative analysis of all three cryptosystems has 
shown that using the proposed scheme, the key data 
occupies the same volumes as the key data of 
McEliece cryptosystem. The Hybrid cryptosystem 
provides a higher relative transmission speed and 
equal resistance to cryptanalysis as McEliece 
cryptosystem. One disadvantage is an increase in 
decoding time by adding information extracted as in 
Niederreiter scheme, but the increase in this 
indicator is not critical. Despite the demonstrated 
benefits, it remains open in all cryptosystems how to 
reduce the amount of the used key data, which, in 
the case of quantum computers to maintain stability, 
still needs to be increased once. This direction 
remains an actual vector of research in the core of 
modern cryptography [26-29].  
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