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Abstract: The analysis of the statistical parameters of feedback with carry shift register (FCSR) quasi-random
generator has been done. For the investigation were chosen 8 - bits and 9-bits registers. Were investigated the period of
the generator and distribution of “one” and “zero” values. Additionally, the generated sequences where tested by NIST

STS package.
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1. INTRODUCTION

Quasi-random generators (QRG) are widely used
in different areas of national economy: Digital

Signal Processing, Entertainment, Music and
Graphics Composition, Simulation (including
Artificial Intelligence) and Testing, Equation-

Solving, Cryptography devices, etc [1].

There are different methods to develop QRG, but
one of the most popular it is based on the shift
register. Previously, the designers widely used linear
feedback shift register (LFSR) as a basic component
of such generators [2, 3]. But modern investigations
in this area showed the perspective of the usage of
feedback with carry shift register (FCSR) [3, 4].

Moreover, very promising is the mixed usage of
both LFSR and FCSR as basic components to
develop the QRG with high-resistant parameters [3].
On the Fig.1. the example of such usage it is shown.
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Fig.1 — Example of mixed usage of LFSR and FCSR
components.

;

5-lalss

But FCSR component is relatively new, so
there are few statistical investigations of it. That is
why in this paper the authors show some results of
statistical investigations of FCSR component.
These will deep the theoretical basis of FCSR
generators, and will allow developing new QRG
structure.

2. FCSR COMPONENT

On the Fig.2 the Basic FCSR component has
been shown.
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Fig.2 — Basic FCSR component.

The FCSR component is similar to LFSR
constructively: both have shift register, and
feedback function. The difference is in fact, that
FCSR also has carry register. The FCSR
component works in this way: feedback values are
added to each other and to value of carry register.
The obtained value mod 2 is the generated bit, and
obtained value div 2 is the new value of carry
register.
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There are also next differences between LFSR

and FCSR components:

1) carry register is not a bit, but a number. The
size of carry register should be not less than
log, t, where ¢ — the number of feedback
lines;

2) during generation of quasi-random sequences
it is the initial delay, before cyclic mode.

3) the maximal period of FCSR is defined as ¢-
1, where g — determines the feedback links
and can be defined as:

q=2q,+2°q, +2°q; +..+2"q, -1 (1)

To obtain maximal period of sequence, q should
be prime number, for which 2 is the primitive root
(basic).

Any initial state of FCSR can be defined by
certain shift register, feedback polynomial and the
value of carry register. From this initial state FCSR
can generate a sequence of maximal period after the
initial delay, either generate the infinite sequence of
‘0’ or ‘1’ values, or can be a part of maximal period.

In the “open” literature [3, 4] there are relations,
which allow obtaining the sequence of maximal
period, generated by FCSR. But there is no
information about the statistical parameters of the
sequences, generated by such polynomials.
Moreover, the considered polynomials are very
sparse. So, investigations of FCSR component from
this point of view are especially actual.

3. INVESTIGATION OF FCSR

Previously, [5, 6] the authors have done the
statistical investigations of 8-bit LFSR component.
Similarly, in this paper the statistical investigation of
8-bit and 9-bit FCSR components has been done.

On the Fig.3 the dependence of the sequence
period, generated by certain 8bit FCSR has been
shown. Each FCSR was presented by the feedback
polynomial in the decimal number equivalent area
from 129 to 255. All polynomials has decimal
number equivalent of odd numbers only. On the
abscissa axis the ordinal number of polynomials has
been shown, as well as on the axis of ordinates the
obtained period of sequence has been shown.

The initial value of carry register was equal 0.
The length of all sequences was equal 512 bits. But
as it was discussed before some of the sequences
have delayed before the cycle generating. This
phenomena was taken into account, so showed
results were obtained without delay value.

The maximal period was 508 bits. As it can be
seen from the figure, there is the trend of increasing
of the period value dependently on the value of

feedback polynomial.
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Fig.3 — Period of 8-bit FCSR accordingly to feedback
polynomial.

On the Fig.4 the period of the 8-bit LFSR-
generator, implemented on the different
polynomials has been shown. These results were
obtained from [5, 6] and allow comparing the
result obtained in this article with result generated
by equivalent 8-bit LFSR component.

Analysis of the Fig.3 and Fig.4 allows us to
make two deductions, accordingly differences
between LFSR and FCSR components:

1)  the equivalent FCSR allow to obtain the

sequence with potentially higher period;

2) the period of sequence, generated by

FCSR component depends on the value of
feedback polynomial.

Especially for the data protection task it is
requested to investigate the uniformity of the
distribution of the “zero” and “one” values. On the
Fig.5 and Fig.6 the distribution of the “zero” and
“one” values have been shown.
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Fig.4 — Period of 8-bit FCSR accordingly to feedback
polynomial.

As it can be see from the figures some
anomalous results appeared. This phenomenon can
be explained by the fact that some of the sequences
has very short period, so the generated results are
inapplicable to the data protection task.

Moreover, it was mentioned that “one”
distribution has the bigger weight for the
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polynomial. For the equivalent LFSR results [5, 6]
one can see the inverse situation.
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Fig.5 — The distribution of the “zero” values

accordingly to feedback polynomial.

Fig.6 — The distribution of the “one” values

bit FCSR component has been shown.

accordingly to feedback polynomial.

On the Fig.7 — Fig.9 similar results, but for 9-
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Fig.7 — Period of 9-bit FCSR accordingly to feedback polynomial.
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Fig.8 — The distribution of the “zero” values accordingly to feedback polynomial.
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Fig.9 — The distribution of the “one” values accordingly to feedback polynomial.

Additionally some of the best results of 8-bit

. . . Table 1. Results of sequences testing by NIST STS
polynomials have been investigated by package

package

NIST STS [7].

This is a special package designed by National | # Used Test
Institute of Standardization and Technology (NIST) Frequen R Cumula-
to test the sequences, generated by different QRG. polynomial cy WIS tive sums
The National Institute of Standards and Technology 1. 10000111 0,0771 0,143794 | 0,006349
believes that these procedures are useful in detecting 2T 19010011 0.111612 | 0,981176 | 0.061226
deviations of a binary sequence from randomness 37" 10011111 0.063431 | 0002692 | 0.115262
[7]. This package consists on 16 different statistical [ 101011111 0.002654 | 0.823121 | 0.003572
tests, which allow accepting (or rejecting) the 511 0101 0’595883 0’001“5 0’003547
hypothesis about randomness of the investigated 6.1 10111011 0’426326 0,000256 0’110162
sequence. 2 2 2

In our work only 3 tests were used, because other ; iig?ggii 0’853684 0’283443 0,00(4)11 17
request at least the sequences of 100000 bit. There :
were Frequency Test, Runs Test and Cumulative 9.1 11100111 0010369 | 0,000001 | 0,010428
Sums Test. 10] 11111111 0,027125 | 0,827531 | 0,019172

In the Table 1 and Fig.10-Fig.12 the results of
testing of some of the obtained sequences has been
shown. L

The sequences, which has the period higher than 08 |
250, were tested. As it can be seen from the table 06 |

and figures one of the tested sequences, generated by
FCSR with feedback polynomial “11010011” has 041

not passed all three tests. That mean, that it is 02
necessary to reject hypothesis about uniformity of 0 ’/‘\‘\v/ ‘ \f ———
the distribution of the tested sequence. So, this 1 2 3 4 5 6 7 8 9 10

polynomial should be avoided to use in the real

world application for data protection system.
Fig. 10 — Results of sequences testing by Frequency
test.
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Fig. 11 — Results of sequences testing by Runs test.
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Fig. 12 — Results of sequences testing by Cumulative
sums test.

4. CONCLUSION

In this paper the authors have investigated the
statistical parameters of sequences, generated by
FCSR component. The analysis showed that
obtained sequences has higher period. But in the
same time some of the sequences have not passed
statistical tests. So for real world application it is
advised to use the combination of LFSR and FCSR
components to develop the advanced QRG.
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