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CUHTEe3 CTPYKTYp onepauintHUX NPUCTPOIB BUKOHAHHA KpunTtorpadiyHmx
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TepHomiIbChKA aKaZeMisi HAPOIHOTO TOCIIOAAPCTBA,
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AHoTauis: ¥V pobomi docnioxcyemsca onepayitinuii npucmpii npomoxony IPSec onmumizosanuii 01a 06pooku media
nakemis. 3anponoHo8ano aHANIMUYHI 8UPA3U, AKI ONUCYIOMb Yac 0OpoOKU Media nakemie 3aiexiCHO 8i0 napamempis
CMPYKmMypu 0nepayiiHo2o npucmpor, no6y008ano Mamemamuiny Mooeis onepayiinozo npucmporo npoyecopa IPSec.
Ha ocnosi mamemamuunoi mooeni, 3 Memoio 3MeHUeHHs 3amPUmMKU ma 0xiCimepa, Wo SUHUKAIOMb NPU 2eHepPYBAHHI
Media naxemy, po3pobieHo npozpamme 3abe3neyenHs O Onmumizayii Xapakmepucmux CMpYKmyp Onepayitinoco
npucmpoio npoyecopa IPSec. Ompumano psao onmumizoeanux cmpyKkmyp onepayitino2o npucmpoio 01 pizHux cepsicie
006pobxu Oanux IPSec 3a pisHux mMexXHONOIYHUX XAPAKMEPUCMUK KOMHOHEHMHO20 6a3zucy. Auaniz pezynibmamis
003801U8 BCMAHOBUMU, WO 6 OLILWOCMI BUNAOKIE, HAUMeHWUI Yac 0bpobKu media nakemie cnocmepicacmocs npu
imepayitnit ma imepayitiHo-KOHBEEPHILl peanizayii onepayilino2o npucmporo IPSec.

KuarouoBi cioBa: npomoxon IPSec, H.235, media naxem, onepayiinuii npucmpiil, onmumizayis, areopummu MDS,

SHA-1, DES.
1. BCTYN
3axwuct iHGOpMAIlii € OAHIEIO i3 BAXKIIMBHUX 3a/1a4 y
TEJIEKOMYHiKalliHHIX MEpEeKax. Bypxnusnii

PO3BHUTOK ITIO0AIBHUX KOMIT IOTEPHUX MEPEX Ta ix
ITOCTYTIOBa KOHBEPICHITIS Ja€ 3MOTY TEPHUTOPiaIbHO
BiJTAJICHM KOPHCTYBa4aM B3a€EMOJIATH MK CO00I0
B peaJbHOMY 4Yaci, BHKOPUCTOBYIOUM OyIb-sKi
3aco0u 3B’sA3Ky. BinbIIicTe JOMATKIB, K MPaIIOIOTh
Ha 0a3l TexHonorid IP-tenedonii, MynpTHMenia
KOH(epeHLiH, BeO-KOH(epeHLiii TOILO
B3aEMOJIIOTH 3TigHO 3 mpoTokoimoMm H.323, sxuit
BH3HA4Yae  HaOIp  pEKOMEHHANid  MPUAHATHX
MixHapoaauM coro30oM enektpo3s’s3ky (ITU) ra
BCTAHOBJIIOE  BHMOTH  JO  MYJBTHMEIIMHUX
KOMYHIKAIITHIX CHUCTEM, IO HE TapaHTyIOTh SKOCTI
ob0cnyroByBanus [1, 2]. 3ayBaxkumo, 110
BIIPOBQ/KCHHSI MYJNbTUMEIIMHUX JOAATKiB, IO
B3aEMOMIIOTh 1O mpoTokoiny H.323  moBuHHO
MIPOBOJUTUCH 13 BPaxyBaHHAM MOXKJIHMBHUX 3arpos,
BU3HAYEHHI KPUTHYHO BAXKJIMBHX PECYPCiB Mepexi
Ta aHaNi3y PHU3MKIB II0A0 BTpartH iHbopmarii. s
3aXHCTy MyJbTUMEia TaKeTiB, MO TeHEePYIOThCS Ta
nepefalnThest  3rigHO 3 mporokonom  H.323
BHUKOpHUCTOBY€eThCsl mpoTokon H.235 [3], omnax
JAaHUX TIPOTOKOJN Ma€ psI HEIOINIKiB. 30Kpema,

HEOCKOHAJII MEXaHi3MH 3axHCTy IMepeaadi Mexia
MakeTiB Bim MoOOUTbHUX TepMmiHamiB [4], He
periiaMeHToBaHi MexaHi3MH Oe3neyHoi mnepeaadi
MakeTiB 3rigHo mpoTokoidiB cepii H.26X Tta cepii
T.12X [5]. Tomy, mns 3axwcTy Menia MaKeTiB,
MIPOTIOHYEThCSI BUKOPHCTOBYBAaTH MpoTOoKon IPSec
[6], sSIKU#1 3aCTOCOBYEThCS Ha TPAHCIIOPTHOMY PiBHI
OSI, mo mo3Bonse ycyHyTH nesiki Hemomiku H.235.
BuxoprcranHs 3aXWINEHUX BipTyaIbHHX KaHAIIB,
CTBOpEHUX 3TigHO 3 mnpoTokonoM IPSec, mo3Bomse

TEepPMiHATY-IpUAMaTy NpUBiIEHOBaHO
ompanboByBaTH  Mefdia  maketd.  J[0maTKoBo,
mpotokon IPSec € OuIbII  THYYKIOIUM B
aZMIHICTpYBaHHi.

2. NOCTAHOBKA 3A0AMI

IIporokon IPSec [6] BHUKOPHCTOBYETBHCS M

3a0e3meyeHHsT  IJIICHOCTI, AaBTEHTHYHOCTI Ta
KOH(D1IeHITIHHOCTI TaHUX, oo  TepenarTh
HE3aXHILEHUMHI KOMII’ FOTEpPHUMHU MEpekKaMH.

l'onosHow mnepeBaroto IPSec, ska 3ymoBuna itoro
MTUPOKE BUKOPHCTAHHS, € MOYKIJIMBICTh MTUGPYBAHHS
i/abo aBreHTH(]iKyBaHHA Bci€i iH(popMamii, sKa
NepeacThesl Ha PiBHI iHTepHET-TpoToKony. OnHaK,
HEBHCOKA IPOIYKTUBHICTH POOOTH MPOTPaMOBaHUX
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MIPOIIECOPiB, PECYPCH SIKUX BUKOPHUCTOBYIOTHCS IS
peamizamii IPOTOKOILY IPSec 3MEHIIYIOTh
MIPOJAYKTHBHICTh MYIBTUMENINHUX IoaaTkiB. Kpim
TOr'0 JOJABAHHS AOAATKOBHUX CIIy>KOOBHUX IOJIIB LIUM
MIPOTOKOJIOM JI0 PEe3yJbTYIOUOTO Mefia TaKeTy
3HayHO 30ijbllye po3mip makeTy. Tomy moctae
3a/adya CTBOPCHHS CIICIIalli30BAHUX IPOIIECOPIB
IPSec onTumizoBanux 1j1si 0OpOOKH Mejlia MaKeTiB.

[IpoBenennii anamiz mpotokony IPSec mokasas
IO OCHOBHUM KOMIIOHEHTOM, SIKMH HaiOinblie
BIUIMBAE Ha 4ac OOpOOKM Melia TakeTy Ta HOoro
pO3MIp € omeparliiiHuii TPUCTPii CHEIiaTi30BaHOTO
mporiecopa [PSec, skmii peanizye kpunrorpadidHi
anroputMu [7]. B ocHOBY mOOyIOBH IHOTO
OTEPalifHOTO TPHUCTPOIO  3aKIAaIEHO  IMPHHIHII
arnapaTHOTO BiJOOpakeHHS CTPYKTYpH
BHKOHYBAHOT'O QJTOPUTMY Ha OIepaIliifHi mpucTpoi
TpakTy  00poOku  manux [12].  Crpykrypu
OTepaliifHuX MPHUCTPOIB i1 BUKOHAHHS aJrOPUTMIB
CUMETPUYHOTO 0JI0KOBOTO mudpyBaHH
nmociimkeHo v [8], a cTpykrypu xemnryBaHas y [9].

Tomy B naniif poOOTi AOCTIIKYIOTECS CTPYKTYPH
KOMIUIEKCHHX  omepamiiHux  mpuctpois  [PSec
OTITHMI30BaHUX BIATIOBIIHO IO Yacy oOpoOKH Memia
MAKETIB Pi3HOTO PO3MIpY.

3. BA30BI CTPYKTYPU TA HYACOBI
XAPAKTEPUCTUKU OMNEPALUINHUX
NMPUCTPOIB IPSEC

Cepgicu [PSec 1n03BONSIOTH CUCTEMI BUOpaTH

HEOOXifHI  TPOTOKONM  3aXHWCTy,  BU3HAYHTHU
ANTOPUTMH JUTS BiAIIOBITHOTO CEPBICY i BCTAHOBUTH
3HAYEHHS KpHUnTorpagpiaHux KITIOYiB, 1o

BUKOPHCTOBYIOTbCA JJII BCTAHOBJIEHOTO CEaHCY.
IPSec BUKOpPUCTOBY€ I1Ba HPOTOKOJHU: MPOTOKOI
aBTeHTH]iKYBaHHS — AH (Authentication Header)

[10] Ta KOMOIHOBaHHUI MIPOTOKOI
aBTeHTH(])iIKyBaHHS/ U PYBaHHS - ESP
(Encapsulating Security Payload) [11], mo B

KOMILIEKCI 3a0€31eUyI0Th CEpPBICH:

- KepyBaHHS OCTYIIOM;

- LUTICHICTH O€3 BCTAHOBJICHHS 3’ €HAHH,

- aBTeHTH(IKYyBaHHS JpKepela TaHHX;

- 3axHCT BiJl BIATBOPCHHS;

- KOH(QIACHIIWHICTh 1 YACTKOBHH 3aXHCT BiJ

aHaJi3y MOTOKY JaHHX.

KoxeH 3 1mmx cepBiciB BHOCHTH JOJATKOBY
3aTpUMKY Tpu 0O0poOIli Mefia IMakeTy, OCKUIBKA
JIONAfOTHCS  BIATIOBIMHI TIONSA 10 PE3yJIBTYIOUOTO
MaKeTy.

PosrnsiHeMo cTpyKTypy OIepaliifHOro mpucTporo
BUKOHAHHS 0a30BUX KPHUNTOTpadiqHUX aIrOpUTMIB
nporokony IPSec B pexxumi nepenaBanus (puc. 1) i
npuiMaHHA JaHUX (pHC. 2).

| Bxl
} ESP

™ liudbpysaHHs

v

Wndppoteket |

vy

| ABTEHTUDIKYBaHHSA

v

ICV

v

| Bux[ |

AH

Puc. 1 — CtpykTypa onepauiiiHoro npucTpoio
BUKOHAHHS 0a30BMX KpUNTOrpagiyHux onepauii
IPSec B pexxumi nepegaBaHHs JaHUX.

BXigHMMHM JaHUMH OIEpaliiHOTO IMPHUCTPOIO €
Mejia MaKeTH, TOMY 3aJeKHO BiJl METOAY
nepeaaBaHHs JaHuX (mpuiimanHs/
nepenaBaHHs/cyMinienHs) npotokony IPSec (AH/
ESP/AH+ESP) Ta pexumy Tmepemadi AaHWX Ha
BUXOJII OTPUMAEMO 3aXMIIEHI Me/ia MaKeTH Pi3HOTrO
po3mipy. YacoBa 3aTpuMKa BHXiJHHX TMakKeTiB Oyme

BH3HAYATHCS BHXITHIMH XapaKTePUCTUKAMU
OTepaIliitHOro IPUCTPOIO.
r B |
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| | UWwdporekct |
| y AH
|= HMAC
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Puc. 2 — CTpykTypa onepauniiiHOro npucTpoo
BHKOHAHHS 0230BUX KpUNTOrpagiynux omepauiii
IPSec B pexxumi npuiiMaHHs TaHUX

[MpoBenemo aHamiz omnepaumiiHUX MPUCTPOIB
I[PSec mim wac mepenaBaHHS/TIpHMaHHS JaHUX
PI3HEMH TIPOTOKOJIAMH B TPAHCIIOPTHOMY PEKHMI 3
BukopuctanusaMm I[P makeriB crammapry IPv4. [lns

TpaHcoptHoro  pexxumy  AH, nmani  AH
PO3MIITYIOTECS Oes3rocepeTHE0 TTiCTIs
opurinagsbHoro [P 3aromoBky  (puc. 3).
ABTeHTU(IKYBaHHIO MiJJIsTa€ BeCh MakeT, 3a

BUKITIOYSHHSIM 3MiHHUX TIOJIIB B 3aroyioBKy 1Pv4, ski
OOHYJIIOTECA 11 oOuncieHHs 3HadeHHs HMAC.
TpancnopTaui pexuM AH J03BOJIAI€
inentudikyBartu mani [P, a Takox okpemi yacTHHU
IP 3aromnoBky.
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3arorosoklP | TCP | Dati |
SA » HMAC
| 3aronoBok IP | AH | TCP | DaHi |

Puc. 3 — Buxopucrannst nporoxoiay AH nns o6podxn
IP nakery

Takt omeparifHOTO TPHUCTPOIO  BHUKOHAHHS
nporokony AH- #ps.., Ta 4ac 00poOku makeTy 7psec
— CKJIAJAIOTh BiIITOBIIHO:

(1
2

_ 1

t1psec =max( tsyy tsny ),
_ 1

Tipsec = TsputTone

e tsve o — TakTh poOOTU oOmepaliiHuX
mpucTpoiB  (yHKIT aBTeHTH(IKYBaHHSI 3a SKOIO
obuncmoerscs HMAC; Toy, T v — dacH poboTtu
oTepalifHuX MPHUCTPOIB QPYyHKIIT aBTeHTH(DIKYBaHHS
3a sikoro obumncmoeTscst HMAC [6,7].
TparcopTHHil pexuMm nepemadi mannx ESP
3abesneuye mmdpyBaHHS JgaHuX. [Ilpy  1BOMY
3aronoBok ESP  po3mimiaeTscs  Ge3nocepeaHbo
Iepes 3aroJJOBKOM TPaHCIIOPTHOTO PiBHS, a Tpenep
(micTuTh oJIs 3aII0BHIOBAYA, JIOBXUHU
3allOBHIOBaYa i HACTYMHOTO 3ar0JIOBKY)
po3mimyerbes micns nakera [P (puc. 4). Bech maker

TPaHCIOPTHOTO  PIBHA  pa3oM 3  Tpeliepom
A PYOTHCA.
‘ 3aronosok IP ‘ TCP ‘ Oani
A
SA  |—— - BawwmdpyBaHHs
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Puc. 4 — Buxopucranns nporoxojy ESP s 00podku
IP nmakery

TakT poboTu uIs BUKOHAHHS mpoTokony ESP y
TPAHCIIOPTHOMY PEXHUMI — #psee, T4 YaC OOPOOKH
makeTiB Tips,. — CKAAAAIOTE BiAIIOBIIHO:

3)
“

t]PSec :tSNmy

TtIPSec :TSNw~

I€ fsvu — TaKT poOOOTH ONEepamifHOrO MPHCTOIO
mmppyBaHHa i3 cTpykryporo SNwi, Ty, — dHac
po0OTH OmepalifHOro MPUCTPOIO MIH(pPYBaHHS i3
CTPYKTYporo SNut [5,6].

ESP 3 aBreHTH(]iKYBaHHSIM BUKOPUCTOBYIOTH JIJISI

Toro, 100 3abe3meynTH KOHQIACHUIHHICTH i
aBTCHTH(IKyBaHHS MakeTy. Y  TPaHCIOPTHOMY
peKUMI nepeaBaHHs JaHKX, cepBicH
ABTCHTU(IKYBaHHS i KOH(]iAeHIIHHOCTI

3aCTOCOBYIOThCS 10 AaHux [P, He 3axumiaroun mpu
npoMy 3aronioBok IP (puc. 5). B mpomy pexunmi
micns  Tpeiiiepa  JoJa€ThCs  MOJE  JaHUX
aBreHTH(]iKyBanHs ESP, aBTeHTH(}iKYyETBCS Bech
M pOBaHMUIA TEKCT 1 3aroioBok ESP.

Takr poOOTH oOmepalifHOro MPHUCTPOIO IS
BukoHaHHs npoTtokoiy ESP i AH y tpancnoptHOoMy
peXUMI — fjps.., Ta Yac OOpOOKHM TaKeTy 7ipsec —
CKJIaJaI0Th BiJIOBIAHO:

1
tIPSec:max(tSNm: tSNx; tSNx ); (5)
_ 1
TIPSec_TSNw+(TSNx+ TSNX ) (6)
‘ 3aronosok IP ‘ TCP ‘ LaHi |
\
SA  |——-» 3awmndgpyBaHHs
T
|
| \
: LLndppoTekcT
|
i [
| Y
|
L ——— ] HMAC
|
TTTTTTTTT
# |
h J
Q.
s & - % | ¢
x ul = Ll g
8| 8 o 8 : | o | Ba
o i1} (@] oy © () 2]
c o [ Q =} = Ew
IS = S T
5| ¢ < g | e
™ @ — >
™ <

Puc. 5 — Buxopucranus nporoxoiay AH i ESP nas
00po0xu IP nakery

[TpoBeneni JocHiKEHHS CTPYKTYP OIepallifHuX
MPUCTPOIB BUKOHAHHS aJTOPUTMIB XCIIyBaHHSA 1
mmppyBaHHa, napamerpiB  mpotokory  [PSec,
JO3BOJISIIOTE TOOYyAyBaTH MaTeMaTHYHY MOJETb
CTPYKTYypH ormepatiiiHoro mpuctpoto IPSec.

BximauMu ~— mapamerpamMu s 1oOyIOBH
CTPYKTYpH OIIEpallifHOro MPUCTPOIO TIpoliecopa
[PSec €:

e xpunrorpadivyHi ajdropuTMH  Ipolecopa
IPSec: anroputTM XemIyBaHHS, AaJTOPUTM
i pyBaHHS;
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e cepeicu mnporokoiry [PSec: AH, ESP,
ESP+AH;

®  pO3Mip Meia MaKeTy;

® 4YacoBi  XapaKTepUCTUKUA  OMeEpaIiifHuX
IIPUCTPOIB

® BHUKOHAaHHS KpUOTOTpadiyHUX aIrOPUTMIB
IPSec.

[llykaammu TapaMeTpaMyd MOJIENI OTepPaIlifHOTO
npuctporo mponecopa IPSec € Taki mapamerpu
CTPYKTYp OIEpamifHuX TPUCTPOIB MHUPpPyBaHHS 1
XENTyBaHHS, SKi TIPH 3aJaHUX AJITOPUTMax 0O0pOOKH,
ceppicax IPSec, po3mipax Memia makeTiB 1
TEXHOJIOTIYHMX  YMOB  peaiizamii  mporiecopa
MIPUIMalOTh HAaMEHIIT 3HaYeHHSI.

s modymosu monen OIT mpuctporo nporecopa

IPSec CIIOYATKY BU3HAYMMO BEKTOpH
XapaKTePUCTUK HOT0 CKIAJOBHX  OMeparliitHux
MPUCTPOIB. XapakTepuCTUKU OTIepaIlifHOTO

MPUCTPOO MHU(PYBaHHS OMUIIEMO MHOKHHOIO:

Pu={Pui /Pll[i: [T, tuif - (7

ne Py; — BEKTOp XapaKTEepPHUCTHK OTEpalliiHuX
IpUCTPOiB WK(pPYBaHHA i-01 CTPYKTYpH, 1y — 4ac

00pOOKH OJHOTO TAakKeTy,
OTIepaIliifHOTO TIPUCTPOIO.

CrpykTypa oTeparifHoro
mudpyBaHHA 33[a€TbCA  IapaMeTpamu: Npp,,
KUJIBKICTh ~ KOHBEEPHHX  PETICTPIB  alrOpUTMY
mmdpyBanas, Nksr, - KUIBKICTh KOMOIHAIiHIX
cxeM anroputMmy mudpyBaHHsA, Nr, - KUIBKICTBH
MOCTIZOBHO 3’€QHAHMX KOMOIHAIUHHMX CXEM, IO
peani3yloTh  BIANOBIAHI  payHOW  ajIrOPUTMY
muQpyBaHHS. i napaMeTpu pazom 3
TEXHOJIOTTYHUMH YMOBaMH BUTOTOBJICHHS
OMEpalifiHOTO  MPUCTPOI0  BU3HAYAIOTH  YacoOBi
XapaKTEePUCTUKH IbOTO OIEPALifHOr0 MPHCTPOIO.
Jlo TexHOJIOTIYHUX YMOB Hajexarb dacu: Tk, — dac
00poOKH JaHMX B KOMYTAaTopi IaHHUX ajirOPUTMY
mmppyBanaa, 7Txc, — dYac O0OpoOKH HaHHX B
KOMOIHAIIWHIA CcXeMi anroputMmy mudpyBaHHS,
Tpe, — dYac 3amucy JaHWX Y BHXITHHHA pETICTp
ANTOPUTMY IIN(pPYBaHHS.

Buxoasuu 3 nporo ta BUpasiB 3alpOIIOHOBAHUX B
[8], sKi OMHCYIOTh YacoOBI XapaKTEPUCTUKH
OpUCTPOiB MmH(PYBaHHsS 3aJeKHO BiJ] CTPYKTYpH
(iTepamiifHa, KOHBEEpHa, iTEePaliiHO-KOHBEEPHA)
OTIEPAIIfHOTO TPHUCTPOIO, TIPEACTABUMO f1; 1 Ty ¥
BUTJISAI:

tu; — TakT poboth

MPUCTPOIO

ka-i- Txc*(Cts* Ct)%+. + CtNkS,*CtNksrow)-i- Tp,, saxwo SN, - imepayiiina
tui (Npp., Nksr ., Ny, )=< Txc™( Ct, %M+ + Ct]\/,,OHI)/NppvL Tp, saxwo SN, - konsecpna (8)
T+ Txe*(Cty* Ct%"+ .+ Cagy*Clyi ™™ )/Npp+Tp., sikugo SN,,— imepayiiino-

KOHBeEpHA

( tui *(Nr/Nksr), akuo SN, - imepayiiina

Ty11: (NpP o Nksruu Nrw Y=t *Npp,

axkwyo SN, - kongeepna

)

\ tui * (Nr/(Nksr*Npp), sicuwo SN,,— imepayiiino-kongecpna

He Ct; — xoediluieHT 3pocTaHHS dYacy
CHpaIlOBaHHS {-TOi KOMOiHamiifHOT CcXeMHu, IO
peadizye MPOEKIIif0 payHuiB AITOPUTMY

umdpysanns; Ct,°" — xoediuient 3pocranns uacy

CHpalfoBaHHsl -Toi KOMOIHAIiHOI CXeMH TpH
BUKOHaHHI  pIi3HUX  omepamiid  mudpyBaHHS.
[Miana3on 3Ha4ens i juig anroputMy DES ckmanae 15
CTPYKTYp OIlepalifHuX IpucTpoiB [7].

[ Nksr*T, xc1+ T+ Tp., skwgo SN, - iTepartiiina

thA (Nppx,Nksry,Nry )=4 Nksr*Tgci+Tp;, sikugo SN, - KOHBEEpPHA

(11

L Nksr*Txci+ Tyt Tpy, , sikugo SN, — iTepaliiiHO-KOHBEEpHA

[ (Nr-1)* ty; A/ Nksr+Txcn+Tp., saxuo SN, - iTepaniiina

T XJ-A (Npp., Nksr,, Nr, )=< Npp* thA +TxenitTp., axwo SN, - KOHBEEpHA (12)
U (Nr-1)* 147 INpD+ Tt To sikuio SN, — iTepaniiino-KOHBeEDHA
XapaKkTepUCTUKU OMNEpPaLifHOro MPUCTPOIO UL Py'={Py" / Py = [Ty, tx']}. (10)
00YHCIEeHHS HMAC BU3HAYAETHCS
XapaKTEPUCTHKAMHU JBOX OICpaIlifHuX NPHCTPOIB e PX,A — BEKTOP XapaKTEPUCTUK OIepaliiHuX
XCIIyBaHHS, 3 OJTHAKOBUMH CTPYKTypaMH  QOPUCTPOIB  XEIIyBaHHA j-0i CTPYKTypH A
ONEpaIliifHUX TPHUCTPOIB, SKI BXOJATh JIO WOTO  BHKOHAHHA aNropuTMy XeuryBaHHsA A={Ay / Ay =
CKJIafy. [SHA-1, MD-5]}, m=1,2., T. XjA — 4ac BUKOHAHHSA
XapakTepuCTUKN onepauiinux HPHUCTPOIB XCIIyBaHHS, 3TiHO 3 aJrOpuTMOM A, tX,-A — TaKT

XCHUIYBAaHHS OIMMIIECMO MHOXHWHOIO:

po0OTH omnepauiiHOrO IPUCTPOIO XEUTYBaHHA 3TiAHO
3 alNropuTMoMm 4.
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CTpyKTypa OmnepaniiHoro MpUcTpOIO XEIIyBaHHS
3aJa€ThCsl alTOPUTMOM A, Ta mapamerpamu: Nppy -
KITBKICTh ~ KOHBEEPHUX  PETICTPIB  aNTOPUTMY
XenryBaHHsI, Nksry - KiTbKICTh KOMOIHAITIHHAX CXeM
QITOPUTMY XelIyBaHHS, Nry - KUIbKICTb IOCIIIJOBHO
3’€JHAHUX KOMOIHAIIITHUX CXeM, IO peali3ylTh
BIAMIOBIHI payHAW aITOPUTMYy XemryBaHHA. Jlo
TEXHOJIOTIYHMX yMOB Hanexath wacu: Thky'— uac
00poOKM JaHMX B KOMYTAaropi NaHHUX aITOPUTMY
XeIlyBaHHS A, TKCXA - Yac oOpoOKkm maHuUX B
KOMOIHALIHHIM CcXeMi alropuTMy XelryBaHHS A,
Tpey' — yac 3anmcy JaHMX y BUXiHUI pericTp
QIrOpuTMy XellyBaHHA A, T KCN,XA Tkey' - wac
00poOkm gaHmx B Nr-Tili KOMOIHAIIWHIA CcXeMi
ANTOPUTMY XEUTyBaHHS A.

Buxozastuu 3 1poro, Ta BHpas3iB 3alpONOHOBAHHUX
B [9], fAKi ONHUCYIOTH YacoBl XapaKTECPUCTHKHU
OTepalifHX TPUCTPOIB XCUIyBaHHs 3aJIE)KHO BiX
CTpYKTypHu (iTepamiiiHa, KOHBeepHa, iTepaliifHO-
KOHBEEPHA) IPHCTPOIO MPEACTABUMO, fyy; Ta Txy Y
BUTJIAIL:

XapakTEepUCTUKA  OMNEPalifHOTO  MPHUCTPOIO
BukoHaHHS anroputMy HMAC (A) Bu3Ha4aeThcs
BiTIOBITHUMU JaCOBUMH XapaKTePUCTUKAMH
OTepalifHX MPUCTPOIB XEIIyBaHHS, 3TiHO 3 UM
KE aNropuTMOM. BpaxoByrouw, 1o Nepluii
orepamifHuil TpUCTpii  00poOIse TOBiTOMIIEHHS
JIOBUTLHOT JTOBKWHU, a APYTUH Jiniie oauH Oydep,
OTPUMAEMO TaKi BUPA3U:

T, HMACA(Nppx,Nksrx,er) =N*Ty e (Npp., Nksr,,Nr, )+

Ty;»" (Npp., Nksr,, Nr ), (13)

tnac (Nppy, Nksr,, Nry) =max(ty; A (Npp., Nksr,,Nr.),

txj2" (Npp., Nksr, Nr)). (14)

nme N — kimekicte OydepiB st 0OpoOku
IIOBITOMJICHHS.

BpaxoByroun, mo mepmmid 1 JOpyruit

oTeparifHui TPUCTpPiil XelTyBaHHS MOXYTh MaTH
pi3HI CTPYKTYypH, BBEIEMO DO3MOIUICHHS I1HICKCIB
jl, j2. 3a KIIBbKICTIO CTPYKTYp OIEpaliifiHuX
npuctpoiB HMAC nns SHA-1 € 55, a g MDS — 28
[7].

OTpumaBIIM BUpa3M sl OL[IHKH XapaKTEPUCTUK
oTepaliifHuX MPUCTPOIB XEUIyBaHHs, NP PYyBaHHS 1
obuncnenass HMAC, mnoOymyemo Bupasm mis
00YHNCIICHHS XapaKTEPUCTUK OTIepAIifHOTO
npuctporo mnpouecopa [PSec. Ilpu oMy Bpaxyemo
BapianTu  cepBiciB  mportokomy  [PSec,  ski
BKTIO9aroTh cepsicu AH, ESP i AH+ESP.

Hunst cepBicy AH 3 BUKOpUCTaHHSIM alNrOpUTMY
xemyBaHHs A 1 amroputrmy mudpyBanHsi DES
OTPUMAEMO TaKi BUPA3U:

Tipsec™™ = Tinac” (Npps, Nksr, Niry). (15)

Hna cepsicy ESP 3 BukopuCTaHHSIM anropuTMmy
mmppysanas DES orpumaemo:

TIPSeCESP’DES: THI (Nppukasrub 1 6) (1 6)
Huns cepsicy AH+ESP npu nepenaui ta mpuiiMaHHs
JTAaHUX 3 BUKOPHCTaHHIM alTOPUTMY A OTPUMAEMO:

TIPSecESP+AH: TZH (Nppm,NkS”m, 1 6) +TIPSecAHA (17)

4. CUHTE3 CTPYKTYP OMEPALIMHUX
NMPUCTPOIB BUKOHAHHA
KPUMTOIPA®IYHUX AITTOPUTMIB
IPSEC ONTUMISOBAHUX AJIA
OBPOBKWU MELIA NAKETIB

BxigHoto iHdopMarii€ero ans CHHTE3Y CTPYKTYpP
omepamifHuX IPUCTPOIB TportecopiB IPSec €:
e anropuTM mMU(PYBAHHS 1 XCITyBaHHS;

® TIIEepeImiK CEpBICiB, SIK1 TTOBUHEH
3a0e3revyyBaTH MpoIecop;
® TmapaMeTpd KOMIIOHGHTHOrO 0a3ucy, B

AKOMY OyZie pealli3oBaHoO MPOLECOD;

®  pO3Mip MeZia MaKeTiB.

MeToq cHUHTE3Y CIeliali30BaHuX KOMIT FOTEPHUX
cucteM [12] ckmamaeTbcst 3 ABOX eTamiB. Ha
NepHIoMy  eTami  BUKOHYETBCSI  IPEACTaBIICHHS
kpuntorpadiuyanx amroputmis [PSec y Burmsami
MIPOEKITif KOHKPETU30BAaHUX MOTOKOBHUX TpadiB, 110
pearni3yeTbcs 3aJaHUM KOMIIOHEHTHHUM 0a3ucowm,
MPOBOJIUTECSL  OIliIHKA OTPHUMAaHUX CTPYKTyp B
JacTUHI Yacy oOpoOKH 3aMaHOTO YHCNIa IaKeTiB 1
TakTy pPOOOTH s PI3HUX CEPBICIB TNPOTOKOIY.
PezynpTaToM BUKOHAaHHS WBOTO eTamy € HaOip
oTepalifHuX MPUCTPOIB Ta BIAMOBITHIUX IM MHOXKHUH
napamMmeTpiB, 3rifHo 3 Bupazamu (7, 10).

Ha npyromy eranmi Ha OCHOBI pe3yNbTaTiB
OTPUMaHHMX Ha TEpHIOMY eTami CHHTE3YIOThCS
CTPYKTYpH OIEpamiiHuX TMPHUCTPOiB Mporecopa
IPSec, oniHrOOTECS 1X mapaMeTpu 3rigHo 3 (15 — 17)
Ta BUOUpAeTbCS Taka CTPYKTypa, sika 3ade3nedye
HalMeHIM  4Yac  oOpoOkm  Mefia  TIaKeTiB
BiJIIIOB1THOTO PO3MIpY.

Ha ocHoBi mpoBeneHuX 00YHCIEHb OYIyHOTHCS
rpadika 3a7eKHOCTI Yacy OOpoOKM Mefia TakeTiB
BiJI CTPYKTYp OIEpaIlifHuX MPUCTPOiB MUPPYBAHHS,
XeITyBaHHS Ta X KoMOiHaIii (puc. 6).

Hns  igertndikamii CcTpyKTyp —oOmepariiftHux
MIPHUCTPOIB HA PUCYHKY 6 OyJ0 BUKOPHCTAaHO YMOBHE
Mmo3Ha4YeHHs 3anponoHoBane B [9]: SN(Nksr, Npp),
e SN — Kon Ha3BH CTPYKTYpH OIEpaliiiHOTO
npuctpoto (“1” — irepamiiHui rpad-aaropuTMidHAN
onepaliiHuil TPUCTpii, “K” — KOHBEEpHUH Tpad-
ANTOPUTMIYHUKM oOmepamiiHuil npucTpii, “iK” —
iTepaniiHO-KOHBEEPHU I rpad-anropuTMidHUH
omnepamiianii npuctpiit), Nksr, Npp — mapamerpu
CTPYKTYp  OMNEpalliifHUX  MPUCTPOIB:  KUIBKICTh
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pearizoBaHuX KOMOIHAIHHUX CXeM 1 KOHBEEPHHX
PpericTpiB BiAMOBigHO.

Bimomo [13], mo 3aTpuMKy Ta JDKITEp MOXXHA
3MEHIINTUA 33 PaxXyHOK OOMEXEHHS MaKCUMalIbHO

*' I padin 3anenHOCTI Yyacy 0bpobKv NakeTis AaHy KoM, Mepexs sig O
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Puc. 6 — I'padik 3ayesxHocTi 4acy 00po0ku Melia makeTiB Bil CTPYKTYp onepaniiHux
npuctpoi 6a3oBux kpunrorpadiyaux aaroputmis IPSec

AHami3 rpadikiB moka3sye, 1mo BHOIp CTPYKTypH
ONTHMAJILHOTO  omepariiiiHoro mpucrtporo I[PSec
3aJICKUTh B pO3MIpYy Mejia HakeTy Ta CEpBICIB
IPSec.

JOIMYCTUMOTO pO3Mipy Mexia makeTy. B mpomy
BUITAJIKy TTaKeTH BEJIUKOI JTOBKHHU HE 3aTPHUMYIOTh
BiNpaBKy IHMMX Mefia makeTiB. Llporo edekry

MPOTOKOIY BcranoBneHo, 1o I8 MOXHa  JOCATTH  3aco0amMM  CerMEHTalii  BCixX
3a0e3medeHHsT cepBiciB mpoTokony AH J0miibHO — BUXITHHUX IMAKETIB, SKi MEPEBUINYIOTH BiATOBIIHY
BUKOPUCTOBYBAaTH iTepariiHi CTPYKTypH JIOBKMHY Ha TIPUCTPOSX TEHEpyBaHHSI Melia
olepaliifHuX MPHUCTPOIB, A5 3a0e3MeueHHs cepBiciB  MakeTiB. BpaxoByrounm pexkoMeHAalii KoMmaHii

mporokony ESP — irepamiiHO-KOHBEEpHi, a s
KOMOIHOBaHOTO TIPOTOKOIY
mmdpyBaHHs/aBTeHTU(IKYBaHHS —  iTepaliiiHo-
koHBeepHi At ESP ta itepaniiini ans AH.

Micom, B IKMX TIOB’s3aHO MaKCHMaJIbHUH PO3MIpY

Taémuus 1 — CTpyKTypu onepaniiHuX NPUCTPOiB BUKOHAHHA KpunrTorpadiuynux aaroputmis IPSEC
ONTHMi30BaHi JAJ1A 00pOOKH MefTia maKeTiB

Po3mip | IIBuakicTh Cepsicu IPSec
Mmenia | mocrymien- | AH AH ESP AH+ AH+
nakery, | Hsa Meaia | (MDS5) | (SHA-1) | (DES) ESP ESP
oiT NnakKerTiB, (MDS5, (SHA-1,
K6it/c DES) DES)
256 64 i(64;1) | 1(80;1) | ik(2;8) | i(64;1), i(80;1),
ik(8;2) ik(8;2)
512 128 i(64;1) | 1(80;1) | ik(8;8) | i(64;1), i(64;1),
ik(8;2) ik(8;2)
2048 512 i(64;1) | 1(80;1) | ik(2;8) | i(64;1), i(64;1),
ik(8;2) ik(8;2)
6144 1576 i(64;1) | 1(80;1) | ik(8;8) | i(64;1), i(64;1),
ik(16:8) ik(16;2)
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Puc. 7 — I'padiku 3ane:xxHocTi yacy o0podku mMenia nakeTtiB pisHoro po3mipy Bin cepsiciB IPSec

KaHamiB 3B’s3Ky [13], Ta BHKOPHCTOBYHOUH
po3pobiieHe  TporpaMHe — 3a0€3MEYCHHS — JUIA
OIITUMIi3alii XapaKTepUCTHK CTPYKTYp ONepariiHux
npucTpoie  mpouecopa IPSec Mu  3Haiiuum
OTTHMI30BaHi CTPYKTYpPH OIIepaIlifHuX IPUCTPOIB
[PSec nmnst memia makeTiB pi3HOTO PO3MIpPY MpH
pi3HUX cepBicax mpoTokoury (Tabmus 1).

[Ipu moOymoBi Tabm. 1 MH CKOpHUCTAIHCH
pesyibTaTaMyd CHHTE3y OINEpaliiiHUX IPUCTPOiB
xeuryBaHHsI [9] Ta onepauniifHuX OpUCTPOiB
mmdpyBaHast  [8] Ha mporpaMoBaHy JIOTiYHY
inrerpansHy cxemy ALTERA EPF10KS50-3, sxi
JIO3BOJIMIIH BU3HAYUTH TEXHOJIOT14HI
XapakTePUCTUKU JJIsl 3HAXOKEHHS MapameTpiB
ONTHMI30BaHOI  CTPYKTypu mporecopa [PSec:
Tk,=1,2 nc, Trc,=14,3 nc, Tpe,=0,9 uc, Tk,=0,7
ue, Tre,=9 ne, Tpe,=0,3 ne, Txkcey=2,1 He.

Ha pucynky 7 mpencraBieHo rpadiku
3QJIEKHOCTI Yacy OOpoOKHM Melia TMaKeTiB pPi3HOTO
po3Mipy Bix cepsici IPSec.

AHami3 TpadikiB 103BOJIIE 3pOOUTH BHUCHOBOK,
0 HAWMEHINIA TPUBATICTh OOPOOKHM Melia MaKeTiB
CIIOCTEPIracThCsl MpH BHKOpUCTaHHI cepsicy ESP
(DES). I3 30inbieHHsAM po3Mipy HakeTy, 3HAUYCHHS
yacy Horo oOpoOKH 3pocTae MpsSMOIPOIOPITIHHO.

HaitGinpmmii  wac  oOpoOKM  Menmia  TaKeTiB
CIIOCTEpIraeThCsl MpH aBTEHTH(IKYBaHHI  3TiTHO
amroputmy  SHA-1 ta  cymimeHHi  cepBiciB

nporokoiy IPSec (AH+ESP).

5. BACHOBKU

Y poboTi MpoBEAEHO IOCIiKEHHS 0a30BUX
CTPYKTYp OHNEpauiifHMX TPHCTPOIB  Iporecopa
IPSec, mo  go3Bodmao0 MOOYyAyBaTH aHATITHYHI
BUPA3H, SIKi OMUCYIOTh 4ac 0OpoOKH Mefia MakeTiB
3alIe)KHO Bif] TMapaMmeTpiB CTPYKTYPH OIepaliiHoro
npucTporo. Ha ocHOBI moOymOBaHWX aHATITHIYHUX

BUpPa3iB  3alpOIOHOBAHO MaTeMaTHYHY MOJEIb
omepariiiiHoro  mpuctporo  mporecopa  IPSec,
mapamMeTpaMu  sIKOi €  cmoci®d  amapaTHOTO
BiJOOpake€HHSI ~ TOTOKOBMX  rpagiB  0a30BUX

KpUnTorpadiqyHuX ajJropuTMiB, BXiTHUMH 3MIHHUMH
€ auropuTMH OOpOOKHM JaHWX, TEXHOJOTIuHI
XapaKTEPUCTHKN KOMITOHEHTHOTO 0a3uCy peaisartii,
nepenik ceppiciB IPSec. 3 Meror 3MeHIICHHS
3aTPUMKH Ta JOKITepa 1[I0 BUHHUKAIOTh MPH
TEeHEePYBaHHI MeJlia TIaKeTy PO3pOOJICHO TpOorpaMHe
3a0e3MMeyYeHHsT Ui ONTUMi3alii  XapaKTepUCTHK
CTPYKTYp ONEpamiiHOro MPUCTPOI0 Tpolecopa
IPSec, mo gasmo 3MOTy  OTpPHMATH  Psf
ONTUMI30BaHUX CTPYKTYp IHOTO OMEpaIiifHOro
NPUCTPOIO IJIsl Pi3HUX CepBiciB 0OPOOKHM JaHUX 3a
pi3HUX TEXHOJOTTUHUX XapaKTepUCTUK
KOMITOHEHTHOTO  0asucy. AHajmi3  pe3ysbTaTiB
IO3BOJIMB BCTAHOBHMTH, IO B OILNBIIOCTI BHIIAIKIB,
HallMeHIIMI  9ac  OOpoOKM  Mefdia  TakeTiB
OCSATAEThCA TIPU  iTepalliiHii Ta iTepamiitHo-
KOHBEEPHIN peaiizaiii onepamiiHoro MpPUCTPOIO
IPSec.
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poui ompumas Haykoeul
cmyniHb kKaHOudama MexHIYHUX
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cmapwum guknadadem KagheOpu KOMM'HOMepPHUX
Hayk TepHoninscbKoi  akademii  HapodHO20
eocrnolapcmea. Buknadae Kypcu: mosu
rpozpamyeaHHsi,  OCHO8U  asmomMamu308aH0o20
rnpoekmysaHHs 3acobige 0b4uco8anibHOI MeXxHIKU.
Obrnacmi Haykosux iHmMepecig: 8uUCOKOWBUOJKICHa
Kpunmoepaaisi, memodornozis PO3pObKU
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2001 poky npauroe iHXeHepom 8

crieuyjanizogaHit nabopamopii
rpoepamMmHo20 3abesnedyeHHs!
Kagedpu KOMMIOMepHUX Hayk.
Obrnacmi  Haykoeux  iHmMepecig:  npouecopu
npomokony IPSec, kpunmoepadpis, anapamHa

pearnizauis KpunmozpagidHuUX anzopummis.
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Abstract: In the paper the operating device of IPSec protocol optimized for treatment media of packages is
investigated. Analytical expressions which describe time of media packages processing depending on the parameters of
operating device structure are offered, the mathematical model of operating device of IPSec processor is developed. On
the basis of mathematical model, with the purpose of reduction of delay and jitter, which rise up during the generation
of media package, software is developed for optimization of structures descriptions of processor IPSec operating
device. The row of the optimized structures of operating device is got for different services of given IPSec treatment at
different technological descriptions of component base. The analysis of results allowed to set that in most cases, the
least time of treatment media of packages is observed at iterative and iterative-conveyer realization of IPSec operating

device.

Keywords: IPSec-protocol, H.235, MD5 algorithm, media packet, optimization, SHA-1, DES

1 INTRODUCTION

Security of information is one of important tasks
in communications networks. Development of
global computer networks and their gradual
convergence enables to the territorial remote users to
co-operate between itself in the real time, using any
communication means. Most programs of [P-
telephony, multimedia conferences, web-
conferences and others use protocol H.323. Protocol
H.323 determines the set of recommendations
accepted by the International telecommunication
union (ITU) and sets the requirements to the
multimedia communication systems that do not
guarantee quality of service [1, 2]. Development of
multimedia programs that use H.323 must be
conducted with consideration of possible threats,
determination critically of important resources of
network and analysis of risks in relation to the loss
of information. For security of multimedia packages,
that are generated and transmission with H.323,
protocol H.235 is used [3]. However, protocol H.235
has the some imperfection. Current system
shortcomings of security for transmission media
packages from mobile terminals [4]. There are no
mechanisms of secure transmission of packages with
protocols H.26X and T.12X [5]. Therefore, for
security media packages, suggested to use protocol
IPSec [6]. IPSec used on transport level OSI and
allows remove some imperfection H.235. The use of
the security virtual circuits created by IPSec, allows
privileged processing media packages in terminal-

receiver. Additionally, protocol IPSec is more
flexible in administration.

Protocol IPSec [6] is used for providing of
integrity, authentication and confidentiality of data
that transmission by insecurity computer networks.
Primary advantage IPSec there is possibility of
coding and/or authentication all information which
transmission by internet protocol. However, low
productivity of programmable processors, the
resources of which are used for realization of IPSec
diminishes productivity of multimedia program.
Adding additional fields by this protocol to the
resulting media package considerably multiplies the
size of package. Therefore the task of creation of the
specialized processors IPSec of optimized for
processing media packages is actual.

The conducted analysis of protocol IPSec showed
that basic component, which most influences in a
time of processing media package and his size is
operating device of the specialized processor IPSec,
which will realize cryptographic algorithms [7].
Basic principle of construction this operating device
is vehicle reflection structure of executable
algorithm to tracts of data processing operating
devices [12]. The structures of operating devices for
implementation algorithms of symmetric block
encryption are research in [8], and structures of hash
in [9].

Therefore in this work the structures of complex
operating devices [PSec of optimized according to
time of processing media packages of a different
size are explored.
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Media packages are entrance data of operating
device, therefore depending on the method of data
(receive/ transmit /combination) of protocol IPSec
(AH/ ESP/AH+ESP) and mode of data
communication on an output we will get the
protected media packages of a different size. Time
delay of output packages will be determined by
output descriptions of operating device.

In work the conducted analysis of operating
devices IPSec during transmit/receive by different
protocols in the transport mode with the use of IPv4,
that allowed to build analytical expressions, which
describe time of processing media packages
depending on the parameters of structure operating
device. For the transport mode AH, the given AH
take place directly after original to the IP header.
Autentification is subject all package after the
exception of the variable fields in a header IPv4,
which set to zero for the calculation of value
HMAC. The transport mode AH allows identifying
given P, and also separating parts to the IP header.
The transport mode of transmission of given ESP
provides encrypting of data. Thus a header ESP
takes place immediately in front of header transport
level, and trailer (contains the fields of filler, lengths
of filler and following to the header) takes place
after a package IP. All package of transport level
together with trailer are encrypting.

On the basis of the built analytical expressions
the mathematical model of operating device of
processor IPSec, the parameters of which the
method of vehicle reflection of flow-graph of base
cryptographic algorithms. Reduction of delay and
jitter that arise up during the generation media
package software is developed for optimization of
descriptions structures of operating device processor
IPSec. The analysis of results allowed that with the
increase the size of package, the value of time of his
processing grows linear.
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