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Pedepar: B cmamve npedcmasnena cpagnumenbHas Xapakxmepucmura cO8PeMeHHbIX MeXHOI02U aymenmupurayuy
HA OCHOBE CMAPM-Kapm, OMMeyeHbl HeOOCMAMKU KANCOOU U3 pACCMAMPUBAEMBIX MEXHOL02UL U NPEONOANCEHA CXeMa
OUHAMUYECKOU aymeHMUpUKayuu, n036010UAsl YCMpaHums OCHOGHbLE BblsGNeHHbIe HedocmamKu. Takoice
npusooumcs obocHosanue yeiecoodpasnocmu npumenenus NFC-mexnonozuu 013 nocmpoenust cucmem
aymenmuurayuy, 00ecnevusarouux MaKkCUMAIbHyI0 3auumy noab3068ameis Om 310YRompeoieHull co CopoHbl

066‘]1)/9!6‘”66110“4620 nepcoHana cucmemal.

KawueBble cinoBa: unpopmayuonnas bezonachocms, kpunmozpagus, aymenmugurayus, cmapm-kapma, Near Field

Communication (NFC).

1. BBEIAEHUE

B  coBpeMeHHBIX  YCIOBHUSX  WHTCHCHBHOM
aBTOMAaTH3allMl W WH(pOpPMATH3alluN  Pa3THIHBIX

chep JeATeNbHOCTH OOINECTBa, HEOOXOAMMBIM
yCIOBUEM MOCTPOCHUS KHU3HECTTOCOOHBIX
(hMHAHCOBO-3KOHOMUYIECKUX nH(pOPMAITHOHHBIX

CHUCTEM ABJISACTCA NMPUMCHCHUC aJICKBATHBIX CPCIACTB

nH(pOpMaIMOHHOM  Oe3omacHocTH. OpHMUM U3
OCHOBHBIX  TpeOOBaHHMH,  TPEABABIAEMBIX K
(hMHAHCOBBIM HH()OPMAITOHHBIM crcTeMaM

sBIsieTcss  o0eclieueHHe KOHTPOJIS —LEIOCTHOCTH
nH(popMarum, oOpabaTeiBaeMoOil B CHCTEME, Ha BCEX
sranax e jku3HeHHoro Iukiaa. Mudopmarmonnas
CHCTeMa MOXET paccMaTpHBaThcs Kak Oe3omacHas,
€CITM MCTIOJb3yeMbIe B HEW CpeACTBa M TEXHOJOTHU
3amUTHl MHGOPMAIMK TIO3BOJIAIOT MPEAOTBPATHTH

6o 0OHApYKUTH MOTIBITKI
HecaHkimonupoBanHoro  gocryma (HCJ) co
CTOpPOHBI 1106020 MOTEHIUAIIBHOTO
3JI0yMBILIUICHHHKA.

Ha cerognsAmHuii 1eHb, BO BCEM MUPE LIMPOKOE
pacmpocTpaHeHue MOJTY YN TEXHOJIOTUU

AOCHTUOUKANIAA W ayTCHTU(PHUKAIUH CYObEKTOB
IaTEXHBIX (MHQOPMAIIMOHHBIX) CUCTEM Ha OCHOBE

IJIACTUKOBBIX KapT, OJJHaKo, MHOI'HM¢C nus3
HCMOJIB3YEMbIX  CCTOOHA TEXHOJIOTHH YK€ HC
OTBCYAKOT COBPEMCHHBIM Tpe6OBaHI/IHM

6e3onacHoctH. Ilpu 3TOM mocienHee yTBEpKICHHE
CTpaBeIUIMBO JaKe NPUMEHHUTENBHO K Haubojee
MIPOTPECCUBHBIM cmapm-mextonocusim [1].

Ilenbto [aHHOW JIEKUMU SIBISETCA KpPaTKUH
aHaJ M3 HEJOCTAaTKOB (YSA3BUMOCTEH) MPUMEHSIEMbIX
CEeTOHS TEXHOJIOTUI uAeHTH(GUKAUH u
ayTeHTU(UKAINK Ha 0a3ze cMapT-KapT, olpeeiieHne
BO3MOXHBIX Yrpo3 U MpelJIOKEHHE MO0 HuX
NEepeKpbITHIO. B nanpHeiimeM M3JI0)KEHUH MBI
COCPEIOTOYMM Halle BHUMAHME HA IUIATEXHBIX
KapTOYHBIX CHCTEMaX, Kak Hanboee
npuBJieKaTenbHoM o0bekTe |T-MomeHHnYecTBa,
OJHAKO BCE HI)KE CKa3aHHOE CIPABEAJIMBO IIO
OTHOILIEHUIO K JIOOBIM cepaM MPUMEHEHHUSI CUCTEM
uAeHTH(PUKAIUKN U ayTeHTH(QUKaK Ha 6a3e cMapT-
KapTt [2,3]. Bomnpocst obecrnieueHus
KOH(QUICHIMAIPHOCTH JIaHHBIX XPaHALIMXCS Ha
KapTax MmoJIpoOHO paccMaTpuBaTh He OyJeM, T.K. 3Ta
3ajgaya uMeer BTOPOCTEIICHHOE (mocne
ayTCHTH(UKAIIAN) 3HAYCHUE U MOXET OBITh peIIeHa
JOCTaTOYHO TPHUBHAIBHO.

2. [OBA TUMNA TPAH3AKLUNA

B nHacrosiee Bpemsi, B IaTéxHbIe CUCTEMBI Ha
0a3e TUIACTUKOBBIX KapT MOTYT MOJJICPKHBAThH J1Ba
OCHOBHBIX THITAa TPaH3aKIuii: on—line u off-line.

Cucremsl, OpPHEHTUPOBAaHHBIE Ha MOJICPKKY
TOJILKO on—line TpaH3aKIUH MPEANONIararoT HaTnInue
MOCTOSIHHOTO KaHala CBA3M MEXIY (HUHAHCOBBIM
TEPMHUHAJIOM U CEepBEpOM OaHKa-dMUTEHTa. B 3TOM
clly4ae MpoleAypa aBTOPU3ALMHU BHIMOJIHICTCS Ha
cepBepe OaHKa M paspelicHHe Ha 3aBepIICHUC
TpaH3aKIUK BBIAAETCS cepBepoM Oanka. Takoe
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pelieHue SBIIAETCS Hanbojee O0e30MacHBIM, OHAKO
MPEIBbABISICT KECTKUE TpeOOBaHMSI K Ka4yeCTBY W
HaAEKHOCTH HCIIONB3YeMBIX KaHaluoB cBsizu. C
IpYyroil CTOpPOHBI, B TaKWX CHCTEMaxX MOXET
HCIIOJIH30BATHCS JIOCTaTOYHO poCcTOe
TEPMHUHAIBHOE 000PYI0BaHNE M KapThI C MAaTHUTHON
MIOJIOCOM.

CucreMbl, IpeayCcMaTPUBAIOLIUE TOAICPKKY off—
line  TpaH3akuuiéi, He  TpeOYIOT  HaIHYHUC
MOCTOSTHHOTO KaHaja CBSI3U MEXIy (HHAHCOBBIM
TEPMUHAJIOM M CepBepaMu OaHKa-3MHUTEHTa. B 3TOM
clyyae mOpoIeAypa aBTOPU3ALMUU BBINOJIHACTCA
HEMOCPEICTBEHHO Ha TepMHUHale. Takoe pelieHne
[MOTEHIIMAIBGHO  SIBIIIETCSI MEHee Oe30IacHbBIM,
omHaKo 0oJiee MPEANOYTUTEIHHO C TOYKU 3PCHHUS
OMEPATHBHOCTH OOCTYXUBaHHS IOJIb30BaTeed |
COKpAaIIeHNsT HaKIJIAJHBIX PAcXO/I0B Ha BBHITOJIHEHUE
OTJICNIbHOM TpaH3akuuu. [losToMy mouepxka off—
line TpaH3aKIUl SIBJIIETCS HEOOXOIUMBIM YCIOBUEM
IIOCTPOCHUSI COBPEMEHHOW CHCTEMBI AJIEKTPOHHBIX
maTexxei. OMHAKO IS peain3aiiiyl TaKOH CHCTEMBI
HEOOXOJMMO TPUMEHEHUE CMapT-KapT u Oosee
CJIO)KHOTO TEPMHHAIHLHOTO 000pyI0BaHMUSL.

3. YCJNIOBHbIE OBO3HAYEHUA

PaccmoTpum TEXHOJIOTHU o0ecrieueHus
KOHTPOJISI LIEJIOCTHOCTH, IIPUMEHSEMbIE B 00OUX
THUIIaX CUCTEM.

Hdns  ynpomieHus:  AajbHEHINET0  M3JIO0XKEHHS
BOCTIOJIB3YEMCS CIIELYFOIMMU 0003HAYEHUSMU:

X — ofmaHHBIe XpaHsAmmecs Ha Kapre (M
MoJIeXKaIINe ay TCHTU(HUKALINN);

P — mepcoHanbHBINA HISHTHPUKAIIMOHHBIA HOMEP
(ITMH) xapTsr;

l; — yHUKanbHBIH WACHTHQHUKATOP CyObEeKTa
CHCTEMBI;

E; — cexpeTHbIH KiIt0o4 GOpMUPOBAHKS ITH(HPOBOMA
noxnucu (LIIT);

D; — OTKpBITBIA KIIOY TIPOBEPKH IUPPOBOI
MOATNCH;

C; — ceprudukar OTKpHITOTO Kiafoda D
(OTKpBITBIA ~ KIIOY  MOMANUCAHHBIA  JTOBEpEeHHOU
CTOPOHOW);

S; — mudpoBas moaAmHCh, chopMHUpPOBaHHAS Ha
Kiaoue Ej;

OcHoBHBIC TIpeoOpa3zoBaHus OymeM 0003HAYATh
CIIeIyIonuM 00pa3oMm:

H() - OJHOHANpaBJIEHHAs
XELINPOBaHUS;

Fy() — cummerpuynoe mudposanue Ha kitoue k;

Si() — ¢dopmupoBaHHe HUPPOBOH MOANUCH Ha
CEKPETHOM Kiltoue £;;

Ei() — dopmupoBanme nudpoBoit mommucu S;
(m6o ceprudukara C; OTKpeITOro Kimwoda D;) Ha
CEKPETHOM Kiltoue £;;

(byHKIUSA

Diy() — mnpoBepka uudpoBoi moamucu S; Ha
OTKpBITOM Kitoue D; (mubo mpoBepka IeTOCTHOCTH
ceprudukara C; 1 U3BIEUCHUE U3 HETo Kirova D));

(P)RNG — matumk (TIceBI0-) CITyJaitHBIX YHCET.

Oo6mas cTpykTypa ceprudukara:

G=E(X) G={RX)IIS} S=SX)

rae ko4 k cummerpuuHoro mmwudpoBaHus Fy
sBIsieTcsl  (PUKCHPOBAaHHBIM (TIPH  CTaTUYECKOM
ayTeHTU(UKAIMK) JIMO0 (QOPMHUPYETCS IO CXeMe
kiacca Judodu-Xennmmana (npu JUHAMHYECKON
ayTEeHTU(HUKALINN).

CyOBeKTOB cHCTEMBI OymeM o0003Ha4YaTh C
TIOMOIIBIO CIETYIONINX HHICKCOB!

P — IIPOIIECCUHTOBBIH LICHTD;

e — 0AaHK-OMHUTEHT KapT;

¢ — TOJTh30BaTENh (KapTa).

4. TUNbI NPOTOKOJIOB
AYTEHTUOUKALIUN OAHHbIX HA
KAPTE

Paznuuator  nBa  Tuma
CTaTUYECKYIO U TUHAMUYECKYIO.
Cmamuueckas aymenmugurayus Tpeanoiaraet
OJTHOCTOPOHHHUI KOHTPOJIb IEIOCTHOCTH — TOJIBKO
TEPMUHAIBHOE o0opytoBaHMe MpoBEpSET
LIETIOCTHOCTh KapTOouku. B 3TOoM cioydae MoryT
HCTIONb30BaThCS KapThl C MArHUTHOM MOJIOCOH.
Junamuuecxas aymenmughuxayus npennonaraet
JBYCTOPOHHUM KOHTPOJIb LEIOCTHOCTH — HE TOJIBKO
TEPMUHAIBHOE o0opynoBaHme IpOBEPSET
LIETTIOCTHOCTh KapTOUYKH, HO M KapTOUKa MPOBEPSET
NOAJIMHHOCTH TepMUHaNa. B 3ToM ciydae KapTOuKu
JOJKHBI CTPOUTHCS HAa OCHOBE MHKpOIIpoleccopa
OCHAIEHHOTO BHYTPEHHEH MaMsIThIO U CIIOCOOHOTO
BBITIOJHSTh KpunTorpaguyeckue mnpeoOpa3oBaHusl.
Takue KapThl MOTYYUIH Ha3BaHUE CMapT-KapT.
PaccmoTpum 06a cioco6a ayTeHTH(DHUKAITAH.

ayTeHTU(HUKAIIN:

5. CTATUYECKAA AYTEHTUDPUKALIUA

Cratnueckas  ayTeHTuuKauuss B  on-line
cucteMax (a TaKke BHYTPHUOAHKOBCKUX (OAHO-
SMUTEHTHIX) off-line cucTeMax) MOXKET CTPOUTHCS Ha
OCHOBE CHMMETPUYHBIX KPHUITOAITOPUTMOB.
Onnaxo, TUTSL MOCTPOCHUS rIo0aNbHON
(MHOTO3MUTEHTHO¥ ) CHCTEMBI ANEKTPOHHBIX
IaTeke ¢ TOMACPKKOH off-line TpaH3aKITHH,
TpedyeTcs NMpUMEHEHHUE ACHMMETPHYHBIX
KpUNTOANTOPUTMOB 1M(poBoii moxmucu. B cumy
YHUBEPCAITBHOCTH BTOPOTO BapHaHTa CTATUYECKON
ayTCHTH(PHUKAIINA PAacCMOTPHM IOAPOOHEE MMEHHO
ero.
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Acummempuunas cmamuyecKkast
aymenmuguxayus

OMuTeHT QopmupyeT mapy Kirodeld IuppoBoit
MIOANHCH: CeKpeTHBIH (E,) W OTKpHITBEIH (D,).
CekpeTHBIH KII0Y XpPaHUTCS B CEKpeTe, a OTKPBITHIH
KJII0Y IOMEIAETCS B IJIATEXKHbBIE TEPMHUHAIBI.

B mpomecce mnepcoHanmuzanMu KapT Ha HUX
3aMyCHIBAIOTCS MTOCTOSTHHBIE TaHHBIE: HOMEP KapThl,
Cpok e neifcTBusi, MHPOpPMALUs O BIalIeNble U
BO3MOXHO Jpyras cioyxeOHas wuHpopmauusi. B
JBOMYHOM BHJE, KOHKaTeHalusd OTHUX JaHHBIX
MpeACTaBIAeT CO00 HEKOTOPHI ABOMYHBINA BEKTOD
X

Hns 3amannoro Bektopa X u IIMH-koma P
BJajenblla  KapThl, OSMHUTEHT, C  [OMOIIbIO
COOCTBEHHOTO CEKpPETHOro Kiroua FE, BBIYHCISIET
nudporyto moamuchk kaptouku S. = E.( H(X || P)),
KOTOpass ®  SIBISACTCS  ayTeHTU(UKAIIMOHHBIM
3HAUCHHE JaHHOW KapThl. OTO 3HAUEHHE TaKkKe

[Ipu obcnykuBaHNM KapThl B TUIATEKHON TOYKE
TEPMHHAN, TOJYYUB C KapThl 3HaueHus X u S,
BBINOJTHSET IPOBEPKY LU(POBOM MOAUCH SMUTEHTA
D.(S., H(X || P)). Tompko eciu 1udpoBasi MOAKCH

BEpHa, KapTa  CUYMTaeTcs  AYTEHTUYHOU U
MIPUHUMAETCS K 00CITy)KUBaHUIO.
HocTonHcTBOM TaKoi ayTeHTH()UKAITAH

SIBJSIETCSI €€ MPOCTOTa, a HEAOCTATKOM CIIOKHOCTh
CO3JaHUsI MHOTO-dDMHUTEHTHBIX IUIATEKHBIX CHCTEM,
MIOCKOJIbKY OTKpPBITBIE KIOYHM BCEX HSMUTEHTOB
JMOJDKHBI "3HATh' Bee IUIATEXKHbIe TEPMHHAJBI.
Jaxxe ecmu 3TO MOXHO O0€CIeYHWTh, TO TIpU
MOSIBJICHUU HOBOTO SMUTEHTA BO3HUKAIOT
3HAUWUTEIbHBIE TPYOHOCTH B  PAacChUIKE  €rO
OTKPBITOTO KJIF0Ya BceM TepMmuHaiaMm. Kpome sToro
KIIFOY IMHUTCHTa B 3TOW CXEeMe He cepTU(UIUPOBaH
1 3TO HECKOJIBKO €€ ocIalIser.

Jlpyras cxema CTaTU4eCKOH ayTeHTHU(HUKAIUH
(Puc. 1) yctpaHser mnocieqHui HENOCTAaTOK, HO

HECKOJIBKO YCIIOKHSAET MIPOTOKOJI.
IOMEIIAETCs Ha KapTy.
IOMUTEHT IIpoueccUHIOBbIH HEHTP
I, | 1,
E, s D,
Ee — P> De \
™ v v r
Co C.= Ey(Le|| D)
y X
D TepmuHaJ
P = C.=E(X|| P) P
: o
\ 4
C {[eHDe} A Dp(ce)
MapT-KapTa
pr-xap X« D(C.)
CC: Ce
Puc.1. Cratndeckasi ayreHTH(UKANNA ¢ cepTHGHKANUEH OTKPBITOT0 KIH0Ya IMHTEHTA
JlanHas cxemMa ayTeHTU(UKAIMK TMO3BOJAET  Kio4a D, moMelaeT Ha KapTy.
C03/1aBaTh MHOTO-3MUTEHTHBIE IJIaTEKHbIE [IpoueccunroBbiii  1EeHTp  cHaOXaeT  Bce
cucteMbl. KaxIplii 3MHUTEHT CO3[a€T CBOIO Mapy TEPMHUHAJIbI CBOMM OTKPBITHIM KIFOUOM.
ximoueit (E,, D,). OTKpBITBIE KITFoun D, TIepenaroTcst Ilpu oOcmyXWBaHWHM KapThl TEPMHUHAI C

B MPOIECCHHTOBBIA TIGHTp ISl CepTH(UKAIMH.
[IportecCHHTOBBIE ~ TEHTP  BBACTSAET  KaXKIOMY
SMUTEHTY UICHTU(DUKATOP L, KOTOPBIN
KOHKaTEHUPYETCS c OTKPBITHIM KITFOUOM
COOTBETCTBYIOILIETO SMHUTEHTa, a 3aTeéM KIY U
UICHTU(OUKATOP  TOAIHCHIBAIOTCS  CEKPETHBIM
K104oM npoueccunrosoro nenrpa C, = E, (L || D).

[NonyyeHnnsiit ceptudukat nepeaaeTcs
smuTeHty. [lpm mnepcoHanmzanmumu KapT SMHUTEHT
MTOAMMCHIBAET JaHHBIE KapThl X, OObeOWHEHHBIE C
IIMH-konoM P, CBOMM CEKpPETHBIM KIHOYOM E, U
MONTyYeHHY0 U(POBYIO MOAMHCh KapThl S, = E.(X)
BMecTe C cepTudukaroMm C, CBOETO OTKPHITOTO

IMOMOIIBIO OTKPBITOr'O0 KIO4Ya IMPOUHCCCHUHTOBOIO
LOCHTpa MOJy4acT I/I,Z[CHTI/I(l)I/IKaTop OMHUTCHTA U €TI0

OTKpBITEI  Kmod  {/, || D.} < Dy(C,). 3arem c¢
MIOMOIIBIO  OTKPBITOTO KJIIO4Ya OSMHUTeHTa D, OH
npoBepseT  OUPPOBYIO  IMOANHCh  SMHUTEHTA

D«(S.) =?=1. Ecau uudpoBas moanuce BepHa, TO
TEpMHUHAJ NPUHUMAET KapTy K O0OCIy)KHBaHHIO,
HMHa4ye OH €€ OTBEPraerT.

Jlocmouncmea

B nannoii cxeme kaxkgas U3 CTOPOH (IMHUTEHT,
TIPOIIECCUHTOBBIA IIEHTP, TEPMHHAJ) 3HACT TOJIBKO
OTKPBIThIE uyXue KiIoud. CeKpeTHbIe KITIOYH
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W3BECTHBI TOJIBKO HX BIIaAeIbllaM. DTO CBOMCTBO
OTpeJeNsieT MPEeUMYIIeCTBa JAHHOM CXEMBbl Haj
CUCTEMaMU C CHMMETPUYHOHN ayTeHTH()HUKAINEH:

1. BO3MOXHOCTh NMOCTPOCHHUSI MHOTO-3MHUTEHTHBIX
CHCTEM.

[Ipocrora moOaBneHHWST HOBBIX HSMHUTEHTOB U
BBOJIa HOBOTO TEPMHUHAIHLHOTO 000pYIOBaHHUS.

2.

Heoocmamxu

Bo3moxHOCTD co3maHus AyOnuKaTra KapTbl WU
HECaHKI[MOHUPOBAHHOW «ITOBTOPHOH Iepenavm»
(TTOBTOPHOM TpaH3aKINH).

OTcyTcTBHE  3alMTHI
3NM0ymnoTpedIeHnit  co
00CITy)KUBAOIIIETO
obopyaoBaHHE.
OTcyTcTBHE ~ 3allMTBl  TONB30BaTelsl  OT
3NMOYyMOTPeOJIeHN CO CTOPOHBI COTPYIHUKOB
OaHka.

MoJIb30BaTeNd  OT
CTOPOHBI TIEPCOHANA,
TEpPMHUHAIBHOE

HanéxHocTh pacCMOTPEHHOH CXEMBI MOXET
OBITb YBEJIMYEHA, €CJIM KOPPEKTHOE 3aBEpILICHHE
TPaH3aKIUM BKIIOYAET HAJIOXKEHHE LHU(POBOi
NOANHMCH  TEepMUHala Ha  MHQOpPMAIHMIO O
BBIMOJIHEHHOM TPaH3aKUUH (IIOJICKALIYIO OTIIPABKE
B OaHK-JKBaiiep).

AYTEHTU®UKALIUA

JunaMudeckas ayTeHTU(UKALUSA YBEIMYHUBAET
CTOMKOCTh TPOTOKOJOB OOMCHA ITAaHHBIMH MEXKIY

TEPMHUHAIOM 5 KapToil. Junamuyeckas
ayTeHTU(UKALKU MOXET CTPOUThCS Kak Ha 0Oaze
CUMMETPHYHBIX, Tak u ACUMMETPHYHBIX

kpunToanroputMoB. OHa mpearnosaraeT, 4Yro Kapra
HajIeJieHa JIOCTaTOYHO BBICOKUM «UHTEIICKTOM». B
YaCTHOCTH, KapTa JOJDKHA yMETh BBIMOJIHSITH
mudpoBaHre ¢ MOMOIIBID  CHMMETPUYHOTO
KPUIITOAITOPUTMA U/Wiu BBITIOJTHSATh
(dhopMHpOBaHKE U MPOBEPKY MUGPOBOM MOAMUCH.

CyTs TTHAMAYIECKOM ayTeHTH(DHUKAITIN
3aKJIIOYaeTCss B TOM, YTO HE TOJBKO TEPMHUHAI
MPOBEPSICT IEIOCTHOCTh IUIATEXHON KapThl, HO U
KapTa TOJb30BaTeNsl B COCTOSHHHM IPOBEPHUTH
MOJUTMHHOCTH TEPMHHAIA.

Cummempuunas ouHamuueckas

aymenmuuxayus

Ha Puc.2 um Puc. 3, u3o0pakeHBI CXeMBI Tak
Ha3bIBAEMBIX BHEIIIHEHN 51 BHYTpPEHHEU
ayTeHTHUKAIMK. B 3THX cXemMax B MPOTOKOJE
ayTeHTU(HUKAIINK YYacTBYIOT [IBE KapThl: KapTa
[OJIB30BATENsl M TaK Ha3blBaeMas MacTep-KapTa.
Macrep-kapTa MOCTOSHHO HaXOAWUTCS B TEPMHUHAIE
U MOXeT ObITh (PHU3MUYECKH HEIOCTyIHa W3BHE.

v

1\0

6. OUWHAMUYECKAA
Mactep kapra (TEPMHHAJI) i Kaprta nonb3oBarens
Macrep- CepuitHBINH HOMED i Cepuiinblii HOMEp
kmo4 (MK) kapte (SN) | kapThl (SN)
i Kirou
i ayTeHTH pruKauu
— Fuk i kaptsl (AK)
§ (P)RNG
Kirrou i ¢
ayTeHTH HUKAIUN :
kaptel (AK) SEED  €— SEED
> Fak | Fak
Ceprudukar i ==

Puc. 2. BHemnss ayTeHTI/l(l)I/IKaIII/Iﬂ. KapTqua MmOJb30BaTE/JIA MPOBEPHAECT NOAJIMHHOCTDL TEPMUHAJIA

B »T0i1 KapTe XpaHUTCST MacTep-KII04, KOTOPHIH
HEJOCTYIIEH M3 BHEIIHEro MUpa W TOMaJaeT Ha Hee
npu mnepcoHanuzauuu. OOBIYHO AN BHEIIHEH H
BHYTPEHHEH  ayTeHTH()UMKAMH  HCIOJB3YIOTCS

pa3ar4YHBIE MacTep-KIIOYH.

B npuBeneHHBIX MPOTOKOJIAX JAMHAMHYECKON
ayrentupukaunn (Puc.2 u Puc.3) B oOMmene
COOOIICHUSIMH MEXAy KapTOM MOJb30BaTensl u
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TePMHUHATIOM TpucyTcTByeT mapamerp SEED,
KOTOPBI TpeAcTaBisieT co0ol chyvaiiHoe (WMiH
[ICEBIOCTYYaiHOE) YHCIO HEOOXOOMMOM IJTUHBI.
OT0 mo3BOISIET cuenaTh HedhGHEKTHBHOW aTaky Ha
MPOTOKOJ, OCHOBAaHHYI0 Ha IPOCIYLIMBAHUU JIMHUU
C LIETbI0 MOBTOPHOW NEpefadyd OTBETHBIX IAKETOB,
IIOCKOJIBKY B K@)KIOM CEaHCe 3TO 3HaueHue Oyner

Macrep kapra (TEPMHUHAUI)

npyruMm. Takum 00pa3oM, OCHOBHBIM TpeOOBaHHEM
k mnapamerpy SEED  sgBusercs  oTcyTcTBHE
MOBTOPEHUH B 3aJaHHOM JAWamna3oHe OOpalleHui,
nostoMmy i (GOPMHUPOBAaHMSA TaKUX 3HAUYEHHUH
MOKET HcIoyb30BaThesl mpoctoit nmatumk [ICII,
MTOCTPOEHHBIN Ha Oaze «CUETUHKAR.

Kapra nosans3oBarenst

Macrep- Cepniinblii HOMEp | i CepuitHbiii HOMEp
ximoa (MK) kaptsl (SN) N : kapthl (SN)
| Koy
Fyk i ayTeHTH QHKaIUK
(P)RNG i kaptel (AK)
Kirou i
ayTeHTU DUKAUH SEED ; » SEED
kaptol (AK) i
A 4 i A
> Fak i Fak [
! Y
== i Cepruduxar

Puc. 3. Buytpennss ayrenTuduxkanus. TepMuHaa npoBepsieT MONIMHHOCTDh KAPThI MOJI30BaTesl.

ﬂaHHLIC MMPOTOKOJIbI MNPEAINOoJararoT, 4YToO KapTa

mop3oBatenss  "ymeer" TONBKO IMHGPOBATH B
COOTBETCTBHUU C HEKOTOPBIM CUMMCETPHUYIHBIM
AITOPUTMOM.

Jlocmouncmea.

1. HeBo3MOXHOCTH (BBICOKAas TEXHOJOTHUYECKAS
CJIO’KHOCTB) CO3JaHusl TyOIHuKaTa KapThl.

2. 3amuTta OT 37MOYNOTpPeOJIeHUH CO CTOPOHBI
IepcoHaNa, OOCIy)KUBAIOIIEr0 TEPMUHAIBHOE
00opyIoBaHHE.

3. IIpocToTa 1 HU3Kast CTOMMOCTH pean3aliy.

Heodocmamxu:
1. HeBo3MOXHOCTH MOCTPOEHUS MHOTO-
SMUTEHTHBIX CUCTEM.
2. OrcyTrcTBHE — 3alUTBl  TOJIB30BATEIsl  OT

3JI0YMOTPEOICHUIH CO CTOPOHBI COTPYAHUKOB
OaHka.

Acummempuunasn ounamuieckast
aymenmugpuxayus

Kaptel, pabortaromue Ha OCHOBE MPUBEICHHBIX

nporokosioB (Puc. 2, Puc.3) MOXHO OTHeCTH K
KapTam cpeaHed cioxkHocTth. KapTel Bbiciien
CIOXHOCTH "yMEIOT" BBINONHATH HE  TOJIBKO
CUMMeTpUYHOe MmHuppoBaHHE HO U (QOpPMUPOBAThH /
mpoBepsATh  OU(GPOBYID  TOoANHCh (a  Takke
BBITIOJIHATD ~ HAIlpaBIicHHOE ImHdpoBaHue JMOO
BbIpabOTKY OOILIEro cexpera), T.e. MOJACPKUBAIOT
ACHMMETPHYHYIO KPHUTITOTpadHIO.

Cpemn TOIOOHBIX CMapT-KapT OCOOBIA HHTEpEC
MIPEJICTABIAIOT KapThl, COJEpXallue amnmnapaTHbe
naTuuku cioydaiiHeix uncen (RNG), T.k. Ha ocHOBe
TaKAX KapT BO3MOXKHO TIOCTPOCHHE CHCTEM C
MUHUMAIbHBIM — «VPOBHEM — 008epusy  MEeXIy
cyObektamMu cucTeMbl. s 3TOro HeoO0X0IUMO
4TOOBl (POPMHPOBAHHE GCeX CEKPETHBIX KIOYel B
CHCTEMeE BBITIOIHSIIOCH 110 IPUHITUILY «KANHCObIU CAM
cebey, T.€. CEKPETHBIN KII0Y JI000# KapThl JOIHKCH
(opMupoBaThC BHYTPUM KapThl W HHUKOTJa HE
BBIXOAUTH 3a €€ npesenbl. Jid noaaepXku TaHHOU
(YyHKIIMOHANBHOCTH ~ KapTa  JOJDKHa  YMETb
dopmupoBaTh KimoueBylo mapy {E;, D;} (Ui cxem
Kyacca Dib-1"aMMans 3Ta 3a/1a4a UCIONB3YET TOT JKe
Mar. ammapar, 9To W TpoIeaypsl GopmMupoBaHus /
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MIPOBEPKHU IT, MO3TOMY He TpeOyeT
JOTIOJTHUTEIILHBIX anmapaTHbIX 3arpar).
PaccmoTpuM  Hamboniee TMEPCIEKTHBHYIO — CXEMY

MTOACUCTEMBI ayTeHTH(HUKAITMK Ha 0a3e cMapT-KapT
MIOCIIEAHETO THUIIA.

Pexomenoyemasn cxema TUHAMHYECKOH
ayTeHTU(HUKAIINA HAa OCHOBE CMapT-KapT BTOPOTO
TUMa npuBeaeHa Ha Puc. 4.

Ha  mnpuBeneHHOM — pHUCYHKE  IMpPOLEAYpPHI
1503050005002 cT:000505 3JIEMEHTOB CUCTEMBI u
ayTeHTU(UKAINN OTICIBHON TPaH3aKIHH OTIEICHBI
IIyHKTUPHOM JHMHMEH. PaccMOTpUM Kaxayr Hu3
MIpOILeAYP MOAPOOHO.

Ha JTane
MPOLECCUHTOBBIN

WHUIHATA3AIAN CHCTEMBI
LIEHTP, OTBEYAIOIIMI 3a
MOIICPKKY PpaboTOCIOCOOHOCTH CUCTEMBHI,
BBIMOJTHSIET HAYaITbHYIO MPOIIUBKY, KaK
MOJIB30BATCJILCKUX KapT, TaK W TEPMHUHAJIBHBIX
MacTtep-kapT, B XOJe KOTOpOH B KapTOUKH
3aIUCHIBAIOTCS YHUKATBHBIN UICHTHOUKATOP KapThI
(I, vmm I;) © OTKPBITHIA KITIOY TIPOBEPKH ITH(POBOMA

COOTBETCTBYIOIIUI CEKPETHBIN KJTI0Y E,
(hopMuUpyeTCsSl CAaMUM SMHUTEHTOM M HE TIOKHJIAET €ro
MPEACIIOB.

I[Ipu noGaBneHWHM HOBOTO TONB30BATENS B
CUCTEMY, 0aHK-IMHUETHT BEITIOJTHSICT
MEPCOHANM3ALNIO KAapThl IOJB30BATENs, B XOJE
KOTOpPOM: B  IaMATh  KapThl  3alHUCBIBACTCS
HeoOXoauMas HH(pOpPMALKMsS O IMOJb30BaTelie, Ha
MOBEPXHOCTh  IUIACTUKOBOM  KapThl  HAHOCHUTCS
nHpopMaUsd O BIaAeNblle W OaHKEe-YMHUTEHTE.
3areM Ha CHEIMAIBHOM CTEHJAE I10JIH30BATEINb
Beoautr cBou [IMH-xkom P ©W HUHULUUPYET
(hopMupoBaHUE KIOYEBON mapwel KapTel {E., D},
KoTopasi (OpPMHpPYeTCs C TOMOIIBI0 BCTPOSHHOTO
JaTauka cirydaHeix gucen RNG u coxpaHsercs B
3aUIEHHON naMaTu Kaptel BMecTe ¢ [IMH-xkogom
P. Tlocnme 3TOrO0  OTKPBITBIM  KIOY  KapThl
cepruduiupyercss (MOAMUCHIBAETCS) CEKPETHBIM
KIIF0OYOM OaHKa-3MUTEHTa E, U B BUje cepTrudukara
C., BMecTe ¢ CepTU(PUKATOM OTKPHITOrO KITFOYa
smuteHTa C, 3alUCHIBAETCS B DHEPTrOHE3aBHCUMYIO

MOJIMCH IIPOLIECCHHIOBOIO LEHTPa D). naMsTh KapThl. Ha 3TOM npoienypa
[Ipy mogkiIrOYeHWH K CHCTEMEe HOBOTO OaHKa-  TEepCOHATM3AIMH KapThl 3aBEPIIACTCS.
SMUTEHTa TPOLIECCUHTOBBIM IIEHTP MPUCBAUBAET AHaJOTMYHBIM obpazom BBITIOTHSIETCS
€My YHHUKaJIbHBIH uiaeHTU(UKATOp [, U BBIMONHSACT (OpMUpOBaHUE,  cepTHdHKanmMsg ©  3arpyska
ceprudukaiuio ero orkpeitoro kiaroua I[[IT D, ceprudukara IS TEPMUHATBHOU KapThl.
IMHTEHT IIpoueccUHroBbINA LEHTP
RNG I, = 1, r RNG
\
™ E, l»| D
Ee - De \\\ ;7 p
C. C.= Ep(Ie | D.) P
Y
P ||| C=E1Do | CBEND) N
I I A N NN C, TepMuHan
Cmapr-Kkapra C.C. N D, |« E, I;
)
D, [+ E, 1. Dp Dp RNG
B s e e SE TS E T R T c-l ———————————— -------- e -
> P || RNG ] seed, e hy = H(P | seed))
H St:Et(hl)
hy'=H(P| seed;) S,, C;, seed, r w=
{1,| Dy} < Dy(C)) ITI
' =2=Dy(S)) Y
* {[e HDe} <~ Dp(ce)
_ {c|[De} < De(Ce)
Y= Fk(X) Y. e |
™ 1, = H(X|| P || seeds) 25 Cep Co ,_X F" )
" 5 s’ = H(X'|| P seeds)
¢ el hy'=7=D(S.)

Puc. 4. Cxema tuHaMu4yecKoil ayTeHTU(GUKALUM HA OCHOBE CMapT-KapT, noagep:kuparommux 1T
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[Ipouenypa  ayreHTHUKammu  KapTel B
TepMUHANIE 0a3upyeTcsl Ha TPEXITAITHOM MPOTOKOJIE:
1. Kapra mnonb3oBatens (opMUpYeT CIydalHbIN

BEKTOD Seed| ¥ TIepeIaéT ero TepMHUHATY.

2. Tepmunan 3anpammuBaer [IMH-xonm Bmamenbiia
KapThl, OOBEAMHSAET €ro C IOJyYCHHBIM
BEKTOPOM Seed; ¥ BBIUUCIACT [HU(POBYIO
OANHCH S; OT Xem-PyHKIMH 00BeAMHEHHOTO
3Ha4YCHUA /1| Ha COOCTBEHHOM CEKPETHOM KITFOUE
E,.

3. Tepmunan GopMUPYET CITyIalHBIN BEKTOp seed,
U BMECTE C pacCUMTAHHOU MU(POBOH MOMUCHIO
S; U cepTUPUKATOM COOCTBEHHOTO OTKPHITOTO
kimoya C;, OTTIpaBIIsIeT KapTe MOJb30BaTEs.

4. Kapta moip30oBaTens U3BIEKaeT U3 cepTudukara
C, OTKPBITBI KJIFOY TepMHUHANA D, U, B ciayyac
€ro IIeIOCTHOCTH, NPOBEpSET MOIIMUCH S,
chopmupoBaHHy0 TepMuHaIoM. Ecim moammck
BEPHa, TO KapTa «CYUTACT» TEPMHHAI
MTOJITMHHBIM ¥ TICPEXOJNT K CICAYIONIEMY dTaIry
ayTeHTU(HUKAIMK, B TNPOTHBHOM  CITydae
poIeIypa ay TeHTU(QUKAIIMH TPEPHIBACTCS.

5. Kaprta nmonb3oBatens oO0bEAMHSET MOTYyYSHHBIN
OT TepMHUHANIa BEKTOp Seed, C XPaHSAMIUMUCS B
Hel AaHHBIMH mosib3oBarenss X u ero IIMH-
KOZOM P ¥ BBIUKCISICT UGPOBYIO HOINKUCH S,
OT Xem-(QYHKIUN OOBbETUHEHHOTO 3HAYEHUS /i,
Ha COOCTBEHHOM CEKPETHOM KJfoue ..

6. Paccunrannas nugpoBas moanuck S. BMECTE ¢
cepTuduKaTaMu OTKPBITHIX Kitoueit kapTel C,. U
smuteHta C,, a TaKKe JaHHBIMH TMOJB30BATEIs
X mepenmaércsi  TepMuHaNy  (maHHBle X
nepefaroTcs B MHU(PPOBAaHHOM BHAe Y, A
mUQPpPOBaHUsI MOXET HCIIONB30BaThCA  JIMOO
CUMMETpHYHBI amroputm F w  wmou k
BbIpaboTaHHBII TO cxeme Kkiacca Juddu-
XenmMaHa MO0  MOMET — HMCIIOJNB30BATHCS
HaIpaBJeHHOE MMUGPOBAHUE).

7. TepmuHan  u3BIEKAeT M3  IOJYYCHHBIX
cepTu(UKATOB  BHAYale OTKPBITHIA  KIIIOY
OMUTEHTa, a 3aTeM OTKPBITHI KIOY KapThl.
Ecnm 06a ceprudukara 1eI0CTHBI, TO TEPMUHAT
paciiM(poBBIBAaCT IOJYYCHHBIC JaHHbIE X W
poBepsieT NU(GPOBYIO OANNCH KapThl S.. Eciu
MTOAIUCH BEpHA, TO TEPMUHAN «CUUTAET», KapTy
NOJUTMHHOM ¥ TEPEXOAUT K  BBITOJHCHHUIO
TpaH3aKIMK, B MPOTUBHOM ClIy4ae MpoIeaypa
ayTeHTU(HUKAINH ITPEPHIBACTCS.

Jlocmouncmea:

1. HeB03MOXHOCTb (BBICOKasi TEXHOJOTMYECKas
CIIO’KHOCTb) CO3JIaHUs TyOJIHKaTa KapThl.

2. 3ammuTa MOJNB30BaTENS OT 3JIOYMOTPEOIeHUI co
CTOPOHBI nepcoHana, 00CITy>KUBAFOIIETO
TEpMHUHATIBHOE 000PYI0BaHHE.

3. 3ammra TOJB30BaTEN OT 3J0YMOTPEONICHHHA CO
CTOPOHBI COTPYJHUKOB OaHKa.

4. BO03MOXXHOCTh apouTtpaxa B
KOH(IMKTHBIX CHTYAaIUH.

cirydae

Heoocmamku.

1. HeobxomuMocTh NpUMEHEHHUs] B CMapT-KapTax
CHEIMATTU3UPOBAHHBIX (CPAaBHUTENBHO JOPOTHUX)
YHIIOB.

2. TIMH-xon momajgaeT B KapTy 4Yepe3 TepMUHAJ,
KOTOPBIE MOXET OBITh «MOTUGUIIIPOBAHY
3MoyMbIIUIEHHUKOM.  Kpome — Toro,  BeA
yhpasisifolias HHpopManuss HeoOXoaumas Uis
BBIIOJIHEHUSI ~ TPaH3aKUUM  BBOJAUTBCS U
oTOOpakaeTcsi IOCPEACTBOM TEPMHUHAIOM, a
3HAYUT MOXKET OBITh (anbcuUIpOBaHa mepes
nepenayell Ha KapTouky. JlaHHBIM HemocTaTok
XapaKTepeH U1 BCEX CXeM ayTeHTU(HUKAIHUU Ha
cMapT-KapTax.

Bce paccMoTpeHHBIE KapTOYHBIE TEXHOJOTHH
ayTeHTHU(HUKAIIMH MOTYT OBITh peann30BaHBl KaK Ha
OCHOBE KOHTAKTHBIX CMapT-KapT, TaK U Ha OCHOBE
Oc3koHTaKkTHBIX. [Ipu 3TOM mOCHEeMHUIT BapuaHT

Oomee TpeNNOYTHUTENEH, T.K. CHIDKAeT H3HOC
KapTOUKd — T.€. CIOCOOCTBYET YBEIHUCHMIO
cpeanero cpoka e€ cmyxOel. Kpome Toro,
UCIIOJIb30BaHHE TEXHOJIOTHH 0OE3KOHTAKTHBIX
KOMMYHHMKALlUil ~ OTKPBIBACT  JIONOJIHUTEJIbHBIC
TMEPCIICKTUBLI ITOBBIIIICHHU A 0€30IaCHOCTH.

Paccmotpum ux noapoOHee.

7. MNCNOJIb3OBAHUE NFC-
MOBWUJIbHbBIX TEPMUHAIIOB

ITocnennuii M3 pPacCMOTPEHHBIX HEIOCTATKOB
SIBIIICTCS «HEU3JICYUMBIM TIOPOKOM» KapTOYHBIX
TUTaTEXHBIX CHCTEM, T.K. B KOHEYHOM CHUéTe
MOJIb30BaTeNb (Biajeien] KapTO4kKH) BCE pPaBHO
JIOJDKCH «JIOBEPATHY» TEPMUHATY. DTOT HEJOCTOTOK
MOXET OBITh yCTpaHEH TONBKO B  Ciy4ae
BO3MOXXHOCTH  YTPaBJICHUS  CMapT-KapTod ¢
«IEPCOHAIBHOTO (JtmyHOTO) TEPMUHAIIA»
MOJIL30BATENSA, T.€. TAaKOH TepMHUHAIl JOJDKEH OBITh
OCHamIéH  yCTPOWCTBOM  BBOAa  (KeIaTernbHO
KIIABHATYypOH) ©  YCTPOMCTBOM  OTOOpa)KCHUSI.
EctectBenHO, 4TO Takoe TpeOOBaHHME MPAKTHUECKU
He peamm3yeMo [uis cMapt-kapT. OmHaKo 3TO
TpeOOBaHME aBTOMATHYECKH YIIOBJIETBOPETCS TIpHU
UCTIOJB30BAaHMM B  Ka4eCTBE  «CMapT-KapThD»
(cpenctBa wWIEHTHU(QHUKAIMK W ayTeHTU(UKAIINN)
MOOWIEHOTO TeledoHa, cmapr-hoHa wim PDA,
OCHAIIICHHOTO cpencTBaMu Near Field
Communication (NFC). B stom cnyuae [IMH-kxox a
Takke BCA HWHGOpManusa, HeoOXomuMmas s
WHUIMATTU3AIUT TpaH3aKLUH, nomnajaaeT
HETIOCPEIICTBEHHO B HNEPCOHANbHLIL MOOWIBHBIN
TEPMHHAI M HE MOXET OBITh CKOMIIPOMETHPOBaHA
wm MoanpunupoBaHa. bomee TOTrO, OTCyTCTBHE
ANIEKTPUYECKOTO KOHTAaKTa MEXKAY TEPMUHAIOM W
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YCTPOMCTBOM ayTeHTU(UKAIIH TTOBBITIIAET
3aIUIEHHOCTD TOCIEIHEr0, T.K. KapTa HE MOXET
OBITh TIOBpPEXKJICHA BO3ACHCTBUSMHU HE IITATHBIX

HATMpSOKCHUH WM JIPYTMMH  HapyIICHUSIMH B
uHTEepdelice TOUKU T0CTya.

Jlis  mocTpoeHMsT  HAAEKHOTO  MPOTOKOJIA
(B3amMHOM) IUHAMHYECKON ayTeHTU(PUKAIIH

MOYKET HCIOJB30BaThCA MOCIEIHSAS PacCMOTPEHHAs
cxema (puc.4). EQUHCTBEHHBIM OTIWYHEM OT
yKa3aHHOU CXEMBI Oyner OTCYTCTBUE
HeoOXoauMocTH  ucnonb3oBath [IMH-xox s
BBIMOJIHEHUS TIEPBBIX JIBYX IIarOB ayTeHTU(UKALINH,
T.K. nposepka IIMH-koma BeimonHsAeTcs emé Ha

JTarme  BKIIOYEHHs  (Iub0 — HMHUIMATH3AIUH
COOTBETCTBYIOIIEH GbyHKIHN) MOOMIIEHOTO
TEPMUHAIIA,

8. BbIBOOblI

Kak BuOHO u3 paccMOTpeHHOro MaTepuana,
€IMHCTBEHHON CXEMOW MO3BOJISIONIEH 3alUTUTH HE
TOJIBKO OaHK OT 3JIOYHOTPeOJECHUH CO CTOPOHBI
[IOJIb30BATEN CUCTEMBI, HO M TII0Jb30BATEIs OT
yIpo3  3JOYMOTpeONIeHUs CO  CTOPOHBI,  Kak
00CITy’)KMBAOIIEro MepcoHala, Tak U COTPYIHUKOB
0aHKa, SABIACTCS ACUMMEMPUUHASL OUHAMUYECKAS
aymenmuuxayus c «CamMoCmosmenbHbIM»
Gopmuposanuem cexkpemmuvix Kiuouel kapmoi. Bce
OCTaJbHBIE PACCMOTPEHHBIE CXEMBI MpPENoiararoT
Hayimuue B OaHke Bceld mH(opManuu, HeoOX0JUMOit
JUIE  KOPPEKTHOHW  ayTeHTH(UKanmuu  J00OoU
TpPaH3aKIMK CO CTOPOHBI KJIHWEHTa. T.e. Takas
CHCT€Ma TO03BOJSIET 3alIUTUTh TOJBKO HHTEPECH
0aHKa OT 3IIOYMOTPeOIeHHI CO CTOPOHBI KJIMEHTA,
OJTHAKO HE MPEIOCTABIISET 3aIIUTHI IS KIUEHTa, OT
3IOYMBIIIUIEHHBIX J€MCTBUH €O CTOPOHBI OaHKa.
IIpu >TOM wLENBIO 3J0YMBILUIEHHBIX JEHCTBUM B
azipec KIMEeHTa MOTYT OBITh KaK XHWIICHHE CPEJICTB,
TaK ¥ KOMIIPOMETAlHs €ro UMEHH. DTOT HeI0CTaTOK
0COOCHHO CYIIECTBEHEH MIJISi KPYMHBIX KIHUCHTOB,
IJie CTOMMOCTh HAHOCHUMOTO yIIep0a «OKyIlaeT»
«HaKIJIQJHbIE PAaCXObI».

OcobGenHoro BHUMAaHHUS 3aCITyKHBaeT
BO3MOXXKHOCTb  KCIIOJIB30BaHUS  IEPCOHAIBHBIX
NFC-tepmunaion [4] mist BEITOTHEHUS «a0COIOTHO
3alIMIIEHHBIX» TpaH3aKUUWA, T.K. B 3TOM clly4yae
KIMEHT IUIaT&XHOM cUcTeMbl (B oOmeM ciyuyae
aboHeHT 0OW  CcHCTeMbl  ayTeHTH(UKanun)
MaKCHMaJbHO 3alUIIEH OT 3J0yHOTPEONeHUH Cco
CTOPOHBI 00CITYKMBAIOILETO MIEPCOHANa CHCTEMBI. B
cirydae WCTIOJTb30BaHHUS MEPCOHATBHBIX
NFC-tepMuHaAIOB HEOOXOIUMBIN YPOBEHB ITOBEPHS
CO CTOpOHBI TIOJIb30BaTeNss K CaMOW cucTeMe
MHUHHUMAJIEH ¥  C€JAMHCTBEHHBIM  JOBEPECHHBIM
CyOBEKTOM CHCTEMBI SBJSIETCS MPOIECCHHTOBBIN
HeHTp, GOpPMUPYIOMIUK  cepTU(UKATEI  BTOPOTO
ypoBHsA. Kpome Toro, wuHTErpaums QyHKIHHA

UACHTH(UKAMY U ayTeHTU(UKAIMKU JIUYHOCTH, a
Takke QPyHKIUN 3JEKTPOHHONH KOMMEPIMH B OJHOM
MoOMIBHOM TenedoHe (cmapt-¢oHe) wiaum PDA,
OCHAIIIEHHOM (hyHKIHEH NFC-goctyna,
3HAYUTENFHO YOPOIIACT M MOBBIMIAET YA0OCTBO
BBITIOJIHEHUS. Pa3lWYHBIX MJIATEXKHBIX —Olepanuit
KOHEYHBIM HOTpeduTesneM. JTO CBA3aHO, B MEPBYIO
ouepenb, C BO3MOXKHOCTBIO BBIIOJIHEHHS JIIOOBIX
MIATEKHBIX OTEepaIiuii U onepanuil uaeHTHGUKAIIH
JUYHOCTH C OJHOTO YCTPOHCTBA, T.€. OTCYTCTBYET
HEOOXOOMMOCTh HOCHTB C €000l MHOXECTBO
IJIATEKHBIX KapT U yIOCTOBEPEHUN I pa3iIudHbIX
IUIAaTEXHBIX CUCTEM M CHCTEM pa3rpaHUYeHUs

JIOCTYTIA, " COOTBETCTBEHHO 3alOMHHATh
MHOXecTBO paznuuHbix [TMH-xkom0B niu maposeit.
THosvuuenue yoobcmea u bezonacrHocmu

UCNONIL30BAHUS CUCTNEM IIEKMPOHHBIX naamediceli (U
uoeHmugukayuy ITUYHOCMU) 3a CUEM COBMeUeHUs
VKA3aHHbIX — (YHKYUll 8 0O0HOM  yCcmpoticmee
n0360Jiem 3HAYUMENbHO NOBbICUMb KOIUYECHBO
nompebumeneli COOMEEMCmMeyUWUX YCiye.

Ha ceronHsmHuil 1eHb Ha pBIHKE AOCTYIIHBI BCE
HEOOXOMMEIC anmnapaTHbIe KOMIIOHCHTBHI,
HEOOXOAMMEBIE Ui pealn3alud PaCCMOTPEHHBIX
CHUCTEM  «BBICOKOW  OezomacHoctu».  OmHaKo
HabIoaeTcs onpenenéHHblil «mpoden» B obnactu
3aKOHYEHHBIX CHUCTEM, YAOBJIETBOPSIFOIINAX
TpeOOBAHUIO  «MAKCUMANLHOU — 3AUWUWEHHOCMU
nonb308amensi OWl  CAMOU Ccucmembvly, TOITOMY
peanu3aiusi MOAOOHBIX CUCTEM, CETOIHS SBIISCTCS
OCOOCHHO TEePCTIEKTHBHBIM HaIlpPaBJICHUEM.

OCHOBHBIM  JOCTOMHCTBOM  IIOCIEIHEH W3
PaCCMOTPEHHBIX CXEM  SBISCTCS  BO3MOXKHOCTh
paccMOTpeHusT B CyJe SJICKTPOHHBIX JOKYMEHTOB
MTOAKPETUIEHHBIX nupoBO  MOANHCHIO (B
rocyJapcTBax  3aKOHOJATEIbHO  3aKPEMUBIINX
IOPUINYECKYIO CHITy JJIEKTPOHHBIX JOKYMEHTOB W
crTy A(POBOM MOIAINCH).
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Cepeeli Nonoeawuy
OKOHYUIT XapbKosckul
HayuoHarbHbIU yHUsepcumem
pPaduoaneKmpoHUKU,
haKynbmem KoMrblomepHouU
uHXeHepuu 6 1997 2o0dy. B
2001 200y 3awumurn
kaHOudamckyro duccepmauyuro
rno creyuanbHocmu 3awuma
UHQOPMaYUOHHBIX ~ cucmem

npu XapbKo8CKOM
HayuoHarbHOM
yHuUsepcumeme paduo3/1IeKMpPOHUKU.

B Hacmoswee epems  pabomaem 8
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1. INTRODUCTION

In modern conditions of intensive automation and
computerization of various society activity fields, a
necessary condition of construction of viable
financial and economic information systems is
application of adequate means of information safety.
One of the basic requirements showed to financial
information systems is maintenance of the control of
integrity of the information processed in system, at
all stages of its life cycle. The information system
can be considered as safe if means used in it and
technologies of protection of the information allow
preventing or finding out attempts of unauthorized
access on the part of any potential malefactor.

For today, the payment (and other information)
systems subjects identification and authentication
technologies on the basis of plastic cards have
received a wide circulation all over the world,;
however, lots of technologies used today do not
meet modern safety requirements any more. Thus
last statement is correct even with the reference to
the most progressive smart-technologies.

The purpose of this paper is to analyse
disadvantages (Achilles' heel) of today technologies
of identification and authentication on the basis of
smart cards, to define insecure moments and to offer
the ways of its protection. We’ll concentrate our
attention on payment card’s systems, as the most
attractive object of IT-swindle, however everything
described in this article can be applicable to any
field where used smart cards identification and
authentication systems.

2. TWO TYPES OF TRANSACTIONS

Now, in payment systems on the basis of plastic
cards two basic types of transactions can be
supported: on-line and off-line.

The systems focused on support of only on-line
transactions assume presence of a constant
communication channel between the financial
terminal and the issuing bank’s server. In this case
the protocol of authorization is carried out on the
bank server and the sanction to end transaction is
also given out by the bank server. Such decision is
the most safe (for bank), however shows rigid
requirements to quality and reliability of used
communication channel. On the other hand, in such

systems quite simple terminal equipment and cards
with a magnetic strip can be used.

The systems providing support of off-line
transactions do not require constant communication
channel between the financial terminal and the
issuing bank servers. In this case protocol of
authorization is executed directly on the terminal.
Such solution potentially is less safe, however it is
more preferable from the point of view of users
service efficiency and reduction of an overhead costs
for performance of separate transaction. Therefore
the support of off-line transactions is a necessary
condition for construction of modern system of
electronic payments. However for realization of such
system application of smart cards and more complex
terminal equipment is necessary.

3. TYPES OF CARD AUTHENTICATION
PROTOCOLS

There are two types of card’s authentication: static
and dynamic.

Static authentication assumes the one-sided
control of integrity — only the terminal equipment
checks the integrity of a card. In this case cards with
a magnetic strip can be used.

Dynamic authentication assumes the two-sided
control of integrity — mnot only the terminal
equipment checks integrity of a card, but also the
card checks authenticity of the terminal. In this case
the basis of cards should be the microprocessor
equipped with internal memory and capable to carry
out cryptographic transformations. Such cards have
received the name of smart cards.

Both ways of authentication are considered at the
paper. Most interesting and perspective from them is
asymmetric dynamic authentication. But this
technology require utilization the most complex
smart cards.

Asymmetric dynamic authentication

For implementation this technology the cards must
support forming and checking of digital signature
(and also to carry out the directed enciphering or the
key-agreement protocol), i.e. support asymmetric
cryptography.

Among similar smart cards the cards, containing
hardware random-number generators (RNG), are of
considerable interest, since on the basis of such
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cards it is possible to construct systems with
minimal «level of trust» among subjects of the
system. For this purpose it is necessary that
formation of all private keys in the system was
carried out by a principle «everyone to itselfy, i.e.
the private key of any card should be formed inside
a card and never violate its bounds. For support of
the given functionality the card should be able to
form a key pair {E;, D;} (for schemes of ElGamal
class this task uses the same mathematics, as
procedures of forming / checking of the digital
signature, therefore does not demand additional
hardware expenses). We shall consider the most
perspective scheme of the authentication subsystem
based on the last type smart cards.

The recommended scheme of the asymmetric
dynamic authentication on the basis of smart cards is
given in a fig. 4 of the paper.

Advantages:
1. The impossibility ~ (high  technological

complexity) of the card duplicate creation.

2. The user protection against abusing on the part
of the personnel serving the terminal equipment.

3. The user protection against abusing on the part
of bank employees.

4. An opportunity of arbitration in case of disputed
situations.

Disadvantages:

1. The necessity of application of the specialized
(relatively expensive) chips for smart cards.

2. The PIN-code gets in a card through the
terminal, which can "be modified" by the
malefactor. Besides all the controlling
information necessary for the transaction
execution is entered and is displayed by means
of the terminal. So it can be forged before the
transfer on a card.

The given disadvantage is typical for all smart
card authentication schemes.

All  the considered card technologies of
authentication can be realized both on the basis of
contact smart cards, and on the basis of non-contact
ones. Thus last variant is more preferable, since
reduces the card deterioration i.e. promotes the
increase of the average term of its service. Besides
the use of non-contact communications technologies
opens additional prospects of safety increase. We
shall consider them more in detail.

4. USE OF NFC-MOBILE TERMINALS

The last considered disadvantage is an «incurable
defect» of the card payment systems since finally the
user (the owner of a card) all the same should "trust"
the terminal. This disadvantage can be eliminated
only in case of the ability to manage a smart card
from the user «personal terminaly, i.e. such terminal
should be equipped with the input device (the

keyboard is desirable) and the display device. It is
natural, that such requirement is practically
unrealizable for smart cards. However this
requirement is automatically met if a mobile phone,
a smart phone or PDA, equipped with Near Field
Communication (NFC) means are used as "smart
card" (means of identification and authentication). In
this case the PIN-code and also the information
necessary for transaction initialization gets directly
in the personal mobile terminal and cannot be
compromised or modified. Moreover the absence of
electric contact between the terminal and the device
of authentication raises the security of the last since
the card cannot be damaged by influences of not
supported voltage, or other distortion in the interface
of an access point.

Last considered scheme (fig. 4) can be used for
construction of the reliable protocol of (mutual)
dynamic authentication. The only difference from
the specified scheme will be absence of necessity to
use the PIN-code for the performance of first two
steps of authentication, since the PIN-code check is
carried out at a stage when the mobile terminal is
switched on (or the corresponding function is
initialized).

5. CONCLUSIONS

Apparently from the considered material, the
unique scheme, which allows to secure both the
bank from abusing on the user-side and the user
from threats of abusing on the part of bank operating
personnel and employees, is asymmetric dynamic
authentication with "self-dependent" forming of a
card’s private keys. All other considered schemes
assume the presence in the bank of all the
information, necessary for performing correct
authentication of any transaction on the part of the
client. I.e. such system allows to secure only the
bank from abusing on the part of the client, however
it does not secure the client from ill-intentioned
actions on the part of the bank. Thus the purpose of
ill-intentioned actions aimed at the client can be as
the plunder of funds as the discrediting of his name.
This fault is especially essential to big clients,
because the cost of the damage caused to them "pays
back" the "overhead charges".

The possibility to use the personal NFC-terminals
[4] for performance of '"absolutely secure"
transactions deserves especial attention, since in this
case the client of the payment system (generally the
subscriber of any system of authentication) is as
much as possible protected from abusing on the part
of the system servicing personnel. In case of
personal NFC-terminals use the necessary level of
trust to the system from the part of the user is
minimal. The unique trusted subject of the system is
the processing center forming certificates of the first
level. Besides, the integration of functions of
identification and authentication, and also functions
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of electronic commerce in one mobile phone (smart-
phone) or PDA, equipped with the function of NFC-
access, considerably simplifies and raises the
convenience of performance of various payment
operations by the end user. It is connected, first of
all, with the ability to perform any payment
operations and operations of identification from one
device, i.e. there is no need to carry a set of payment
cards and certificates for various payment systems
and systems of access restriction, and accordingly to
remember lots of various PIN-codes or passwords.
For today all necessary hardware components
necessary for realization of the considered systems

of «high security» are available on the market.
However certain "blank” is observed in the field of
the end-user systems satisfying the requirement of
“the maximal user security from the system”.
Therefore the realization of similar systems is
especially perspective direction today.

The basic advantage of last from the considered
schemes is the ability to submit the electronic
documents supported by the digital signature to the
court (in the states, which have legislatively fixed
the electronic documents validity and the digital

signature law).
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