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Abstract: The article is devoted to the study of the stability authentication signs 

of personal computers; possibility of authentication follows from their physical 

differences as complex electronic devices. This approach provides the ability to 

remotely automatic authentication in real time. The authentication template was 

calculated from the sequence of values of the auto-correlation function of the 

internal electrical noise. It was demonstrated that the noise instability of noise 

leads to the error in the computer authentication. In order to reduce the error's 

probability, it was proposed to use the form-factor of autocorrelation function 

histogram for automatic sorting of noise files. The character of the noise 

instability had allowed the use of several authentication templates for one 

computer with instable noise. Each template was designed for the separate 

stability area. The probability of false authentication was reduced by using two 

authentication templates for one computer with instable noise, it was 30%. The 

recommendations were made about determining the priority of access to 

confidential information for computer with instable noise. 

Copyright © Research Institute for Intelligent Computer Systems, 2020.  

All rights reserved. 

 

 

1. INTRODUCTION 

1.1 FORMULATION OF THE PROBLEM 

The authentication of personal computers based 

on the internal electric noise in the sound range is 

aimed at a remote real-time automatic procedure. 

This technique is promising for increasing the 

cybernetic security of computer networks, since it 

allows the authentication of personal computers by 

their physical differences. Noise is measured by an 

analogue-to-digital converter (ADC) of the 

integrated sound card of the personal computer (PC), 

measurement data are used to generate templates. 

Authentication by this technique is based on a 

comparison of templates and it is possible under the 

condition of noise stationery, which is not always 

performed in practice. 

The stability of authentication signs is crucial for 

a technique based on measurements of internal 

electrical noise. The amplitude of such noise is very 

small, so external electromagnetic interference can 

completely change the statistical characteristics of 

the total noise signal. Also, internal electrical noise 

can be unstable, resulting in a failure to successfully 

computer authentication on the corporate network. 

The task is complicated by the fact that in both 

cases, the instability of the resulting noise is not 

revealed in any other way, only as a false negative 

authentication. Therefore, it is important to find a 

way to identify the presence of external interference 

or internal noise instability, and specific 

measurement data is not used in authentication 

template. 

 

1.2 ANALYSIS OF RECENT RESEARCH 
AND PUBLICATIONS 

The question of the noise stability of nonlinear 

electrical systems in time as an example of open 

systems with dissipation was considered in a number 

of theoretical works, including monographs of such 

authors as Ebeling [1], Nicolis and Prigogine [2], as 

well as Mehrotra [3]. It was shown that stationary 

states arise in nonlinear self-oscillating systems. The 

system may have several stable states. The transition 

of a system from one stable state to another is 

determined by the nature of the nonlinearity of the 
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system. 

The nature of the external interference, which is 

generated by consumers in the power grid, is 

described in detail in the monograph of Fink [4]. 

These interferences can be categorized as pulsed and 

monochromatic. Impulse interferences are very short 

and are characterized by a wide spectrum. Shortest 

impulse interferences less than 1 μs are considered 

the most dangerous for electronic devices. But such 

interferences will not affect the result of the 

sampling rate of 44.1 kHz, which is the noise 

digitization. Longer pulse interferences, for 

example, up to 10 ms, may also not significantly 

affect the noise measurements because the 

measurement lasts for several seconds. 

Monochromatic interferences represent electrical 

oscillations with a spectrum that consists of one or 

more narrow spectral lines. The effect of such 

interferences on the authentication result may be 

significant depending on the power of the 

interference and its suppression by the network 

frequency filter or the input frequency filter of the 

personal computer. 

The last decade has been characterized by a 

heightened interest in the problem of authentication 

of electronic devices based on their physical 

differences [5-12]. It was proved as a result of 

experiments with various electronic devices, 

namely: with audio and video recording devices [5], 

with radiation measurement sensors [7, 9], laptops 

and personal computers [6], mobile phones [6, 8], 

and many other electronic devices [6, 10, 11]. The 

device can be authenticated by: the spectral-

correlation characteristics of its internal electric 

noise [5, 7, 9, 10, 11], the spectrum of its own 

electromagnetic radiation [6], the vector variation of 

the signal constellation [8] and the instability of the 

frequency of the electrical network [12]. The method 

of determining the probability of correct 

authentication of an electronic device based on the 

stability of its template is proposed in the study [6]. 

In practice, the stability of authentication signs 

based on physical processes occurring in electronic 

devices does not imply a complete immutability of 

the authentication template. The small deviations in 

the device template between one-time templates and 

the average template are characterized by the 

threshold of authentication. Researchers pay great 

attention to the definition of values of the 

authentication threshold [5, 6]. 

The problem of the stability of signs of 

authentication is common for authentication by the 

physical differences of the object; similar questions 

arise in biometrics [13-15]. The problems of 

statistical stability and deviations from the classical 

distributions of real statistical data were studied in a 

number of papers [16-18]. 

Thus, the problem of the stability of 

authentication signs should be investigated within 

each authentication technology for specific operating 

conditions of electronic devices. 

 

1.3 THE PURPOSE OF THE ARTICLE 

The purpose of the article is to study the stability 

of template authentication, which is formed from the 

invariants of the autocorrelation function of internal 

electrical noise in the sound range of personal 

computers. The study aims at reducing the 

authentication error for stationary computers with 

unstable internal electrical noise. 

 

2. MEASUREMENT METHODS 

Measurement of internal electrical noise was 

performed using the ADC of the integrated sound 

card of the personal computer; the measurement 

technique is discussed in detail in [19]. Special 

software [20] allows writing to a file with a .wav 

extension a sequence of voltage samples, which 

down to the ADC input, with a sampling rate of 44.1 

kHz. The measurements have shown that the noise 

of stationary computers in the sound range has 

amplitude of about 200 μV, the noise recording 

fragment is shown in Fig. 1. 
 

 
Figure 1 – Noise voltages at the input of the ADC of 

the stationary computer 
 

The study of the statistical properties of the noise 

has shown that their amplitude has a Gaussian 

distribution, and the estimation of the Auto 

Correlation Function (ACF) of the noise for 

sufficiently long sequences became similar on ACF 

for the stationary process (sequences with the 

number of samples n = 88200 corresponding to the 

length of the recording 2 s). The following formulas 

were used to calculate the ACF 
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It was also found that the graphic view of the 

small-scale structure of the ACF practically does not 
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change for different recording files and is unique for 

each computer, Fig. 2. 

 
Figure 2 – ACFs (fragments) of the internal electrical 

noise of two personal computers: ACF1 and ACF2 are 

calculated from the data of two different recording 

files from one computer, ACF3 is calculated from the 

data of the recording file of another computer 
 

This made it possible to enter an authentication 

template in the form of a bit string [21], the value of 

which is formed by the following rule 
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By comparing bit templates that are calculated 

from data of two different recorded files, (i.e. file I 

and file J) it can be determined whether the received 

files are from one computer or from different 

computers and thus the computer authentication may 

be made. The Hamming distance is used as a 

measure of the distance between two bit templates BI 

and BJ in this study 
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A preliminary study has shown that the length of 

the template in 1000 bits is sufficient for 

authentication. The typical deviation between the 

two templates for a single stationary computer is up 

to 30 bits in length 1000 bits or 3%. The deviation 

between two templates obtained from two different 

computers is, on average, more than 200 bits or 

20%. These data were calculated for recorded files, 

which were created at different times, but the series 

of records were short. So, it is necessary to make a 

study of the templates’ stability for longer series of 

records. The effects of statistical instability can 

manifest themselves on long observation intervals, 

as discussed in [16]. 
 

3. DISCUSSION OF RESULTS 

Twelve personal computers of the same type 

were taken for the study of the stability of 

authentication characteristics by internal electrical 

noise. The average template has been calculated for 

each computer, based on the results of 70 series of 

measurements. The histogram of distances 

distribution between the one-time templates and the 

average template for a series of measurements of the 

typical computer is shown in Fig. 3. Similar results 

were obtained for eleven computers in the 

laboratory. 
 

 
Figure 3 – Histogram of distances between the one-

time templates of the computer № 3 and its average 

template 
 

For a single computer №5 results are obtained 

that indicate the instability of its internal electrical 

noise. The distances between the one-time templates 

and the average template for this computer are 

shown in Fig. 4. The histogram of distances 

distribution between the one-time templates and the 

average template for this computer is shown in 

Fig. 5. 
 

 
Figure 4 – Distances Di between the one-time 

templates for record files with numbers i and its 

average template of the computer № 5 
 

 
Figure 5 – Histogram of distances distribution 

between the one-time templates of the computer № 5 

and its average template 
 

There is a much larger distance between the one-

time templates and the average template. For a 

computer with the instability of internal electrical 

noise, the histogram of distances distribution has 

two modes – the main mode and the lateral mode. 

The average distance value was 190 bits for the main 

mode. For lateral mode this distance is even greater 

– 300 bits. The width of the main mode of a 

histogram for a computer with instability 
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significantly exceeds the width of the histogram for 

computers with stable noises. 

Investigation of noise recording files from 39 to 

49 inclusive for a computer with instability, (see Fig. 

4), namely the analysis of their ACF, has shown that 

there is a monochromatic component in the noise, 

which significantly affects the structure of the 

average template. Its presence also explains the 

increase in the distance between the one-time 

templates and the average template for noise 

recording files 39-49. 

Fig. 6 presents two noise ACFs for a computer 

with instability, one of which has a pronounced 

monochromatic character (the calculations gave a 

value of frequency 5.5 kHz) and corresponds to the 

data from file 39. The second ACF in small-scale 

structure has the character of the white noise ACF 

and corresponds to the data from file 2. 

 

 
Figure 6 – Two noise’s ACFs for a computer with 

instability for different recording files 
 

The automatic detection of monochromatic 

interference can be provided by means of different 

forms of histograms of autocorrelation functions. 

The histogram of the autocorrelation function of the 

white noise has a convex form, Fig. 7a), while the 

histogram of the autocorrelation function of the sum 

of white noise and monochromatic noise has a 

concave form, Fig. 7b). 

 

 
a)                                              b) 

Figure 7 – Histograms of ACFs for noise recording 

files from a computer with unstable noise: a) for white 

noise, b) for the sum of white noise and 

monochromatic interference 
 

The area under the central third of the histogram 

for Fig. 7a) is larger than the area of both the right 

and left parts. Then, for the histogram of Fig. 7b), on 

the contrary, the area under the central part is 

smaller than the area of the lateral parts. 

Differences in the form of histograms can be 

taken into account using the form-factor. To reduce 

the effect of possible asymmetry of the histogram, it 

was proposed to calculate the form-factor as the 

difference between the area under the middle part of 

the histogram and half the amount of total areas 

under the right and left end parts of the histogram. 

The form-factor should be normalized to the total 

area under the histogram. 

This allows entering the form-factor as follows 
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and nmax and nmin are respectively the maximum and 

minimum values in intervals of the data range ACF, 

which are made during the construction of the 

histogram. To determine the form factor, it is 

necessary to set the number of intervals to be three 

times. The form-factor of the histogram for ACF 

white noise will be a positive number, while the 

form-factor of the histogram for ACF of the 

sinusoidal influence will be a negative number. This 

will automatically exclude measurements that 

contain a monochromatic influence to calculate the 

template.  

For the histograms shown in Fig. 7, the value of 

the form factor for the ACF white noise (FFwn) and 

for the ACF of the sum of white noise and 

monochromatic influence (FFsin) were respectively 

FFwn = 0.539, FFsin = – 0.32. 

Recording files for the computer with instability, 

for which the form factor was negative, was 

rejected, after which the average template was 

calculated again, as well as the distance from the 

one-time templates to the average template. It turned 

out that the graph of the distance had areas of 

stability. Each area of stability contains 

approximately 40 points (each point is calculated 

from data of the separate file), the total recording 

duration of each area is approximately 7 minutes. 

The authentication of the computer with instability 

can be done quite accurately if each area of stability 

is characterized by a separate average template. 

An approach where more than one template could 

be attributed to the computer with instability is used 

in the authentication scheme to define the threshold. 

Next, the authentication results for computer № 5 

with unstable noise and computer № 3 with stable 

noise are shown. The histogram of distances 
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distribution between the one-time templates of 

computer № 3 and its average template, as well as 

histograms of distances distribution between the 

one-time templates of computer № 3 and the average 

templates of computer № 5, which are marked as 5 

and 5A, are shown in Fig. 8. The 22-bit threshold 

allows for to correctly authenticating the computers 

with stable internal electrical noise by their average 

templates, which was confirmed for the computers 

under study №1-11 except for the №5. 
 

 
Figure 8 – Histograms of distances distribution 

between the one-time templates of the computer № 3 

and average templates 3, 5, 5A 
 

An attempt by a computer № 3 (and other 

computers with stable noise) to authenticate as a 

computer №5 will fail due to a significant excess of 

the authentication threshold. 

Another situation arises when the computer №5 

is being authenticated, Fig. 9. Instability noise of 

computer № 5 causes a fairly large spread of 

distances between one-time templates and average 

templates 5, 5A and 3, which leads to the possibility 

of authentication of computer № 5 as a computer № 

3 with a certain probability. 
 

Figure 9 – Histogram of distances distribution 

between one-time templates of computer № 5 with 

unstable noise and average templates 3, 5, 5A 
 

The probability of false authentication can be 

estimated as a percentage of the total area of 

histograms of distances distribution between 

templates, which for this research is 30%. An 

attempt by computer № 5 to authenticate as a 

computer number 3 in 30% of attempts will be 

successful. 

If the security of the corporate network does not 

allow false positive authentication, computers with 

instability should be removed from such a network. 

In the presence of a hierarchy in access authority, a 

computer with instability can be used on the 

network, but its authority should have a higher level 

in relation to the authority for stable computers. In 

this case, the information leakage will not occur, 

even if the computer with instability will enter the 

system as another stable computer. 

It should be noted that the instability of the 

internal electrical noise of personal computers 

significantly depends on the model of their 

performance. 
 

4. CONCLUSIONS 

The instability of internal electrical noise for 

individual PCs, which may be due to both external 

power supply interference and internal instability, 

results in a significant change in the authentication 

template. The consequence of this is the false 

authentication of the computer in the network. 

The automatic verification of the recording file 

suitability for a template can be performed using the 

proposed form-factor. The form-factor is calculated 

from the recording file, its sign identifies data 

suitability for creating a template. The file with 

negative form-factor must be deleted. This avoids 

the negative effects of interference with a 

monochromatic interference, the presence of which 

cannot be fixed in another way. 

It has been demonstrated that the destructive 

effect of the instability of internal electrical noise on 

the accuracy of authentication can be reduced by the 

introduction of several average templates for one 

computer. The calculation of templates should be 

made for areas of stability. Nevertheless, the 

probability of false-positive authentication remains.  

Before introducing the authentication system by 

internal electrical noise, all computers must be tested 

for the stability of the authentication features. An 

appropriate solution must be made for the computers 

which were detected as instability. 
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