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ABSTRACT The paper proposes an approach to a formalized description of the process of changing the values
of quality indicators of decision support for managing security events and incidents in the supply chain. The
approach is based on the analysis of the functioning processes of modern quality control systems for information
security in supply chain. In addition, it is based on an analysis of decision support processes. We use controlled
Markov chains, represented by difference stochastic equations. The considered version of the analytical description
of the state change in dynamics allows one to formalize, structure, and mathematically describe the process of this
class from a uniform perspective. It is important to note that with this representation of the dynamics of state
transitions, the requirements for operativity (timeliness), reliability, secrecy and resource costs for supporting
decision-making to control information security in the supply chain are taken into account.

KEYWORDS cyber attacks, security event and incident management, decision support, quality indicator,

Markov chain, difference stochastic equation.

I. INTRODUCTION
ODERN technological solutions and promising trends
within the framework of the Industry 4.0 concept
directly affect the field of digital supply chains (SCs). This
is not only about the digitalization of the Supply Chain
Management process, which provides management at the
level of movement of raw materials, materials, components
and finished products [1-3]. Along with the management of
logistics  functions, digital SCs represent a digital
transformation of the entire enterprise infrastructure to
ensure the interconnection of procurement, production and
sales systems. The goal is to plan and implement operations
more efficiently, to ensure digitalization and integration of
processes within the company as a whole: from product
development to production, procurement, sales (sales),
logistics and services [4-7].
In essence, this is another development step, the
transition from an organizational strategy for ERP
(Enterprise Resource Planning) to a new philosophy of
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integration of production, finance and asset management.
This is already being implemented on the basis of new
information and digital technologies, the postulates of
“digital transformation”, and “smart production”. At the
same time, “smart manufacturing” is often understood as a
cyber-physical production system (CPS). The properties of
such cyber-physical systems can also be possessed by
enterprises and industries focused on digital SCs. They are
able to provide a high level of productivity (ensure operation
without interruption), reduce costs and shorten the turnover
time of a product unit within the system.

CPSs, using digital SCs algorithms, have a complex
distributed structure. Operations that examine various
aspects of integration and performance in supply chains, as
well as the control of these processes, are also complex.
However, information security processes and systems, in
particular the systems for attack detection and prevention,
play a special and very important role on a variety of objects
and technologies that occur in systems of this class [8]. These
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systems consist of various components (detectors, analyzers,
databases, servers, workstations, security facilities), and also
include officials (personnel). Such equipment elements are
formed to provide security requirements in the digital SCs.
The purpose of these systems is to reduce casualties due to
an infringement of the confidentiality, integrity and
availability of information stored, processed and transmitted
during the implementation of digital SCs.

Information security processes and systems for attack
detection and prevention, as well as methods for their
analysis and modeling, are characterized by some features
[9-13]. Almost all of the information security processes
studied today and the information security systems used in
practice are based on the implementation of complex
algorithms of security incident and event management
(SIEM), including to counter multilevel cyber attacks [14-
16]. At the same time, intelligent mechanisms of decision
support process (DSP) are embedded in the SIEM processes
and systems. The key problem connected with the realization
of rational DSPs consists in the problem of accurate and
adequate quality control of information protection when
implementing digital SCs. This control is carried out with the
help and in the interests of the DSP of SIEM. The main
means of research and optimization of DSP for SIEM in the
implementation of digital SCs are mathematical models and
methods.

This determines the relevance of the tasks of DSP
modeling for SIEM in the implementation of digital SCs.
These tasks are designed to carry out: analysis of the key
features of DSP; definition of the place and role of formal
models in the regulation and control tasks of DSP for SIEM
in the realization of digital SCs; assessment of new,
promising formal tools and methods for DSPs; building the
dynamic models of DSP for SIEM when implementing
digital SCs.

The dynamical model of DSP for SIEM, when
implementing digital SCs, will consider the important
properties of DSP and will model the probability-time
transformation on the values of the process quality indicators
(Qls). In addition, the model should take into account
probabilistic  transients when managing the DSP
architecture, operating modes, and parameters in different
conditions of SIEM and the implementation of digital SCs.

The paper formulates and substantiates a new look at the
mathematical description of the transformation on the values
of Qls of DSP for SIEM in the implementation of digital
SCs. The approach proposed in the paper is based on the use
of the mathematical apparatus of controlled Markov chains
and relies on a detailed analysis of the functioning processes
of systems for attack detection and prevention and analysis
of DSPs to manage the modes of their operation, their
parameters and structure to monitor the quality of
information protection in SCs. This paper is a logical,
mathematical (from the point of a model view) and
experimental development of some provisions and
hypotheses expressed by the authors at the international
conference MIM 2019 in Berlin [17]. These hypotheses and
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provisions within the framework of the paper have been
revised and comprehensively expanded. All the results of the
analysis of relevant works were rethought, rewritten and
supplemented in a new way, the depth and range of
methodological foundations and models were significantly
expanded. The experimental part is supported by the results
of new computational experiments.

The paper consists of six sections. Section Il is devoted
to the related work analysis. Section Il presents the
methodological (theoretical) essence of the proposed
approach to DSP modeling. Section IV illustrates the
experiments provided. Section V is devoted to a short
discussion of the results, and section 6 concludes the paper.

Il. RELATED WORK

Problems of DSP modeling and different variants of models
of security processes are actively explored by modern
authors. So, for example, in the works of [18-21], examples
of the typical statement and solution of the tasks of modeling
the sophisticated management processes, decision making
and decision support for information security are given.
These examples differ in the depth (level) of the models, in
the set of studied process parameters and in the essence of
approaches to the decomposition of modeling stages.
However, the models proposed in these papers are too
complex, difficult to formalize and implement with
mathematical expressions. These models are not invariant
for wvarious specific decision support processes and
information security processes in general.

In [22], to reduce the complexity of the statistical
assessment of the intensity of cyber attacks, it is proposed to
use the methods of the theory of queuing. But these methods
are not able to ensure the high adequacy of the mathematical
specification of a specific DSP model, do not allow one to
talk about the sufficient (acceptable) accuracy of the DSP
model for SIEM when implementing digital SCs.

In [23, 24] the approaches to the modeling of quality
indicators (and reliability) of security systems and processes
are proposed based on probabilistic algorithms (by analyzing
the intensity of events and incidents) and reduction (ranking)
algorithms. These are parametric approaches; they
investigate groups of parameters of modeled processes. But
in our conditions, we need statistics on the values of auxiliary
parameters characterizing the DSP for SIEM indicator
groups. It is almost impossible to collect such statistics in the
framework of digital SCs implementation.

An interesting approach to modeling is considered in [25,
26]. Here, the models are mathematically specified spaces of
threats, events, vulnerabilities, and incidents. However, the
definition of boundaries and the scaling of such spaces in
these papers is considered without taking into account the
features of modern intelligent DSPs, which does not allow
their direct use in SIEM tasks in the implementation of
digital SCs, and also narrows their scope. In [27, 28] the
game methods to model the processes of information
security are used. But the implementation of game
algorithms in this case should be supported by techniques
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and methods of simulation, and almost in real time. In
addition, the drawback of this paper is its focus on traditional
database models, which is not entirely compatible with the
DSP for SIEM models when implementing digital SCs.

The hypothesis of building a model based on the general
theory of systems was proposed in [29]. But the typical
model of a protected system in this paper is described as the
relationship of transcendental, non-specific operators. This
does not allow full use of such a model for the formalized
description of specific algorithms of DSP and threats for
SIEM in the implementation of digital SCs.

In [30, 31] the models of complex controlled processes
based on stochastic differential equations were proposed.
However, these models require large expenditures for
collecting source data statistics, do not support the
unification and usability requirements of the models, and are
time consuming and inaccurate in terms of describing the
dynamics of SIEM when implementing digital SCs.

Articles [32, 33] investigate dynamical models of
complex processes based on Markov chains. These
approaches are also used in our work with respect to the
description of the current changes in time of Ols of DSP.
With the help of Markov chains one can describe such
complex processes, and they can act as a mathematical
platform for modeling, but in these papers the issues of
estimating the joint probability distribution density of
different in physical meaning QI of DSP is not considered.

The analysis of relevant works shows that there are no
ready-made solutions to building DSP models for SIEM
when implementing digital SCs. Moreover, the existing DSP
models are mostly either static or use local stationarity to
describe the dynamics, i.e., dynamic models are less
common; they do not take into account the probabilistic and
current in time nature of the parameters of this process under
various conditions of interaction with other processes and
systems [34, 35]. Almost all of them have parametric and
functional limitations, these models are complex,
inadequate, laborious, and for their practical implementation
alot of additional data is needed. In addition, the sets
(systems) of QI of DSP do not unsubscribe all the basic
properties of these processes, they are excessively large, i.e.,
may contain many unimportant, secondary quality indicators
[36, 37].

The relevance and novelty of the unified approach to
DSP modeling for SIEM proposed in the paper when
implementing digital SCs, in addition to the results of the
analysis of related works, is also confirmed by the fact that
it is based on the formulation of probabilistic-time, dynamic
models of DSP state transitions in the state space. This
approach has a theoretical novelty, since it can serve as the
basis for fundamentally new solutions to the development of
SIEM algorithms within the framework of digital SCs. It can
serve as a basis for modeling a dynamic, complex, multi-
level and controlled DSP with the required quality and for
the actual operating conditions of digital SCs.
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Il. ANALYTICAL MODEL
It is known that the basic properties of DSP are: operativity
of decision support (DS), reliability of DS, stealth of DS and
the volume (quantity) of management system resources spent
on DSP. A private property of a DSP may be its level of
automation. In accordance with the proposed approach, the
analytical model of DSP for SIEM in the implementation of
digital SCs in the mathematical and physical sense does not
differ from the traditional mathematical model of the
decision making. The key difference is the content of the
vector of quality indicators that characterize this process.
And the analytical model is aformalized analytical
description of the probability-time conversions in the QIs of
DSP values in the state space.

The system of Qls of DSP for SIEM, when implementing

digital SCs, may include: the duration ty (K) of the DS
cycle; risk coefficient K, (k) of making the wrong (an

erroneous, false) decision; coefficient Ksecdsp (k) of secrecy

of DSP and vector ﬁdsp (k) of resource expenses on DSP:

Vi (K) = (t (K); Kyg(K); Kogoep (K); Rigp (K))'. (D)

The composition of the QI elements (1) is determined by
the traditional basic requirements for DSP in terms of:
timeliness, i.e., duration of the DS cycle; reliability
(accuracy, adequacy) of decisions, described by the risk
coefficient of making a wrong decision; security, specified
by the DSP secrecy factor, and also takes into account the
cost of resources.

At the same time, the operativity of this process refers to
the ability of the operators and means of DSP to develop a
set of decision variants for potential solutions, analyze these
variants and report the analysis results to the security
administrator in a timely manner. Operativity of the DSP

characterizes QI — the duration t, (K) of the cycle of DS for

the k-th stage of the DSP, which can be determined using the
expression:

Uvar
tds(k) = thvu(k)+ tavu(k)' (2)
u=1

In expression (2) ty,,(k)=Q (k)/ 3y, (k) — the

time, required to form the u-th decision option (variant) out
of the total number of possible options. This time is found as
the ratio of the number of computational operations,

necessary to develop asolutionQ,,4,,(K), to the

opdvu

performance of computing tools for developing the solutions
Jau(K). A separate component ty,, (k) may be the

reaction time of the security administrator.
The variable t,,,(K) in expression (2) is the time for
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validation (analysis) of the u-th decision option (variant),
defined as the ratio t,,,(K)=Qy,.,(K)/J,,(K): the

number of computational operations necessary for analyzing

the solution variant Q,,,,, (k) and the performance

J., ., (K) of the computing tools for analyzing the solution

variants (and the reaction time of the data protection
specialist). The dynamics of the model, as the dynamics of
the change of states of the formulated Qls in the DSP
process, allows you to implement the k coefficient in the
model (for the k-th stage of DSP).

The coefficient K, (k) of the risk for making the wrong

(an erroneous, false) decision can be an 1Q characterizing the
reliability of DS:

real u(k)-u(k)-p(k)
K (k) — msol (k) ZCD {;‘(k) (3)
T mEE) | lAK) |

'sol

In expression (3), M!='(k) — the number of really

analyzed solution variants for the k-th stage of the DSP;

m;ep (K) —the number of all possible solutions that need to

be analyzed based on the features and conditions of the
organization of SIEM in the implementation of digital SCs;

@, (*) — the Laplace integral, with the help of which the
probability is estimated that for the k-th stage of the DSP the
index of the objective function DS will deviate from the
optimal value to an acceptable level, is estimated; £(K) —
the maximum allowable deviation among the Qls, which
determines the effectiveness of the DSP and is caused by
errors in the DS analytical models used; A(K) - the
standard deviation of the performance indicator of DS from
the required value at the k-th stage of DSP; u(k) — the
number of individual Qls that determine the quality of the
DS at the k-th stage of DSP; (k) — the number of non-
optimizable parameters of model for assessing the objective
function of DS quality; (k) — a set of parameters fixed
(pinned) by the data protection specialist in the model at the
k-th stage of DSP.

The model should describe the dynamics of the Qls of
DSP values in the state space. It is proposed to describe the
dynamics in the form of controlled Markov chains,
represented by stochastic difference equations (MCC-DSE).
Moreover, the model is a complex of equations of state and
observation for individual QlIs of DSP, as described in [38].

Then the model of state change of the operativity
indicator of DS, which can be expressed through QI — the

duration t, (K) of the DS cycle, takes the form:

f.(k+1) =Cf (k+1) O (k+1); @)
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0, (k+D) =g (k+1ku)®, (k)+A0, (k+1); ©

7, (k+D)=H, (kX(K) O, (k+D)+a@_(k+D). ©

In the system of equations (4)-(6), in the expressions for
the MCC-DSE, the formula (4) is the equation of state of the
operativity indicator of DS for the (k+1)-th stage of the DSP.

Here T, (k+1) - is a vector-column of the values of the
operativity indicator of DS for the (k+1)-th stage of DSP, in
it, all elements are equal to 0, except one; C; (kK +1) —the

diagonal quadratic (of order n) matrix of the allowed values
of the operativity of DS for the (k+1)-th stage of DSP, the
number n (rows and columns) are defined by a set of allowed

states (depth of modeling); @tds(k +1) — an auxiliary

column vector of state indicators of the operativity indicator
of DS at the (k+1)-th step of the DSP, introduced for the
convenience of recording the dynamics of the transition of
this indicator from one state to another state.

The equation of state (state transition) of the auxiliary

vector @tds(k +1) of indicators is represented by

expression (5). Here ¢ (K +1,k,u) is the square (of order

n) matrix of transition probabilities, which describes the
probabilistic-temporal mechanism for changing the states of
the operativity indicator of DS for the k-th stage of DSP for

SIEM when implementing digital SCs; (:)tds (k) —acolumn
vector of the status indicators of the operativity indicator of
DS in the previous step; AC:)tds (k +1) —a column vector of

increments of the status indicator values. This vector
provides for the missing (non-integer) part of the formula
(5). Its elements are obtained on the basis of the results of the
correction of the starting excitation noise with the
mathematical expectation and dispersion for the starting
(initial) state of the modeled process.

The formula for observing the process of transformation
of the states of the operativity indicator of DS is the

expression (6). Here, @, (k +1) is the vector of white

noises (observation noises) with zero mean and dispersion
matrix du (k+1), and H, (K, X(k)) is the diagonal

quadratic (of order n) matrix of the observed values of this
process.

Summing up the general formal description of a specific
1Q, we note that, using expressions (4)-(6), a mathematical
model of the transformation of this indicator states (i.e., the

operativity indicator — the time t, (K +1) for cycle of DS)

is presented. This model is described in terms of MCC-DSE.

By analogy with the system of equations of state and
observation (4)-(6), we can imagine the model of reliability
of DS. This model illustrates the dynamics of changing states
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of the DSP reliability indicator, i.e., the risk coefficient
Kqyq(k+1) for making the wrong (an erroneous, false)
decision:

Kawa(k+D) =Ci (k+1) O, (k+1); 7

(:)szd (k+D) =0 (k+1k,u) (:)szd (k) +
+A0,_ (k+1);

(8)

Z (k+D)=H, (k%K) O, (k+1)+

9)
+a (K+1).

Mathematical models of other quality indicators of the
DSP for SIEM in the implementation of digital SCs can be
represented in a similar way.

For example, the secrecy of DSP for SIEM in the
implementation of digital SCs can be described through the
dynamics of transformation of the states of the quality

indicator — the DSP stealth coefficient K., gsp (K+1):

KooK +)=Ci__ (k+1) O, (k+1); (10)

O, k+) =g (k+lku)O,_  (K)+ "
+ AéKmsp (k +2);
Ze (D =He (B (D

+ ‘?’Ksec - (k+1).

Through the dynamics of state changes of the elements
of the vector Rdsp (k+1) of resource costs, the resource

consumption model of DSP for SIEM in the implementation
of digital SCs can be described.
Elements of this vector can be the values of the following

indicators: temporary resource ty, (K +1) provided by the
DS for the (k+1)-th stage of the DSP; the resource
Ne, (K+1) of data protection specialists, as well as
resources of computer systems for the automation of DSP
(described by the performance coefficient of automation

tools).
Thus, the model, that illustrates the dynamics of the state

transition of the vector R of resource costs of DSP for

dsp
SIEM in the implementation of digital SCs, has the form:

Rip(K+1) = Cy,, (k+1) é% (k+1); (13)
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O, (k+D)=¢; (k+Lk,u)®, (k)+
dsp dip dsp (14)
+AO (k+2);

Ze, (k+D) =H (K, x(k)) é%(k +1) + )
+ 5)&5 (k+1).

There is another approach using a different form of
MCC-DSE notation for specific individual cases of
describing the process of transformation of the states of

individual indicators inserted in the parameter vector ﬁdsp (k)

of resource costs of DSP for SIEM when implementing
digital SCs. Under these conditions, a system of equations is
applied that includes three separate subsystems of equations.

Each subsystem of equations, at the same time, separately
characterizes the dynamics of transformation of the state of

the cost indicator: the resource N (K +1) of experts and
dsp (k + l)

allocated to DS for the (k+1)-th stage of DSP, as well as
resources of computer systems for the automation, designed
to perform DSP tasks for SIEM when implementing digital
SCs. The resources of computer systems for the automation
can be expressed in terms of the performance coefficient of
automation tools used for the DSP.

It is known that the quality of DS largely depends on the
amount spent in the interests of DSP for SIEM in the
implementation of digital SCs of computing, temporary,
energy, software and hardware and other types of resources.

However, there are methods to optimize or reduce the
cost of resources used. One of these methods is based on
finding the optimal (minimal, but sufficient in shape and
size) state spaces and DSP observations. In turn, this requires
defining time intervals for discretization of state variables
and a sufficient number of gradations of these states for the
considered simulation problems of DSP for SIEM when
implementing digital SCs.

The purpose of this approach is to coordinate the number
of gradations of these states of Qls for DSP with the
threshold limits of the values of fundamental operational and
technical indicators of this process based on algorithms for
generating vector criteria for mathematical simulation and
evaluating of QIs for DSP.

It must be remembered that the task of finding time
intervals for discretization of state variables and a sufficient
number of gradations of these states for the considered
simulation problems of DSP for SIEM in the implementation
of digital SCs will always be solved under a number of
restrictions. These restrictions are associated with the need
to fulfill the requirements for:

o stability of basic technical and operational indicators of
DPS with respect to concerning disturbing influences

security administrators, the temporary resource t
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(threats and security violations) in the implementation
of digital SCs;

e deviation value (accuracy) of the quality assessment
criterion of DSP;

e complexity of modeling and assessing the quality of
DPS;

e essence (form) of the description of state spaces by
users conducting modeling and quality assessment of
DSP for SIEM when implementing digital SCs.

The stages of the general methodology for the synthesis
of state spaces and observation for optimality criteria in the
problems of constructing cyber-physical systems are
described in detail in [38].

If we use these stages as a basis, the factors listed above
and the limitations associated with the need to fulfill four
groups of requirements must be taken into account as well as
the features of DSP as an object of modeling, then we can
formulate the essence and content of new algorithm steps.
This will be an algorithm, designed to select the acceptable
number of gradations of state spaces for models of state
transition of Qls for DSP in the interests of SIEM when
implementing digital SCs.

The content of the steps of the algorithm, designed to
select the acceptable number of gradations of state spaces for
mathematical models of state transitions of 1Qs of DSP for
SIEM in the implementation of digital SCs is as follows:

Step 1. Formulation (selection) of the minimal but
sufficient dimension of state spaces 1Qs of DSP X = {x;},
j=1,m.

Step 2. Calculation of the time intervals for discretization
of state variables and a sufficient number of gradations of
these states, based on the specified accuracy of modeling of
DSP for SIEM when implementing digital SCs.

Step 3. Search for the time intervals for discretization of
state variables and a sufficient number of gradations of these
states, formed to meet the requirements for DSP stability to
threats and violations of information security when
implementing digital SCs.

Step 4. Determining the time intervals for discretization
of state variables and a sufficient number of gradations of
these states, taking into account the user’s requirements for
the difficulty of the DSP model in the interests of security
management when implementing digital SCs.

Step 5. Optimization of the time intervals for
discretization of state variables and a sufficient number of
gradations of these states, with the restrictions of specified in
steps 2-4 of the algorithm.

Step 6. Output of the results — the optimal time intervals
for discretization of state variables 1Qs of DSP and a
sufficient number of gradations of these states.

One of the possible and effective approaches to solving
the problem of optimizing the time intervals for
discretization of state variables 1Qs of DSP and a sufficient
number of gradations of these states is the approach
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described in [38] and based on the traditional methods of the
theory of sensitivity.

IV. AN EXAMPLE IMPLEMENTATION AND
EXPERIMENTAL VERIFICATION
Consider the key source data needed to calculate an example
implementation of the proposed algorithm. The initial data
for the implementation of the model, using the MCC-DSE
should be elements of the transition probability matrix.

For example, for a model of transformation of the states

of the duration t,(K) of a DS cycle, these are the elements

of the matrix ¢, (k +1,k,u) . In addition, a starting vector

is needed — the probabilities of the starting states of this
process.

Let, as an example, the probabilities p;; of a given QI from
one state to another state (for three states, n = 3) and the
probabilities of the starting states pi(0) be given and
summarized in Table 1.

Table 1. Elements of the transition probability matrix

Pi | ) 1 2 3 pi (0)
i
1 06 01 03 1
2 0.4 0.2 04 0
3 01 05 0.4 0

For the given, as an example, source data (3x3 matrix),
the implementation of the simulated process in steps are
obtained.

Fig. 1 shows that the QI value takes one of three states

characterized by the values of auxiliary indicators C:)tds (k).

Fig. 2 illustrates an example of implementation by stages
of a simulated process (the process can be in one of three
states).

The formalized form of the transition probability matrix

@ (k+1k,u) for the model of the process of state

transition has the form

Pu P2 P
(ths (k+Lku)=| Py Pxu Py, (16)
Pa P32 Pas

and the values of the elements in this matrix are defined in
accordance with Table 1 and normalized by row:
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e, (k)

or, (k)

Figure 1. Implementations of the values of three auxiliary
indicators of the state of the simulated process

t, (k)

tés (k) -

G0 ~F-1—f1-4=H -

g Ll Pl P |
1 2 3 4 5 6

Figure 2. Implementations of a simulated process that takes
one of three states of a quality indicator

06 01 0,3
ol (k+Lk,u)=04 02 04/ (17)
01 05 04

The simulation results are summarized in graphs (in
Fig. 1), illustrating the implementations of the values of three
auxiliary indicators of the state of the simulated process and
are represented by the dependences of the values of

additional indicators of three possible states (@fds(k),

@fds (k) u @{ZS (k)), and in the graph (in Fig. 2), where the
final results are shown - step-by-step values of the
dependence of the operativity (timeliness) indicator t, (K)

of DS are simulated, i.e., the values of the corresponding
elements of the vector t, (k) on the step of DSP for SIEM

in the implementation of digital SCs.
The analysis of the obtained dependencies suggests that
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the considered modeling method allows one to obtain the
sample values of QlIs of the DSP for SIEM under digital SCs
with a high — level of adequacy.

This approach, among other things, ensures that further
analysis on the parameters of DSP (Bellman's dynamic
programming method, theory of nonlinear and linear optimal
filtering) is consistent with advanced mathematical methods,
because it relies on Markov chains.

The undoubted advantage of this approach is that the
investigation of processes taking into account exciting noise
in the state space allows one to study the dynamics of any
other stochastic processes of SIEM, taking into account
possible computer attacks and other similar security threats
when implementing digital SCs.

A computational prototype was implemented to fully test
the adequacy and correctness of this model functioning. The
calculations were carried out for various options of arbitrary
arrays of input data (probability of the starting states, the
values of matrix elements, etc.). The results of the given
example (see Fig. 1 and Fig. 2) and the results of additional
verification calculations confirm the hypotheses put forward
in the article and prove the potential applicability of the
proposed method.

V. DISCUSSION

Based on the results of the analysis of relevant works and on
the results of experiments, we can state that the proposed set
of equations (4)-(6), (7)-(9), (10)-(12) and (13)-(15) is a
mathematical model, describing the process of changing the
values of main feature properties of DSP for SIEM when
implementing digital SCs.

This model can be used to model and control the quality
of information security in the supply chain and is described
in terms of MCC-DSE.

In this case, the essential properties of DSP are expressed
through the dynamics of transformation of the values of its
QlIs in the state space. This allows for a formalized
mathematical specification of the state transition of DSP,
taking into account the features of complex modern managed
systems for detecting and eliminating threats of computer
attacks, taking into account the peculiarities of digital SCs
processes and the peculiarities of decision support for
managing the supply chain operating modes, parameters and
structure.

The proposed version of the mathematical description of
the process of state change of DSP for SIEM in the
implementation of digital SCs allows one to unify and
structure the description of such processes, taking into
account the requirements of operativity, reliability, secrecy
and the amount of resources used.

As a result, it can be noted that it is advisable to use the
proposed model in the form of MCC-DSE to control the
quality of information security in the supply chain using a
mathematical description of a stochastic managed decision-
making process for managing security events and incidents
in the interests of detecting and eliminating threats of
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computer attacks in the implementation of digital SCs.
Moreover, while preserving the advantages of the traditional
formalized representation of controlled Markov chains, the
high degree of adequacy of which to the formed process has
been tested. Model based on MCC-DSE works with
probability-time characteristics and takes into account the
exciting noise of the simulated process.

VI. CONCLUSION

The paper proposed models important for a formalized
analytical description of the controlled processes occurring
in cyber-physical systems and other complex software-
hardware, which are processes of guaranteed information
protection in the supply chain. The developed mathematical
model allows one to describe the dynamics of transformation
of the values of the fundamental properties of DSP for SIEM
in the implementation of digital SCs. Moreover, the
properties of DSP are expressed in terms of its quality
indicators, formalized on the basis of the apparatus of MCC-
DSE. Application of the developed model in practice will
improve the quality of modeling by increasing the reliability
and accuracy of the results obtained when they are used for
evaluating and predicting the state of security control in the
supply chain. Therefore, this will reduce the cost of time,
financial and other management resources in the
development (design), and operation of decision support
systems. It will increase the degree of validity of decisions
on the management of the operation modes, parameters and
structure of quality control systems for information
protection in the implementation of digital SCs.

The directions of further development and research are
the implementation in practice of the proposed model and the
modeling of DSP for SIEM when implementing digital SCs,
based on real expert values of private Qls, parameter values
set by security administrators in the supply chain, and
existing characteristics of the real input data flow to develop
options for solutions to control the information security in
systems of this class.
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