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ABSTRACT In hybrid conflicts of any intensity, hostilities (operations) are an element of other (non-force)
actions mutually coordinated according to a single plan, mainly economic, political, diplomatic, informational,
psychological, cyber, cognitive, etc. This creates destabilizing internal and external processes in the state that is
the object of aggression (concern and discontent of the population, migration, acts of civil disobedience, etc.). The
article examines the effective organizational and technical countermeasures against hybrid threats, national cyber
defense systems in the developed countries. The article also presents the results of the investigations into the effects
of the information hybrid threats through cyberspace on social, technical, socio and technical systems. The
composition of the system of early efficient detection of the above hybrids is proposed. The results of the structural
and parametric synthesis of the system are described. The recommendations related to the system implementation
are given. A number of sufficient components for the effective design and development of the national cyber

defense system of the state are proposed.

KEYWORDS cognitive warfare; cyber challenges and threats; cyber defense; cyber security; cyber space;
hybrid threats; national cyber defense system; system of cyber threats early detection.

I. INTRODUCTION
OWADAYS combat and other actions (economic,
political, energetic, information and cyber) in modern
military conflicts known as Hybrid warfare are correlated in
idea (concept) and objectives.

Discussions of hybrid warfare have often centered on
definitional debates over the precise nature of the term, and
whether hybrid covers what other military experts describe
as nonlinear warfare, full-spectrum warfare, fourth-
generation warfare, or other terms. Similarly, discussions of
cyber conflict have treated the phenomenon as a separate
domain, as if using cyber tools remained distinct from other
forms of conflict. A hybrid war that is de jure being
conducted on the territory of Ukraine, and de facto
encompassing more participants all over the world, in terms
of its content, forms and methods of conducting- can be
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considered a specific variant of fourth-generation wars
(4GW).

Hybrid wars are not declared and, therefore, cannot be
completed in the classical sense of the end of wars and
military conflicts. This is a kind of permanent war of variable
intensity across multiple sectors, with cascading impacts and
synergistic destructive manifestations, in which the entire
population of the country and the international community
are to a certain extent consciously or unconsciously
involved. The impacts are felt on all spheres of life, on all
sectors of society and throughout the state. Thanks to the use
of innovative technologies, it became possible to shift
conflict from predominantly overt and forceful (kinetic)
means, to less obvious strategies focused on the structural
vulnerabilities of adversaries, including (importantly)
achieving cognitive advantage over them.
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The intensive development of innovative technologies
has resulted in new highly technological vulnerabilities in all
spheres of life activities of the countries. These effects make
it possible to take control and dominate over the basic
institutions of the country, as well as to succeed in
actualizing their interests through the unconventional and
cognitive EFFECTS.

The above cited has resulted in the emergence of a new
type of wars in which the main part is assigned to
unconventional and mostly asymmetric actions, whereas the
military intervention can either be absent or have a reserved
character. Such warfare [1, 2] was named “information and
cyber warfare (conflicts)”, and the threats realized in these
wars were characterized as hybrid ones [3].

Cyberspace proved the main theatre of asymmetric
actions [4]. It is promoted by the fact that cyberspace has an
extraterritorial, universal and global character; it is also ill-
adapted to national geographic borders, can serve as
socializing surrounding for people of nearly all ages and is
constantly expanding. The nature of cyberspace makes it
possible for its users to be mobile and act anonymously, and
for the source of message (electronic resource) to be reserved
or coded. Communication through cyberspace becomes
almost momentary. The information flows can be realized
through both the dialogue with mass audience, and the
possibility of ultimately individual communication. For the
time being cyberspace proves to be the most important
instrument of shaping the collective and individual
consciousness and the system of values [5]. Along with it the
impact itself can be efficient, creative, consolidating and at
the same time destructive [6].

The analysis of numerous references makes it possible to
ascertain that well-known approaches to detecting hybrid
effects and vulnerabilities in cyberspace can be focused on
somewhat reduced understanding of their nature [8-14].

In reality one can observe the totality of diversified
effects through cyberspace. The above results in the
formation of target-oriented effects for realizing the goal of
the entire complex of measures aimed at implementing
hybrid threats. Along with it, the ultimate goal can be
realized only on the basis of complementarity and
interaction, as well as on the basis of synergy of all planned
measures with respect to their cause and effect relationships.

Thus, it is pointed out [15] that in 60% of cases the
measures of cyber operations intersect with the measures of
electronic warfare, and in 80% — with the measures of signals
intelligence. Cyberspace is used for conducting
psychological operation and computer network operations,
etc.

Along with it, it is not a force impact on the enemy, but
the information, cybernetic and psychological impacts that
proves the basic means of realizing the objective. These
effects are focused on disabling the enemy, promoting the
prearranged narratives, controlling the cognitive sphere on
the emotional, moral, cultural and mental levels; forming the
system of stable stereotypes and the perception of reality in
their context; the critical elements of crisis situations in
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social, technical, socio and technical systems of different
origins prove the result of such effects.

Under the crisis situation (CS) one can understand the
totality of conditions and circumstances created by
implementing the information, psychological and cyber
threats  (terroristic, economic, military, diplomatic,
ideological, technological, etc.) which are focused on the
critical elements on the infrastructure of the state, society, its
leadership and security sector, technical and ergatic
components of management system (of the state, critical
objects, troops and weapons) which bring about the drastic
worsening of all indices of the functioning of objects and
entities, taken both separately and in totality, up to the
complete disturbance (failure) in the activities, including the
accompanying profound systems disturbances in the state
life activities.

The efficient counteraction to the crisis situations in
cyberspace can be obtained by means of the operative
detection, defense and active counteraction to the
information hazards of a hybrid origin in cyberspace.

That is why of primary importance is the early detection
of hybrid effects which create the prerequisites for the
emergence of crisis situations on the basis of analysis and
prognostication of short-term, middle-term and long-term
aftereffects from impacts revealed and effects displayed,
which in its turn requires the introduction into practice of
substantiated indicators and indices of the destructive
activity in cyberspace, the synthesis of methods, models and
algorithms of its integrated monitoring and the availability
of the corresponding specialized systems.

The shift away from the devastating actions to the ones
with mostly functional and structural impact on the
adversary has become possible due to the innovative
technologies. And the most important thing is reaching
cognitive advantage over the adversary. Studies have shown
that the cognitive confrontation has become the integral part
of contemporary and future wars and armed conflicts both
inter- and intrastate ones and between different geopolitical
and regional actors. The cognitive element plays an
exclusive role among factors that form and cause armed
conflict, influence on its course, results, intensity and
implications. That is why the contemporary wars and,
especially, the wars of the future are fought for the cognitive
sphere of the community (society, social groups, people, and
population) and for the control over the cognitive sphere.
The cognitive impacts can be deliberate and accidental,
comprehensive and multi-pronged, of general orientation or
targeted. They can be directed at the entire society or on its
part, or even on the individuals. They can also be focused on
short-term or long-term effects, immediately or after the
latent phase, with or without the variation of values, etc. In
the contemporary context the conflict participants seek to
gain control over the cognitive space, that covers the
perception, awareness, beliefs, understanding and values,
the intellectual environment of individuals, social groups
and society as a whole, where the decision-making process
takes place. That is why the main result of the successful
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cognitive impacts is the change of the model of the world
and how it is perceived by the individual, social groups and
by the entire society. It gives the possibility to take over and
to carry out the external control on the emotional, spiritual,
cultural, philosophical and mental levels with the creation of
persistent stereotypes that influence the perception of reality.
The particular problem in this context is the imposition and
promotion of the wrong scientific, state, military theories,
paradigms, concepts, strategies that can be effectively
implemented and promoted through the scientific and
educational institutions. To that end all available
opportunities of strategic communications are used, the
informational, psychological, cyber and other activities
(actions, operations, etc.) are conducted. These activities are
directed at the parties to a conflict, the population of
participating countries and the world community. The
specific feature of such activities is the fact that even if they
are conducted by the state actors in a planned and
coordinated manner (that is usually not the case) they take
place amidst the chaotic deliberate and accidental impacts of
all other actors. It transforms into the cyber-informational
and cognitive variant of the “war of all against all” (in the
cyber and informational space). Eventually, as it is shown in
the research, the objects of the cognitive actions are directed
at, can be not only induced into the cognitive resonance or
dissonance, but also get informationally and cognitively
injured, achieve the cognitive borders of perception
(inability to perceive the cognitive impacts safely), partial of
full cognitive disorientation and even to the cognitive
collapse with further transformation into the state of
cognitive aggression, depression, disappointment in
everything and apathy.

To date the forecast future destructive activity in a
cyberspace, that is characterized by diversity and
complexity, jointly with asymmetric ness of actions, result in
the origin of chain and synergetic destructive effects in
different, associate on a cyberspace, spheres influencing on
all aspects of everyday life and national security.

Nick Harvey, Minister of the Armed Forces of the United
Kingdom (2010-2012), in an interview with The Guardian
31.05.2011 stated: “Cyber weapons now an integral part of
Britain’s armor”. He also said: “Cyber operations will be part
of the battles of the future, which will be conducted in
parallel with more traditional naval, ground and air space
operations. Cyber weapons will become an integral part of
the state’s arsenal”.

To prevent, timely detect destructive cyber impacts,
assess risks and effectively counter cyber threats,
cybersecurity systems of various levels (or state,
departmental, object (especially for critical infrastructure),
strategic and tactical in the military sphere) are created in
which complex organizational and technical measures are
implemented.

At the same time, adequate and prompt response to the
challenges and threats associated with innovative
developments of software and hardware and methods of
cyber-social actions used for destructive actions in
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cyberspace and through cyberspace are of particular
importance.

To do this, cybersecurity systems must have adaptive
properties and the ability to transform and reorganize, in
accordance with changes in technologies, forms and methods
of destructive cyber actions.

This leads to the need for constant development of
methodological and technical solutions and tools, forms and
methods of combating cyber threats, as well as
organizational and technical measures to meet the challenges
and threats of the present and future [1-5].

Il. ORGANIZATIONAL MEASURES FOR STATE CYBER
SECURITY SUPPORT

In the modern conditions a considerable part of conflicts and
confrontations between the states and non-state actors are
shifting to the cyberspace.

Given the experience of hybrid conflicts and local wars,
in which there was confrontation in cyberspace, we can
identify the following main forms of cyber action:
cyberattacks, cyber actions, cyber operations and cyber
campaigns, among which a special place is occupied by
cyber operations.

Cyber operations as a specific type of confrontation can
be characterized by the following features:

e cyber operations take place in a cyberspace which is
real and can be considered as an area of confrontation
as any other type of space: cosmic, marine, air and
ground,;

e most cyber operations are asymmetric (for example, the
state with the small army is able to inflict serious losses
to the state which has considerably bigger armed
forces);

o the consequences of cyber operations in a cyberspace
have a direct or mediated effect on all spheres of life in
the state and the processes of globalization, which take
place in the world (economy, finances, weapon and
armament control system, industry, etc.);

e cyber operations affect the cognitive and emotional
processes in the society, adequacy of perception and
rightness of evaluation of the ongoing events, as well
as the quality of decisions made;

e cyber operations do not have the unique generally
accepted strategy and are characterized by the large
degree of vagueness in relation to tasks, place and time
of their lead through;

e it is quite difficult to recognize the targeted or
spontaneous cyber operations in real life;

o the conduct of cyber operations in a cyberspace needs
creation, implementation and support of the effective
system of cyber security. The key elements of such
system might be strength and capabilities of cyber
intelligence, which according to the areas of
responsibility are united under the auspices of a single
state interdepartmental coordinating body with the
involvement of public, business, educational and
scientific component, etc.;
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e cyber operations are limited by boundaries of
cyberspace and not by geographical borders or time;

e cyber operations unlike other types of military
operations are carried out by the opposing parties
discreetly and have a high degree of anonymity;

e asarule, itis difficult to analyze and detect the source
of cyber operations;

e cyber operations are based on methodology of
integrated application of all existing strength and
capabilities, support capabilities or any means related
to their use.

Successful achievement of cyber operation goals and
qualitative decisions in cybersecurity and cyber defense
domain, are directly connected to the fact that their actors are
aware of all spectrum of necessary and sufficient conditions
for their successful implementation. Consequently, during
the cyber operations their goals and tasks, forms and
methods of implementation can change and diversify.

Therefore, in order to provide effective cyber security
and cyber defense of the state, it is necessary to carry out the
following according to a single plan:

e to form and implement the state policy, conceptions,
strategies, programs on information security, cyber
security and cyber defense; to form and implement the
policy of the Ministry of Defense and the Armed Forces
in a cyberspace;

e to implement the measures on creation and
development of information and cyber systems and
resources in the Armed Forces;

e to coordinate the actions of information and cyber
security actors; to develop the standards of specialists
training on information security, cyber security and
cyber defense; to organize the co-operation and
implementation of measures (including the preparation
of the state to the cyber defense) with structural
subdivisions of other central executive institutions and
international partners on matters of cyber security and
cyber defense;

e to organize and maintain cooperation with the
computer emergency response team and computer
security incident response team (CERT/CSIRT); to
plan and coordinate the management of actors activity
in a cyberspace according to a single plan and to control
their actions; to monitor and analyze the cyber
incidents, destructive informative and cognitive actions
in a cyberspace; to detect the vulnerabilities of friendly
and enemy cyber systems through the cyberspace and
effectiveness of the cyber defense;

e toplan, organize and coordinate the intelligence (Cyber
Warfare Intelligence), defensive (Defensive Cyber
Warfare) and offensive (Offensive Cyber Warfare)
operations in a cyberspace (Cyberspace Operation) and
cyber operations (Cyber Operation); to organize and
co-ordinate the cybernetic, electronic, network,
informative, cognitive and psychological operations in
a cyberspace (including social networks).
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It should be also mentioned that the profile structure can
unite all existing units that are involved in resolving the
issues of the cyber defense in a single system for their
effective actions under a unified leadership and, with a single
design and plan. The absence of profile structure constrains
the national system formation for ensuring cyber security in
the defense sector.

Global experience shows for the troops the only way to
fulfill the tasks effectively and to make full use of armaments
is bringing them together into a single structure (according
to the area they operate or to the armaments and equipment
they use) with the rational command and control system from
the strategic to the tactical levels. As an example — the
development of aviation and the wide-spread proliferation of
tanks and air-defence systems in the beginning of the 21st
century raised an issue of establishing appropriate
institutions and their governing bodies. It is known that
before these systems rational command and control systems
were created the effectiveness of forces and resources
application had been extremely low.

According to this principle the Cyber Command that was
finally formed in 2009, included the structures that are
responsible for: operations in the computers, networks,
electromagnetic spectrum of radiation, information and
psychological operations, organization of the technological
types of intelligence, provide the communication and the
cryptology protection of the information, take part in the
deception operations.

The basic trend of its creation was the integration of
different directions of activity that are related to the
cyberspace (and the relevant subdivisions) into the single
structure. This structure is in charge of the cyber defense
according to the goal, tasks, appropriate forms and methods
of security in the military sphere.

Thus, in the USA in the “National Defense Authorization
Act” for 2018 for the US Ministry of Defense the task is set
to centralize the command and control system of all the
forces and capabilities, that are related to the cyber defense,
active measures in the cyberspace and other operations in the
computers’ network, electromagnetic spectrum of radiation,
information and psychological operations, the technological
types of intelligence, etc. Following this typical structure the
Cyber and Information Space Command was established in
2016 in Germany. New Command has the status of the
separate armed force that includes the joint units and
subdivisions of SIGINT, EW, information and psychological
operations,  information and  technical  support
(communication), etc. Nowadays the cyber commands are
similarly established in many countries of the world as well
as the NATO cyber command. In Ukraine this issue is being
addressed now. According to the existing legislation the
preparation of the country to repel aggression in cyberspace
(cyber defense) is one of the main tasks that are set forth for
the Ministry of Defense and the Armed Forces of Ukraine.
Different structural subdivisions on the different levels of
command are responsible for the fulfillment of the cyber
defense tasks that are combined by their content and area.
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After the adoption of the Law of Ukraine on the main
principles of the cyber security in Ukraine in October 2017
the new task was set forth for the Ministry of Defense and
the General Staff of Ukraine as to the measures to provide
the cyber defense of critical information infrastructure in a
state of emergency and in the case of martial law.

The above-mentioned requires the creation of the cyber
defense system that will provide the coordinated
management of all its components. This system needs the
appropriate governing body that from the point of view of
the structure, tasks and functions is similar to the
corresponding governing bodies of NATO member-
countries. This body is intended for the realization of the
unified policy and the strategy of actions of the Defense
Ministry and the Armed Forces of Ukraine in information
and cyber space; organization and coordination of measures
as for the cyber space and the protection of state’s critical
information infrastructure; control of the cyber defense
forces under the crisis situations, the specific period and in
the case of martial law.

This body that deals with the information and cyber
defense security should solve the following tasks:

e participation in the formational and implementation of
the state policy in the cyber defense sphere;

o the formation and the implementation of the policy of
the Ministry of Defense and Armed Forces of Ukraine
as for the actions in the cyberspace;

e the participation in taking measures as for the creation
and development of the information systems and
resources in the Armed Forces of Ukraine;

e the coordination of actions of the cyber security
subjects of the Ministry of Defense and the Armed
Forces of Ukraine;

e participation in the development of the training
standards and the cyber security specialists preparation
that are contracted by the state;

e the organization of cooperation and conducting the
activities (including as for the preparation of the
country to the cyber defense) with the structural
subdivisions of other central bodies of executive power
and with international partners on the cyber defense
issues;

e the support of the interaction with computer’s incidents
response teams (CERT/CSIRT) of other governing
bodies;

¢ planning and arranged management of subjects activity
in the cyber space based on single idea and plan. The
control and coordination of their actions;

e monitoring and analyses of the cyber incidents and the
effectiveness of cyber security system activity, finding
out the vulnerabilities in own and adversary’s cyber
systems.

To that end the following departments in the information
and cyber security governing body should exist: the
cyberspace monitoring; the cyberspace protection; active
measures in the cyberspace and cyber operations.
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The set of organizational measures to ensure
cybersecurity at the state level should take into account the
improvement  and development  of  legislation,
standardization and certification, educational, scientific and
industrial  activities, public-private  partnerships in
information and cybersecurity, as well as their
comprehensive and rational resource provision.

It is necessary to determine the set of critical
infrastructure facilities, cyber threats to these facilities and
the risks of their implementation, as well as to take measures
to improve the forms, methods and techniques of their timely
detection, prevention, counteraction and neutralization.

The main issues are the training of specialists and
scientific support, without which all other issues cannot be
solved rationally.

Analysis of the training of cybersecurity specialists for
the state economy and the security and defense sector of
Ukraine showed problems in the organization and
implementation of training and its quality, as well as the lack
of a common methodology, standardization and unification
of basic aspects of training.

The reason for the low quality of education on
cybersecurity is often insufficient capacity (financial,
technical, methodological, personnel, etc.) of educational
institutions to train specialists in this specialty and conduct
research, duplication of structures with related areas and
objectives, irrational waste of financial, logistical and human
resources.

In the security and defense sector, the issue of
concentration of specialists, resources, and all efforts in a
single dedicated specialized educational and scientific
institution in high-tech defense areas, which are united by
their attitude to cyberspace, information, cybersecurity and
cyber defense is also unresolved. As a result, organizations
face the problem of insufficient staffing, in the absence of a
systematic approach to training for this area.

It is established that in order to increase the efficiency
and quality of training of cybersecurity specialists there is a
need to develop and improve the existing training system,
guidelines, methodological support for training, elimination
of differences in views on goals, objectives and content of
training in general. Moreover, the provision of
standardization and the creation of a rational system of
education, scientific and scientific and technical activities in
this area will ensure the proper quality of research and
training of cybersecurity professionals.

I1l. TECHNICAL MEASURES FOR STATE CYBER
SECURITY SUPPORT
Technical measures to ensure cybersecurity at the state level,
as research has shown, should include addressing the issues
of timely provision of all government agencies and structures
with modern hardware and licensed software products, the
availability of comprehensive information security systems,
hardware and software to detect malware, fix and
identification of cyber incidents.

Existing cyber polygons should be integrated into a
single system, with the possibility of their use, both for
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research and training with the integration of modeling bases.
Establishment of a system of constant automatic control of
the national segment of cyberspace, both its technical and
socio-technical components, development and
implementation of new approaches and tools for finding and
identifying vulnerabilities in information and cyber
infrastructure with continuous software improvement and
implementation, for this purpose, machine learning and
artificial intelligence products.

At the same time, technical means must provide
permanent  collection,  processing,  generalization,
systematization and analysis of information about
destructive activity in cyberspace, sources of threats,
forecasting the situation, protection of social Internet
services (video services, GeoServices, etc.).

A special danger, as studies have shown, is the
occurrence of chain effects during cyberattacks on various
objects and resources.

Destructive impacts are usually accompanied by chain
effects and synergetic consequences in all spheres of
everyday life. It provokes systematic destabilization of all
spheres of everyday life of the population and the state as
whole, which are the object for aggression.

After the attack on the Ukrainian power grid, American
officials from the Department of Energy, the Department of
Homeland Security, the FBI, and the North American
Electric Reliability Corporation stepped up their activities,
recognizing the need to use this situation to understand the
tactics and practice of the aggressors, forecasting the types
of future cyber attacks, and developing effective protection
measures against them [14]. Collaboration with Ukraine on
countering these threats is also considered a critical element
of the United States cyber defense.

In modern conditions, the cyber impact on objects of
influence is usually accompanied by chain effects that
propagate a destructive wave on interacting objects and
systems. It is often carried out using strategies and
technologies of dispersed-focused actions.

The issue of identifying and resisting the complex
dispersed-focused information-cyber impacts with chain
effects on various spheres of activity of the state and society
at this time is vital and crucial for ensuring the national
security of any state.

The chain effect can be explained by the appearance of
great number of negative consequences as a result of cyber
impact on other spheres and objects related to the target
object of the cyber attack. It gives birth to second waves of
destructive effects, which provoke even more systematic
destructive consequences of the cyber impact.

Analysis of cyber attacks on Ukraine showed the main
components of every cyber attack: goal, content,
organization, strategy, tactics of realization, main and chain
effects, its results and consequences.

Cybercrime actions can be carried out sequentially,
simultaneously and sequentially, in parallel, using methods
of organization of dispersed-focused actions. Dispersed-
focused actions involve cyber impacts on the most
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vulnerable elements (objects) of the infrastructure. A set of
simultaneous and (or) sequential cyber impacts provides
synergetic effect on unpredictable places (elements, systems,
spheres), which may not be closely related to target object of
cyber attack, but will be influenced due to dispersed cyber
impact. This method works on design of hybrid cyber attacks
with chain effects. It disperses a destructive wave on
interrelated objects and systems, having a negative cyber
impact on several spheres at once. Cyber impacts can be
implemented synchronously/ asynchronously, complex,
simultaneously or sequentially. But at the same time, the
damage to the objects of influence is systematically
destructive and most effective, according to the criterion
“efficiency-time-cost”. A combination of research and
combat analyses indicates that cyber-related actions and
information warfare are increasing in both scope and
importance for war fighters. In this context, hybrid warfare
and its use of cyber assets is one of the most important factors
for understanding the future arc of conflict. Combat actions
in llovaysk and Debalcevo in Ukraine were preceded by a
significant burst of activity in information space. Negative
information on key authorities of Armed Forces of Ukraine
and government representatives was spread widely (usually
outbursts of negative information in the Internet preceded the
start of new combat campaign) [17]. A common tactic
identified by Duggan as cyber aggression, coupled with
disinformation from proxies and false fronts on the internet
[21].

Information and psychological operations (actions) of the
enemy in cyber space require the use of different Internet
resources. The content analysis and modeling in Infostream
system concerning actions in Debalcevo in February 2015
illustrate the amplitude fluctuations of quantity critical to the
spread messages [17].

Media analysis has demonstrated the significant
consequences that can result from the mass usage of
widespread, negative social political information campaigns.
First, cyber aggression against key figures in government is
expected to encourage the widening range of negative
information streams in order to aggravate existing civil
mistrust and anti-government behavior. When it is extended
into social media, the spread of false and malicious
information encourages behavior and beliefs that would
normally be kept in check by existing social mores and civic
expectations. Even if information does not create a conscious
change in beliefs, it can impact the interpretation of future
information by providing effective anchoring and priming
media [18]. This can aid a domestic aggressor wishing to
influence the course of the conflict in order to weaken
support for the target government. In some cases, such
information warfare can take the place of kinetic operations,
undermining defensive campaigns before they even need to
begin.

Cyber aggression often conceals its actors and motives,
shrouded by technological methods that can mask their
manipulative goals. The methods of concealment include
anonymous claims to authority, news items manipulated
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with half-truths, repetition of messages, information
overload, cyber-pseudo operations (government posing as
insurgents), sock-puppeting (government agents playing the
role of online commentators), and astro-turfing (creating of
false grassroots movements).

The use of cyber assets has been a form of force
projection that helps initiate crises far ahead of and beyond
the front lines, creating forms of more complex crises that
affect energy infrastructure, banking systems, and political
leadership, not solely armed forces fighting on the front
lines. Again, the extension of traditional military conflict is
not a new strategy, but new technologies have been able to
provide both the means and vulnerabilities to allow such
operations at a scale not often witnessed before, and with a
smaller investment in resources on the part of the aggressor.

Studies and research have shown that with the current
and ever-increasing intensity of cognitive effects on society
in cyberspace and through cyberspace, it is necessary to
ensure their timely detection and rapid response to them.

It is expedient to solve this task comprehensively at the
international, state, regional and local levels by creating a
coordinated functioning, with the exchange of necessary
information, a network of centers for counteracting
information and cyberattacks.

The software and hardware of such centers, united in a
single network, should provide monitoring and detection of
destructive effects, analysis of their features, features and
mechanisms of implementation. They should identify the
sources and options for the distribution of dangerous content,
the relationship during the operation (action) between the
various Internet resources to determine the purpose of action
and possible outcomes.

According to the results of research and practical
experience, active information counteraction to destructive
information influences is achieved through:

e timely detection of dangerous information and
misinformation of their primary sources and causes of
spread, assessment of their tone and content, analysis
of the nature, content, direction, mechanisms and
means of information and psychological operations;

e study, accumulation, systematization and analysis of
information on the mechanisms and means of
information and psychological actions and operations;

e placing on corresponding to the required target
audience resources and in the places of their interests
of reliable content on the set informative occasion;

e advising of proprietors of resources about
impermissibility of distribution of unverified and
unconfirmed information;

e blocking sources of dangerous information and
misinformation.

IV. THE SYNTHESIS OF THE SYSTEM OF EARLY
DETECTION OF INFORMATION HYBRID EFFECTS IN
CYBERSPACE

The report highlights the results of the investigations into
(of) the following problems:
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e what (which) resources of electronic mass media,
blogosphere, social networks must be employed for
revealing the information effects through cyberspace;

¢ what information flows can promote hybrid threats and
result in the crisis situation;

o the possibility of detecting real threat;

e necessary means and algorithms of revealing the
effects;

e necessary functional elements for creating the integral
system of detecting hybrid effects;

e what formations are able to implement the system of
early detection of information hybrid effects.

The report shows that the hybrid effects can be described
by a set of qualitative a and quantitative r indices:

Gi:{Aji,Rﬂ}, where i=11, j=1,_J, f=1F.

The indices and indicators are used for simulation and further
identification of hybrid threat.

The essential ability of detecting threats within the
admissible time, the complexity of identification algorithms
is determined by the level of the threat reserved character.

The reserved character of the hybrid effects can be
evaluated through the probability of detecting its indications.

Py =l_ﬁ[[1—l£[(1— P, )J (1)

i=1 q=1

m
where qu = N_dl — the predictability of determining the

g-stage of the effects realization (M, — the quantity of cases

of g-stage detection, | — the quantity of interactions of g-stage
of cyber threat in every N attempt of its realization); K — the
quantity of the realization stages.

Resource is the information source (IS) which is
described by a set of pairs (data card):

Ik'E — the information abilities of the resource;

TX — the resource technical
ID, = {1/°,, T, }, where i =1,Q .

ks i?

The system of early detection of hybrid threats and

effects on the basis of analyzing the information activity in

cyber space proves most effective when including the
following subsystems:

o the analysis of cyberspace and its components;

o the analysis and support of current databases of cyber
incidents and threats;

e the activities and research of domain activities in
cyberspace;

o the analysis of activities in the blogosphere, social
networks and electronic mass media;

e the detection and analysis of technologies of cyber
effect on control systems, network (physical and
logical) topology, hardware and software services and
data center support services (the information center);

characteristics:
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e the detection and analysis of the technologies of the
information effects on data center (information center)
operators by means of cyberspace;

e detection and analysis of the technologies of the
information and cyber effects on the critical elements
of the infrastructure, subjects and objects of defense
and security sector authorities of the state, society and
personality under the conditions of hybrid conflicts of
various intensity;

e the content analysis. Detection of content, which itself
or in combination with other influences leads to the
formation of destructive narratives and cognitive
dissonance;

e the modeling of measures and means of cyber defense
of wire and wireless networks of the data center
(information center);

e the modeling of measures and means of cyber defense
of the system of control, network (physical and logical)
topology, software and hardware services and data
center (information center) support services;

o the technologies of the information security of the data
center (information center) operators through
cyberspace;

e the technology of cryptoanalysis and cryptographic
security modeling;

e the modeling of measures, means and technologies of
protection from the information and cyber effects of
critical elements of the components of the
infrastructure, subject and objects of the defense and
security sector authorities of the state, society and
personality under the conditions of hybrid conflicts of
various intensity;

¢ the modeling and simulation of actions in cyberspace,
organization of exercises (training) in cyber security
and cyber defense;

e the modeling of cyber-attacks on the cryptosystems of
the data center (information center);

e the modeling of socio-technical cyber-attacks through
cyber defense on the data-center (information center)
operators, subjects and objects of defense and security
sector authorities of the state, society and personality
under the conditions of hybrid conflicts of various
intensity;

e the testing of data center services for cyber security.

Functional blocks and their interrelations are shown in
Fig. 1.

The block of The block of The block
monitoring || detectionand | | modeling and
subsystem analysis testing

‘ The control block ‘

Figure 1. Functional blocks of the system.

According to the outline formed the efficiency of the
system determines the totality of particle criteria of its
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subsystems. In the traditional case the system which is being
synthesized must meet the following requirements: ensuring

the minimum time t, which is determined for eliminating

CS; possessing a high authenticity level of solutions D
which are formulated for eliminating CS; providing for the
best information excessiveness IN5 for taking solutions

aimed at eliminating CS. Thus, the list of criteria
requirements for implementing the structural synthesis of the
system of early detection of information hybrid effects can
be presented as follows:

t, > min,t, <t ,
D, - max,D, > D (2)

spor !
IN, = max, IN,,, <IN, <IN, .

smin

The criteria requirements prove contradictory. Ensuring
the highest level of authenticity requires the increase in the
number of monitoring sources. This in its turn provides for
the increase in time spent on implementing the process of
monitoring and information analysis.

The subsystems cited above are realized on the basis of
automated working places (AWP) as a universal functional
unit.

The efficient measures aimed at detecting hybrid
activities, localizing and eliminating specific situations with
the use of the cluster-oriented approach require the
situational structural and parametric synthesis of the
integrated distributed information system of control and
situation control of its structure and parameters. The above
provides for temporal, structural and functional distribution
of tasks related to the processing and analysis of intensive
and dense information flows under considerable content
dynamics for detecting destructive elements and effects
which can result in the emergence of critical situations of
various origins.

The technique of the structural and parametric synthesis
covers the following stages:

1) Forming the segment of initial data (CS, AWP, IS data
cards) in accordance with the information of data base and
knowledge base formed a priori.

2) Determining the optimal quantitative composition of
AWP subsystems and appropriate IS with the use of
optimization models [19].

3) Synthesizing the structure of the system of detecting
the information hybrid effects in accordance with [20].

4) Assessing the efficiency of the results of AWP
subsystems configuration/

5) In case of changes observed in the current situation the
repetition of points 1-4 is implemented.

The efficient detection and prevention of destructive
information and psychological activities of the enemy in
cyberspace with the aim of counteracting them operationally
stipulate the necessity of creating situational centers whose
composition, structure and construction architecture have to
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include standard and variable sets of specialized AWP with
the above cited functions which can be united on the national
and international levels in specialized network formations
which are created with respect to cluster aggregation
principle. They must provide for monitoring and detecting
destructive activities and their indicators, mechanisms
(strategies, tactics, techniques, forms and methods) of
realization.

The measures aimed at neutralizing the destructive
information and cyber effects and their sources through
cyberspace on the cognitive space can be as follows:

e giving advance notice to web-site owners (if known)
about the impossibility of spreading fake or
unauthentic, unchecked information, thus
recommending them to delete it in case of its hazardous
effects on the subjects and objects of national security
(personality, society, state);

e blocking web-resources and deleting the content on
condition that the web-site owner or moderator cannot
be identified and the content itself really poses threat to
the subject of object of national security [21].

To ensure the functioning of the system elements which
are coordinated in space and synchronized in time the
process of the situational structural and parametric synthesis
of complex distributive system and the situational control
over its structure (Fig.2) and parameters must be
implemented.

The situational centre
The control subsystem
| AWP 2 | ) AWP n

|AWP 1 | B

[ I

Situational Centre 2 Situational Centres Q
switch I‘i

The subsystems of detection and analysis

AWP 1 AWP 1
O C.. C .
i i

The subsystems .
of detection and analysis

I he subsystem
of monitoring

AWP 1 AWP 1 AWP 1
L

— ... L.

| |
1] A

1 1

1
! !
Cyberspace

Fig. 2. The structure of situational centre.

V. CONCLUSIONS

Ensuring national security and defense in modern conditions
and in the future requires an effective national cybersecurity
system.

40

The basis for the formation of a national cybersecurity
system is a comprehensive and systematic approach to the
availability and effective implementation of all necessary
organizational and technical measures to ensure
cybersecurity.

The report considers the crisis situations which emerge
as a result of the information and cyber activities of a hybrid
character. It also highlights the indices and indicators of the
information hybrid effects through cyberspace.

On the basis of analyzing the information activity in
cyberspace the author proposes a theoretically substantiated
and experimentally proved composition related to the system
of early detection of the information hybrid effects.

It is shown that the localization and elimination of a
specific critical situation require the situational structural and
parametric synthesis of the complex distributive information
system of management and situational control. The
situational center proves to be its basic element.

The report also dwells on the functions, standard and
variable sets of software and hardware complexes of
specialized automated working places.

The practical application of software and hardware
complexes for the automated realization of the process of
monitoring, the analysis of activity in cyberspace prove the
possibility of ensuring early detection of information hybrid
threats and effects.
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