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 ABSTRACT The Internet of Things (IoT) has become the fundamental infrastructure of many intelligent 
applications, such as smart homes. IoT applications store distributes various information, including user authentication 
information, over a public channel that exposes it to security threats and attacks. Therefore, this study intends to protect 
authentication data communication through a decentralised multi-factor user authentication scheme for secure IoT 
applications (DMUAS-IoT). The scheme is secure and enables efficient user registration, login and authentication, and 
the user profile updating process where legitimate users can access the IoT system resources. DMUAS-IoT adopted 
PRESENT for face image encryption and elliptic curve cryptography for data exchange. The scheme security was 
verified using ProVerif and AVISPA, and mutual authentication was checked with BAN-Logic. The results show that 
the scheme is secure against man-in-the-middle and impersonation attacks, provides mutual authentication and has a 
low computation cost. Hence, the outcomes of this study could help secure user authentication data from attacks on 
applications involved with IoT and resource constraint environments. 
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I. INTRODUCTION 
The advancement in information technology and the Internet 
has catalysed the development of the Internet of Things (IoT) 
and its systems. Like other digital systems, user authentication 
is necessary for accessing and controlling various IoT systems, 
including smart homes. Most IoT systems comprise resource-
limited devices and sensors, which challenges the type of 
encryption and protocol they adopt. IoT applications 
communicate within the network and external environments 
such as cloud servers where the entire system is accessible 
remotely using smartphones and desktop computers through an 
open channel such as Bluetooth, wireless network, and radio 
wave. Figure 1 visualises an example of an application of IoT 
in smart home systems. The sensors and devices in a smart 
home system are limited in communication power, 
computational power, and security [1]. Due to the impact of 
IoT, smart home systems are ranked as one of the fast-growing 
IoT applications in which they enable any device to 
communicate with each other and have the ability for seamless 
network establishment [2].  
 

 

Figure 1. An example of a smart home system. 

IoT device communication is provided through a 
combination of other technologies, like wireless sensor 
networks, Bluetooth, radio-frequency identification, cloud 
services, and machine-to-machine interfaces [3]. User 
authentication is an important aspect of IoT applications due to 
the transfer and data communication. The amount of data 
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transmitted through the open channel of the IoT systems for 
communication makes it necessary for user authentication to 
combat attacks like impersonation and man-in-the-middle [4]. 
However, resource limitations of IoT devices have made 
preventing attacks one of the significant challenges, which has 
affected the type of security, encryption methods, and user 
authentication measures applied to this technology. Therefore, 
many researchers proposed a lightweight authentication 
scheme [5]. A lightweight authentication scheme embeds more 
suitable encryption algorithms to secure the user authentication 
information while maintaining low computation cost, 
communication cost, and memory usage.  

Many researchers have designed different authentication 
schemes [1, 6–13] and methods which comprise different 
symmetric algorithms such as the Tiny Encryption Algorithm, 
Advanced Encryption Standard, PRESENT, and 
Hummingbird, to name a few [14, 15–17]. These studies 
proved that many of the implemented authentication schemes 
have a pitfall in computation cost and security.  

A. RESEARCH CONTRIBUTION 
The contributions of this study are: 
1. The design of a decentralised multi-factor user 

authentication scheme for IoT systems called DMUAS-
IoT. The scheme uses PRESENT encryption for face 
image template encryption. 

2. A formal security analysis of DMUAS-IoT was 
conducted using ProVerif and the evidence of the scheme 
mutual authentication and correctness using BAN-logic. 
Further, the DMUAS-IoT scheme was tested using 
AVISPA.  

3. The performance of DMUAS-IoT was determined 
through a comparison of the scheme and other similar 
authentication schemes. 

B. RELATED WORKS 
This study focuses on developing an authentication scheme for 
IoT systems that consists of communication operations 
executed between operational entities. An authentication 
scheme principal activity is to authorise the system functional 
entities and unauthorised illegitimate entities. Additionally, the 
scheme designed for authorising the IoT systems requires 
protection against replay, man-in-the-middle, and 
impersonation attacks, to mention a few. A good authentication 
scheme should be able to provide a mutual authentication that 
is a necessary feature for IoT systems [18-20]. Furthermore, the 
resource constraint in IoT devices made designing 
authentication schemes more challenging, as cryptographic 
protocol requires the utilisation of resources such as power, 
memory cost, and communication cost. Due to the device 
limitations, many IoT systems were implemented and designed 
with a one-hash function, which is weak to security, as the 
inversion is hard to realise [21–23]. 

An authentication scheme specifies the authentication 
method, the protocol, the process for user authentication, and 
algorithms verifying the users’ identity to access resources 
from a computer system [24]. The authentication scheme is one 
of the critical security mechanisms, as it provides and protects 
user authentication information from being hacked or revealed 

[9, 25]. Studies on authentication schemes have been around 
for a long time and they address the needs of various types of 
computer systems. For example, a password is the most widely 
used and straightforward method for user authentication in a 
distributed computer system environment [26, 27]. However, 
the technique is vulnerable to attack and easily fooled [28]. 
Therefore, a standalone authentication method is insufficient to 
provide secure user authentication. Chang et al. [29] proposed 
an authentication scheme incorporating Hypertext Transfer 
Protocol cookies and public-key cryptography using the elliptic 
curve cryptography (ECC) algorithm for embedded devices 
and servers on the cloud. However, the scheme lacks mutual 
authentication [30].  

Gope et al. [31] employed an RFID tag with a hash function 
for encryption. The scheme has potential performance; 
however, RFID tags for authenticating IoT devices expose it to 
cloning attacks [32]. Next, Wazid et al. [33] proposed a 
lightweight authentication scheme for a cloud-based IoT 
system that allows authenticated users to access the IoT sensor 
data remotely using a bitwise exclusive-OR (XOR) operations 
and one-way hash function. The performance analysis shows 
that the scheme offers low communication and computation 
overheads but a weak security measure. Finally, using ECC, 
Kumari et al. [34] enhanced the key exchange mechanism for 
authenticating devices in the IoT environment. It addressed 
offline password guessing and obtained a lightweight mutual 
authentication and session key agreement. 

Jeong et al. [35, 23] applied a one-way hash function 
operation to a one-time password-based user authentication 
scheme using smart cards. The scheme has no mutual 
authentication of the gateway networks, smart devices, and 
users. Furthermore, the scheme does not protect against a stolen 
smart card attack and the possibility of extracting user 
authentication information from the smart card. Vaidya et al. 
[36] designed a password-based remote user authentication 
scheme using a hash-chaining and hashed one-time password. 
Like Jeong et al. [35], it does not have a mutual authentication 
of the user and gateway network. An analysis by Kim [37] was 
carried out on the [36] scheme, which identified the 
vulnerability of password guessing attacks and the loss of a 
smart card [37]. The scheme failed to provide security against 
privileged-insider, user impersonation, and password guessing 
attacks [37].  

II. SYSTEMS MODEL 
This section describes the network and threat models of 
DMUAS-IoT. Table 1 shows the description of the notation 
used in the scheme. 

Table 1. The notation 

Symbols Description 
U The user of the system 
IDU The unique identity to identify the user U 
SA The system administrator that sets up the system 
UD The user U’s device UD such as a smartphone and 

computer tablet with a device with an Internet browser 
IDUD The unique identity of user device UD 
E The email E the user U receives the email link EL 
EL A URL sent through user U’s email 
Fi The facial image captured by the camera in the user 

device UD 
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IMf The features of face image Fi of user U 
Ft The template derived from image features IMf  
S The Raspberry PI server is located within an IoT network 

that stores the face template Ft and faces image Fi 
IDS The unique identity of the PI Server S 
RN The random number RN used by secret key SK 
SK A randomly generated key by the PI server used for 

encrypting face template Ft 
P(.) The symmetric encryption algorithm for encrypting the 

face template Ft 
EFt An encrypted face template Ft using Present algorithm 

P(.) and secret key SK 
R The request or response is issued when an entity requests 

or responds to a resource or a process 
CS The cloud server is a private remote server that stores user 

authentication credentials, and data of an IoT network 
IDCS The unique identity of the cloud server CS 
T A timestamp is the time data generated by cloud server 

CS or PI server S embedded in a request or response R 
and authenticated email link Ael 

Li The Li is a variable that uses the hash function to combine 
IDU and Eft, then store it in the database D 

WL The weblink to access the authentication system 
D The database D, where user u information and 

authentication information are stored 
|| An operator used for combining two operations or 

variables 
CC The communication link between two entities 
SKCSS The shared key between cloud server CS and PI server S  
SKUDCS The shared key between the user device UD and cloud 

server CS 
h(.) The one-way hash function h(.) takes input information 

and restructures it to a fixed-size element 
⊕ The XOR is an operation that takes two operands and 

returns true if the data are different 

A.  NETWORK MODEL 
DMUAS-IoT comprises six main entities: system administrator 
SA, cloud server CS, PI server PI, user U, user device UD, and 
IoT sensor Sj. This system is divided into fields consisting of 
PI and Sj. The cloud server enables the U to access the system; 
Figure 2 illustrates the network model. A user U needs to access 
the system requiring authentication and resource usage. In such 
a case, the user device UD and the PI need to authenticate each 
other mutually, and this requires a few mutual authentication 
steps (1) between 𝑈D and CS, (2) between CS and PI, and (3) 
between 𝑈D and PI. UD and PI establish a fresh session key 
for future secure communication. The communication between 
UD and PI is carried out via CS, which is accessible over the 
Internet.  

The SA, the key player in the proposed model, creates U 
credentials using the U email and device ID. These credentials 
are considered secured and transmitted to the U over a secure 
channel. The created credentials by SA are stored in CS, and a 
section ID is created in PI for each U credential for user face 
image and email id identification. The U signs up into the 
system through a secure channel using a face image and the 
credential created by SA. The CS assigns the face image to the 
section ID created for the U, and the PI creates a face image 
template in which PRESENT encryption is applied and used 
for authentication. Figure 3 illustrates the DMUAS-IoT 
authentication framework.  

 
Figure 2. Network model of DMUAS-IoT. 

 
Figure 3. DMUAS-IoT authentication framework. 

B. THREAT MODEL 
DMUAS-IoT employed the Dovel-Yao threat model [38], 
assuming that PI and IoT sensors are not trusted as they operate 
in an insecure open communication channel. Based on the 
model, the adversary can eavesdrop and intercept the message 
and information communicated over the insecure channel to 
execute an active attack. Moreover, the adversary with physical 
access to the PI can retrieve sensitive information stored in 
them. 

III. THE PROPOSED SCHEME 
The centralised approach to user authentication protocol is a 
major challenge leading to security issues and computation 
costs in the IoT environment. Furthermore, the centralized 
control of the scheme makes the scheme vulnerable, with high 
computation costs despite the cryptographic algorithm adopted.  

A.  SETUP PHASE 
In this phase, the system administrator SA establishes 
communication between cloud server CS, user device UD, and 
PI server S. Figure 4 illustrates the setup phase of this scheme. 

Step S1: SA activates CS and S in a secure CC and chooses 
a secret key SK. 

PI serverCloud server

System administrator
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IoT sensor

User and User device
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Secure Access
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Step S2: SA assigns identity IDX to (CS, S) in a secure CC 
and computes the secret key SKCS-S = h (IDX || SK) for (CS,  S). 

Step S3: SA issues a communication signal to CS from S in 
a secure CC  with a secret key SK, which randomly generates 
a random number RN, shared between CS and S. S stores <IDX, 
SKCS-S, RN>. 

 

 

Figure 4. Setup phase. 

B.  REGISTRATION PHASE 
This phase allows users to register once in the system and 
access the authentication system if an authorised user U 
initialises a registration request. Figure 5 illustrates the 
registration phase 

Step R1: SA creates a user U profile with email and IDUD 
in a secure CC and stores it in CS, where IDU= h (email || 
IDUD). 

Step R2: U enters the selected IDU on UD, and registration 
request R is sent to CS through secure communication channel 
CC, and CS checks, if entered IDU, is in database D and 
responds R with KCS-UD = h (IDUD ⊕ IDCS), if it is not in 
database, CS rejects the registration request.  

Step R3: CS verifies IDU in the database, and EL sends to 
UD email E with timestamp T (3 minutes), U verifies within 
allowed TEL, else reject if click EL > TEL, and registration is 
cancelled.  

Step R4: UD captures U Fi (3 times) and the Fi is stored in 
S through CS. Then S computes Ft = IMf (Fi), EFt= P(Ft ⊕ 
SK), Li=h(IDU || EFt). Then S stores <Ft, EFt, Li>, and 
registration is successful. 

 

Figure 5. Registration phase. 

 

C.  AUTHENTICATION AND LOGIN PHASE 
This phase is initiated when registered U needs access to the 
system. Figure 6 illustrates the authentication and login phase 
of the proposed scheme. 

Step A1: The U initiates the authentication system by 
entering the web link WL in UD, which sends a request R to 
CS, R1=h (IDUD || R) ⊕ KUDCS, and CS responds R to UD, 
R2 =h (IDCS || R) ⊕ KUDCS. CS and UD established a 
connection and exchanged key KUDCS through a secure CC, and 
CS requested IDU through the web link in UD.  

Step A2: U enters the IDU, CS decrypts R to obtain < E, ID, 
SK> and verifies whether IDU matches the value stored. If the 
two values do not match, then CS rejects the request; otherwise, 
CS responds R and computes SKS-UD = h(IDUD ⊕IDCS). 
Then, UD captures U face image, and S computes Ft* = IMf 
(Fi), EFt* = P(Ft ⊕ SK), Li* = h(IDU || EFt) and checks 
whether Ft* = Ft, EFt* = EFt and Li* = Li. If EFt* ≠ EFt and 
Li* ≠ Li, CS denies access; otherwise, login process continues, 
S computes Li* = h (IDU || EFt), and if Li* = Li, 

Step A3: The S generates a random number of RN and 
timestamp T, computes EL* = E ⊕ h (IDU || UD), T = h (Li* 
|| RN) ⊕SK and CS sends EL*, T to U email E. U verifies EL* 
within allowed T, else reject, otherwise access is granted 
through a secure communication channel CC. 
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Figure 6. Authentication and Login Phase. 

D.  USER PROFILE RECOVERY  
This phase occurs when registered U changes a new device and 
regains access to the existing profile through a secure CC. 
Figure 7 shows the user profile recovery steps for the proposed 
scheme. 

Step P1: U sends request R to access the authentication 
system through a new UD1. 

Step P2: CS detects request R from a new 
UD1/unregistered/unauthenticated UD1, and CS requests the 
U respond R by providing IDU. 

Step P3: CS matches the provided IDU with the existing 
IDU in the database; if entered IDU = existing IDU, CS sends 
EL verification R with a T. Verification is rated valid if respond 
R email link verified time = T, invalid if time ≠ T and session 
terminates. 

Step P4: CS receives the verified message, CS unregisters 
the existing UD, and CS sends communication request R 
through a secure CC to the new UD1 and establishes a 
connection with SK1

UDCS assigning a new IDUD1. 
Step P5: The new UD1 computes K1

UDCS = H1(IDUD1 ⊕ 
SKUDCS1), and verification between CS and new UD1 
communication is established. 

Step P6: CS terminates the connection to new UD1 and CS 
requests U Fi1, and if captured U Fi1= stored Fi, S sends a 
confirmation to CS, and CS issues an email authentication link 
with a T. Once verification occurs within the T, the system 
authenticates U if provided Fi1 ≠ stored Fi, and email 

authentication link verification is not within the T, the system 
terminates the session. 

 

Figure 7. User profile recovery. 

IV. SECURITY ANALYSIS 
This study uses BAN logic, ProVerif, and AVISPA to evaluate 
the scheme. Further informal security analysis is carried out to 
ensure protection against security attacks. 

A.  BAN LOGIC 
BAN logic [40, 9, 41, 42] is a method to verify the scheme 
achieved mutual authentication with the notations listed in 
Table 2. The BAN logic is used to check mutual authentication 
between UD and CS through S. 
 

Table 2. BAN logic notations 

Notation Descriptions 
A and B Principals 

A | ≡ C Principal A believes the statement C 
A ◄ C Principal A sees the statement C 
A | ⇒ 𝐶 Principal A has jurisdiction over the statement C 

A | ~ C Principal A once said statement C 
(E, F) The statement E or F is one part of a message (E, F) 

< C > F Statement E is encrypted with the key K 
( E )k Statement E is hashed with the key K 

A 
௞

↔ B K is a secret parameter shared (or to be shared) between A 
and B 

A  B C is a secret known only to A and B, and possibly to parties 
trusted by them 

# (C) The message C is fresh 

 
The BAN logic rules for proving mutual authentication in 

DMUAS-IoT include:  
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i. Message-meaning rule: 
If A believes that the key K is shared with B and A sees C 

encrypted under K, then A believes that b once said C. 
 

𝑃| ≡ 𝐵 
௞

↔ 𝐴, 𝐴 ◄ (𝐸)

𝐴| ≡ 𝐵| ~ 𝐸
. 

ii. Nonce verification rule: 
If A believes C is fresh and A believes B once said C, then 

A believes B believes C. 
 

𝐴 |  ≡ #(𝐸), 𝑃| ≡ 𝐵|~𝐸

𝐴| ≡ 𝐵| ≡ 𝐸
. 

iii. Jurisdiction rule: 
If A believes B has jurisdiction over E and A believes B 

believes E, then A believes E. 
 

𝐴 | ≡ 𝐵| ⇒ 𝐸, 𝐴| ≡ 𝐵| ≡ 𝐸

𝐴| ≡ 𝐸
. 

iv. Freshness conjuncatenation rule: 
If one part of a statement is fresh, then the entire statement 

must also be fresh; so, if A believes E is fresh, then A believes 
E and F are fresh 

 
𝐴| ≡ #(𝐸)

𝐴| ≡ #(𝐸, 𝐹)
. 

 
v. Belief rule: 

If A believes X and F, then A believes B. 
 

𝐴| ≡ (𝐸, 𝐹)

𝐴| ≡ 𝐸
. 

 
Based on the BAN logic principle, the proposed 

authentication scheme must achieve the following goals:  
 

a. Goal 1:                        𝐶𝑆| ≡ 𝑈𝐷| ≡ 𝑈𝐷
ௌ௄
↔ 𝐶𝑆 

b. Goal 2:                        𝐶𝑆 ≡ 𝑈𝐷
ௌ௄
↔ 𝐶𝑆 

c. Goal 3:                       𝐶𝑆 ≡ 𝑆| ≡ 𝑆
ௌ௄
↔ 𝐶𝑆 

d. Goal 4:                        𝐶𝑆| ≡ 𝑆
ௌ௄
↔ 𝐶𝑆 

e. Goal 5:                        𝑈𝐷| ≡ 𝑆| ≡ 𝑆
ௌ௄
↔ 𝑈𝐷 

f. Goal 6:                        𝑈𝐷| ≡ 𝑆
ௌ௄
↔ 𝑈𝐷 

The fundamental assumptions of the proposed scheme are 
as follows: 

i. A1: CS believes UDID is a secured shared parameter 

between UD and CS, 𝐶𝑆| ≡ (𝑈𝐷
௎஽ூ஽
ር⎯ሮ 𝐶𝑆) 

ii. A2: CS believes T is fresh, 𝑆| ≡ #(𝑇) 

iii. A3: S believes CS believes UDID is a secured shared 

parameter between S and CS.  (𝑆| ≡ 𝐶𝑆| ≡ (𝐶𝑆
ௌ௄஼ௌௌ
ር⎯⎯ሮ 𝑆)) 

iv. A4: S believes T is fresh. 𝐶𝑆| ≡ #(𝑇) 

v. A5: UD believes S believes CS is a secured shared 

parameter between UD and S. 𝑈𝐷| ≡ 𝑆| ≡ (𝑆
ௌ௄
↔ 𝑈𝐷) 

The proposed authentication scheme presents messages 
transferred in the authentication protocol: 

a. M1: 𝑈𝐷 → 𝐶𝑆: ቀ𝑈𝐷
ௌ௞௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖ቁ 𝑈𝐷

ௌ௄
↔ 𝐶𝑆  

b. M2: 𝐶𝑆 → 𝑆: (𝐸𝐿||𝑆𝐾𝑐𝑠𝑠||𝑆𝐼𝐷)𝐶𝑆
ௌ௄஼ௌௌ
ር⎯⎯ሮ 𝑆  

c.   M3: 𝑆 → 𝑈𝐷൫𝑇ห|𝑈𝐷𝐼𝐷|ห𝐹𝑡൯𝑆
ௌ௄ௌ௎஽
ር⎯⎯ሮ 𝑈𝐷 

Analysis of our authentication scheme: We analyse the 
proposed authentication scheme to prove that the scheme 
achieves mutual authentication between UD, CS, and S.  
a. S1: According to M1 and A1, and by applying the 

message meaning rule, we get: 
b.  

𝐶𝑆| ≡ ቀ𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆ቁ , 𝐶𝑆 ◄ ቀ𝑈𝐷

ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖ቁ

𝑈𝐷
ௌ௄
↔ 𝐶𝑆

𝐶𝑆| ≡ 𝑈𝐷~(𝑈𝐷
ௌ௅௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖)

. 

 
c. S2: From assumption A2 and by applying the freshness 

rule, we get: 
 

𝐶𝑆| ≡ #(𝑇)

𝐶𝑆||#(𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖)

. 

 
d. S3: From derivations S1 and S2 and by applying the 

nonce verification rule, we get: 
 

𝐶𝑆| ≡ ቀ𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖ቁ , 𝐶𝑆| ≡ 𝑈𝐷|~

(𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖)

𝐶𝑆| ≡ 𝑈𝐷 ≡ (𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖)

. 

 
e. S4: From derivation S3 and by applying  the belief rule, 

we get Goal 1: 
 

𝐶𝑆| ≡ 𝑈𝐷 ≡ (𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆, 𝑅𝑁, 𝐸, 𝐹𝑖)

𝐶𝑆| ≡ 𝑈𝐷 ≡ (𝑈𝐷
ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆)

. 

 
f. S5: From S4, A2 jurisdiction rule, we get Goal 2: 

 

𝐶𝑆| ≡ 𝑈𝐷 ⇒ ቀ𝑈𝐷
ௌ௄
↔ 𝐶𝑆ቁ , 𝐶𝑆| ≡ 𝑈𝐷 ≡ (𝑈𝐷

ௌ௄௎஽஼ௌ
ር⎯⎯⎯ሮ 𝐶𝑆)

𝐶𝑆| ≡ 𝑈𝐷
ௌ௄
↔ 𝐶𝑆

. 

 
g. S6: From assumptions A3 and M2 and by applying the 

message meaning rule, we get: 
 

𝑆| ≡ ቀ𝐶𝑆
ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆ቁ , 𝑆 ⇐ (𝐸𝐿, 𝑆𝐾𝑐𝑠𝑠, 𝑆𝐼𝐷)𝐶𝑆

ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆

𝑆| ≡ 𝐶𝑆|~(𝐸𝐿, 𝑆𝐾, 𝑆𝐼𝐷)𝐶𝑆
ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆

. 

h. S7: From assumption A4 and by applying the freshness 
rule, we get: 
 

𝑆| ≡ #(𝑇)

𝑆| ≡ (𝐸, 𝐹𝑖, 𝑅𝑁,𝑆
ௌ௄
↔ 𝐶𝑆

. 
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i. S8: From derivations S6 and S7, by applying the nonce 

verification rule, we get: 
 

𝑆| ≡ (𝐸, 𝐹𝑖, 𝑅𝑁, 𝑆
ௌ௄
↔ 𝐶𝑆, 𝑆

ௌ௄௖௦௦
ር⎯⎯ሮ 𝐶𝑆, 𝑆|≡ 𝐶𝑆|~

ቀ𝐸𝐿, 𝑆𝐾, 𝑆𝐼𝐷, 𝐶𝑆
ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆ቁ )

𝑆|≡ 𝐶𝑆| ≡ (𝐸𝐿, 𝑆𝐾, 𝑆𝐼𝐷), 𝐶𝑆
ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆

. 

 
j. S9: From derivation S8 and by applying the belief rule, 

we get Goal 3: 
 

𝑆| ≡ 𝐶𝑆| ≡ (𝐸𝐿, 𝑆𝐾, 𝑆𝐼𝐷, 𝐶𝑆
ௌ௄௖௦௦
ር⎯⎯ሮ 𝑆)

𝐶𝑆| ≡ 𝑆| ≡ 𝑆
ௌ௄
↔ 𝐶𝑆

. 

 
k. S10: From assumptions A4 and S9, by applying the 

jurisdiction rule, we get Goal 4: 
 

𝑆| ≡ 𝐶𝑆 ⇒ ቀ𝐶𝑆
ௌ௞௖௦௦
ር⎯ሮ 𝑆ቁ , 𝐶𝑆| ≡ 𝑆 ≡ (𝑆

ௌ௄௖௦௦
ር⎯⎯ሮ 𝐶𝑆)

𝐶𝑆| ≡ 𝑆
ௌ௄
↔ 𝐶𝑆

 

 
l. S11: From assumption A5 and message M3 and by 

applying the message meaning rule, we get: 
 

𝑈𝐷| ≡ ቀ𝑆
ௌ௄
↔ 𝑈𝐷ቁ , 𝑈𝐷 ◄ (𝑇, 𝑈𝐷𝐼𝐷, 𝐶𝑆𝐼𝐷, 𝐹𝑡)𝑆

ௌ௄
↔ 𝑈𝐷

𝑈𝐷 ≡ 𝑆|~(𝑇, 𝑈𝐷𝐼𝐷, 𝐶𝑆𝐼𝐷, 𝐹𝑡)𝑆
ௌ௄
↔ 𝑈𝐷

. 

 
m. S12: From assumption A6 and by applying the freshness 

rule, we get: 
 

𝑈𝐷 ≡ #(𝑇)

𝑈𝐷| ≡ (𝑇, 𝐹𝑡, 𝑅, 𝐶𝑆𝐼𝐷, 𝑆
ௌ௄
↔ 𝑈𝐷)

. 

 
n. S13: From derivation S11 and S12, by applying the nonce 

verification rule, we get: 
 

𝑈𝐷 ≡ (𝑇, 𝐹𝑡, 𝑅𝑁, 𝐶𝑆𝐼𝐷, 𝑆
ௌ௄
↔ 𝑈𝐷, 𝑆

ௌ௄
↔ 𝑈𝐷, 𝑆|~

ቀ𝑇, 𝑈𝐷𝐼𝐷, 𝐶𝑆𝐼𝐷, 𝐹𝑡, 𝑆
ௌ௞
↔ 𝑈𝐷ቁ)

𝑈𝐷| ≡ 𝑆| ≡ (𝑇, 𝑈𝐷𝐼𝐷, 𝐶𝑆𝐼𝐷, 𝐹𝑡)𝑆
ௌ௄
↔ 𝑈𝐷

. 

 
o. S14: From derivation S13 and by applying the belief rule, 

we get Goal 5: 
 

𝑈𝐷| ≡ 𝑆| ≡ (𝑇, 𝑈𝐷𝐼𝐷, 𝐶𝑆𝐼𝐷, 𝑆
ௌ௄
↔ 𝑈𝐷)

𝑈𝐷| ≡ 𝑆| ≡ 𝑆
ௌ௄
↔ 𝑈𝐷

. 

 
p. S15: From S14, A5, and jurisdiction rule, we get Goal 6: 

 

𝑈𝐷| ≡ 𝑆 ⇒ ቀ𝑆
ௌ௄
↔ 𝑈𝐷ቁ , 𝑈𝐷| ≡ 𝑆 ≡ (𝑆

ௌ௄
↔ 𝑈𝐷)

𝑈𝐷| ≡ 𝑆
ௌ௄
↔ 𝑈𝐷

. 

 
The analysis proved that the DMUAS-IoT has mutual 

authentication. 

B.  SIMULATION USING THE AVISPA 
The initial process to validate using AVISPA was to script the 
proposed scheme into HLPSL language, which began with the 
declaration of the basic roles (agents, cryptography operations, 
channel (Doblev-Yao). Then, it declares the processes that the 
agent executes, the composition roles that declare the 
legitimate entities that participated in the communication, the 
environment role declares the global entities, intruder 
knowledge, and all session that exists during the 
communication. Finally, the mutual authentication and key 
exchange were examined on AVISPA to validate and assess the 
strength of the proposed protocol. Figure 8 and Figure 9 show 
the AVISPA proposed protocol analysis and validation script, 
which lists the specification and role of the user device, cloud 
server, PI server, session, and environment goal of the protocol. 
Finally, the result of the protocol analysis using AVISPA is 
presented in Figure 10, which shows that the scheme is safe. 

The basic role of the user device UD, cloud server CS, and 
PI server S comprises local agents (UD, CS, S), hash function 
operation, keys operations (SK, PK, etc.), and details of 
communication channels (CC). In addition, it described the 
messages Request or Response R used and exchanged during 
communication. UD gets activated in State = 0 and generates a 
timestamp T in State:=1 to validate the communication to CS 
and S. CS and S receive the request R in State = 1 and initiate 
the process of State’:=2. The CS and S performed the 
decryption task of the message request R to avoid replay 
attacks. After successful decryption and validation of the 
message R, CS and S compute T’(=xor(SK, PK)) and 
T’(=xor(UD, SK). A fresh timestamp T is generated by CS and 
UD validate, as the goal is to have the privacy of the data which 
are communicated between the UD and S through CS. This 
results in a mutual authentication between UD, CS, and S. 

 

 
Figure 8. User device, cloud server, and PI server role 

specification for the proposed scheme. 
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Figure 9. The session, environment, and goal specification of 
the proposed protocol. 

 

 

Figure 10. The AVISPA result of DMUAS-IoT.  

 
The analysis and validation of the proposed scheme using 

AVISPA shows that the protocol is secured and marked as safe. 

C.  FORMAL VERIFICATION WITH PROVERIF 
The proposed scheme uses a private channel (ChSec:). The 
secure channel was established between the user, user device, 
and cloud server for the login and authentication phase. 

Based on the verification process in Figure 11, the result in 
Figure 12 was achieved, which shows that all four processes 
were successfully started and ended. It also shows that the 
attacker was unable to get the session key. Therefore, the 
DMUAS-IoT verification protocol was successfully executed, 
and the results show that it meets the security requirement. 

 
 

 
Figure 11. ProVerif verification. 

 

 
Figure 12. ProVerif verification result of DMUAS-IoT 

V. INFORMAL VERIFICATION 
An informal analysis was done to prove that DMUAS-IoT is 
secure against man-in-the-middle and impersonation attacks. 
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A.  REPLAY AND MITM ATTACKS 
Each request transmitted during the authentication and login in 
the scheme contains a timestamp, random number, and 
response action. The timestamp T and random number RN are 
XORed with a secret key SK and face image and verified using 
an email link. An adversary cannot forge these message hash 
values; therefore, the proposed protocol is secure against man-
in-the-middle and replay attacks. 

B.  IMPERSONATION ATTACK 
An attacker may impersonate User U, send the authentication 
request R to CS, and obtain IDUD if the attacker has physical 
access to the U device; the first point of attack fails. If the 
attacker has access to the device and requests authentication to 
CS, compute SKS-UD = h(IDUD XOR IDCS) and request face 
image capture. The attacker fails to have the exact face image 
match. Therefore, DMUAS-IoT is protected from 
impersonation attacks. 

VI. PERFORMANCE COMPARISON 
The performance of DMUAS-IoT was compared with other 
schemes such as [33, 36, 40] in terms of six attacks. They are 
impersonation (A1), a man-in-the-middle (A2), password 
guessing (A3), insider (A4), session key discloser (A5), and 
replay (A6). The schemes were also compared for session key 
agreement (A7) and mutual authentication (A8). The scheme 
computation cost – the executed number of operations to 
accomplish the authentication process is also analysed in this 
study. Concatenation and XOR were excluded in the 
calculation as the operations use little execution time [44]. The 
computation cost, the operations, function execution, and the 
number of bits are counted [44, 45], and the result is shown in 
Table 4. A detailed description of the notation is shown in 
Table 3. This study excluded registration and password change 
phases as they were rarely used. Table 4 demonstrates that 
DMUAS-IoT has a lower computation cost than other schemes. 
Table 5 shows that DMUAS-IoT is also secure against the six 
attacks. 

Table 3. Definition and conversion of operations 

Notation Definition and conversion 
CC Computation cost 
TH The computation cost of a single hash function 
TSE The computation cost of symmetric encryption 
TSD The computation cost of symmetric decryption 
TECM The computation cost of the ECC point multiplication 

operation. 

 

Table 4. Computation cost comparison 

Studies Number of operations Cost (Bits) 
[43] 7Th+8Tecm 1760 
[36] 40Th+6Ted 1760 
[39] 30Th+1Tecm 1696 
DMUAS-IoT 7Th+4Ted+2Tecm 1460 

 

Table 5. Comparison of security features  

Studies A1 A2 A3 A4 A5 A6 A7 A8 
[43] × × × √ × × √ √ 
[36] × × × × × × √ √ 
[39] √ × × √ √ × √ √ 
DMUAS-
IoT 

√ √ √ √ √ √ √ √ 

VII. REAL-LIFE EVALUATION 
The proposed scheme was evaluated in a real-life environment 
to measure security performance. Kali Linux, Wireshark, and 
Ettercap tools were installed and configured on a computer 
device to perform this evaluation. First, the tools were used to 
build the real-life security evaluation environment for the 
implemented authentication scheme system. Then, the security 
evaluation was performed using the tools (Kali Linux, 
Wireshark, and Ettercap) to recover the user details. After the 
installation and configuration of Wireshark and Ettercap in the 
Kali Linux operating system, the authentication scheme 
(www.faceauthentication.tech) was accessed on the Kali Linux 
web browser.  

The Wireshark was initiated during the scheme’s access to 
capture the scheme traffic, communication, and message 
information. Based on the data captured by Wireshark, the 
Ettercap is initiated and issued a man-in-the-middle, 
impersonation, and database injection attacks. The Ettercap 
sniffed on all open channels, and Wireshark captured all 
information Ettercap discovered during the sniffing process. 
The security evaluation process on the authentication scheme 
detected and recovered a user email ID, but with other user 
information unknown to the attacker. The attacker failed to 
detect and recover the user device ID, face template, and 
encryption keys. Based on the achieved result, a conclusion can 
be drawn that the authentication system is secured against 
attacks. However, the email ID was recovered, and an attacker 
cannot use it to access the system, nor can the attacker modify 
the authentication access due to different layers (email link 
authentication and face recognition) of security. Furthermore, 
the scheme implementation approach in a decentralised manner 
makes it difficult for an attacker to gain access to the system as: 

a. The access to the system administrator is not in an open 
channel. 

b. The user face image, face template, and private key are 
stored in the PI server, and the authentication occurs in the 
PI server. 

c. The system operates a decentralised method as each module 
manages its resources. 

 

Figure 13. Real-life security evaluation. 

VIII. CONCLUSION 
This study proposes a decentralised multi-factor user 
authentication scheme in IoT systems named DMUAS-IoT. 
The scheme consists of setup, registration, authentication, and 
login, and user profile recovery phases. The scheme protects 
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authentication information communicated within IoT systems 
like smart homes. The authentication mechanism employs a 
face image encrypted using the PRESENT algorithm and ECC 
for key exchange. Furthermore, the email link is used to 
increase additional security and avoid attacks like 
impersonation, replay and man-in-the-middle attacks. 
DMUAS-IoT has been verified using BAN Logic, Avispa and 
ProVerif. The proposed scheme will be programmed and tested 
on the actual IoT systems in future work. 
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