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ABSTRACT The (IoT) Internet of Things is a complex notion that refers to the interconnection of several
individual devices over a network (IoT). The data gathered by these interconnected devices have the potential to
have far-reaching consequences for human society, the economy, and the environment. The IoT is especially
vulnerable to a variety of vulnerabilities in hostile environments like the internet. High-end security solutions are
not adequate to safeguard an IoT system due to adequate storage and less processing capabilities. This emphasizes
the need for ascendable, strewn, and robust smart security solutions. In this study, loT networks are safeguarded
depleting a multiple-layered security strategy centered on deep learning. The proposed architecture employs the
use of three intrusion detection datasets CIC-IDS, BoT-IoT, and ToN-IoT to weigh the performance of the
insinuated multiple-layered approach. Irrevocably, compared to 92% accuracy for the existing methodologies, the

new layout obtained 98% accuracy.
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. INTRODUCTION

HE Internet of Things (IoT) is now seeing rapid product

releases and high expectations from the IT community. It
is rapidly growing and linking the billions of devices for
everyday use. According to Gartner [1], there will be over 25
billion linked devices by 2020. Everyday life is made easier and
problems are solved more creatively thanks to the internet of
things. However, critical security concerns and privacy trade-
offs [2] overshadow the immense advantages and potential
presented by IoT technology. Assembling elucidations for the
Internet of Things presents a plethora of difficulties, including
the steep quantity of networked devices, the complexity, the
existence of opposing drifts, and the eclectic gamut of factors
that must be coped. Current security measures are inadequate
for anything but very short sessions, even on very powerful
machines [3].

The same safeguard cannot be used for extended periods of
time. These features made IoT devices attractive to
cybercriminals, who then threatened our safety by exploiting
vulnerabilities [4]. Developing effective security solutions that
are both lightweight and easily adopted might be a practical
approach to dealing with the complexity of the Internet of
Things [5]. In order to resolve discrepancies in extremely large
dispersed networks, "adaptive lightweight" solutions have

proven themselves time and time again. As the number of
Internet-connected gadgets grows, it becomes more and more
challenging to ensure the privacy and safety of each one. In an
IoT network, data security is more important than ever [6, 7].

As aresult of the Al ability to process data of all shapes and
sizes, innovative IoT system solutions may now be provided.
Machine learning and data analytics methods are presently
being used to analyze massive volumes of IoT data in an effort
to improve customer service and network efficiency. In this
research, we suggest a tiered approach to IoT security. Deep
learning techniques were utilized to oversee the IoT network in
edict to categorize activities as "normal" or "malware" for each
layer of the architecture after building a foundation utilizing the
intrusion detection datasets from the CIC-IDS, BoT-IoT, and
ToN-IoT.

Even though deep learning is still being researched in the
IoT industry, especially when it comes to [oT security, it has a
huge amount of potential to learn from IoT data. With some
strategic deep learning, we believe IoT solutions can be
significantly improved. Scorning the intricacy of the neural
network topologies, frivolous functionality for IoT solutions
may be achieved by changing the hyperparameters. As a result,
we postulated that the ideal approach to improving IoT network
security would be to employ deep learning ideas.
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The main objectives of the research are to investigate safety
issues related to the Internet of Things and intention of robust
security architecture for the Internet of Things transport layer.
In order to truly grasp the significance of security in today's
interconnected world, it is necessary to use artificial
intelligence to sift through the massive amounts of
heterogeneous data that must be investigated. There are several
deep learning algorithms available, but the research challenge
requires one that can learn from the past. For this reason, we
have decided to use neural networks in our study.

Il. RELATED WORK

This section discusses the ideas and technology behind the
(IoT) Internet of Things, as well as the risks and concerns
associated with it. The merits that have to be considered while
forming the security options for the Internet of Things are also
highlighted. This section elaborates on the technologies used
for network intrusion detection and security. To elucidate the
significance of ML and DL in IoT security, we lay out the
network architecture and provide examples. It is only possible
because of several technologies combining to produce the
Internet of Things. Sensor smart technologies, radio frequency
identification and nanotechnologies all play important roles in
the (RFID) Internet of Things. RFID devices are wireless
microchips that can be used to instantly and uniquely tag and
identify things. These devices can wirelessly identify an item
that is beyond the line of sight by using tags to sense and detect
the channel. RFID technology is used in credit cards,
automobile keys, and many other contemporary devices. RFID
technology must be used for the Internet of Things to benefit
from mobile nodes and create intelligent system [9].

The (IoT) Internet of Things is a reality made possible by
devices like smart appliances, smartphones, and other wearable
technologies that can adapt and have consistent network
performance. Smart technologies give access to the resources
of the IoT system and boost the processing power of the
network [10]. Intricate IoT systems rely on nanotechnologies,
and these advancements have the potential to shape the future
of Al-powered problem solving. For example, in metropolitan
areas, Nano sensors may be used to monitor the extent of
infectious diseases. The Internet of Things (IoT) has copious
benefits for society, but it also rears momentous privacy and
security issues. Due to its dependence on real world
applications and the fact that the overwhelming bulk of IoT
devices are left unattended sans any form of censoring, the IoT
system poses serious privacy and security issues. In the Internet
of Things, infrastructure, networks, hardware, and user
interfaces are all susceptible [11].

In the IoT, it is hard to set up security for each device
because there are so many and so different kinds of devices in
the network. Network infiltration attempts may be spotted by
keeping an eye on the data flowing over the network. If you are
worried about the safety of your Internet of Things (IoT)
gadgets, you may want to look at network-based elucidations
instead. In order to acquire access to an IoT network and have
its data and security safeguarded, devices must first be
registered. All incoming and outgoing data from each device
has to be monitored, and a standard procedure for the
movement of data through a network needs to be established.
Network data that does not follow the norm triggers an alarm
and notifies the owners of the device [12].

Network security may be improved with the help of an
intrusion detection system, a specialized piece of software that
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monitors networks and systems for malicious activity. There
are several distinct categories of IDS. Based on their
responsiveness, IDS are classified as either "active" or
"passive" [13]. You may also classify the IDS based on where
you want to install it. Intrusion detection systems (IDSs) are
known as network intrusion detection systems (NIDSs) whilst
deployed on a local area network (LAN) and as host-based
intrusion detection systems (HIDSs) when installed on
individual computers. Host-based IDSs have a number of flaws
and may not be suitable for academic study [14].

Deep learning and machine learning differ significantly in
many crucial areas, one of which is how well each works with
increasing data sizes. Deep learning methods need more data to
uncover network patterns than do machine learning techniques.
Deep learning may also be cast off to investigate multi-modal
Internet of Things data [15]. Because IoT devices are often
linked for extended periods of time, traditional machine
learning algorithms are unable to provide reliable, long-term
results. The topologies of the underlying deep neural networks
used in the approach may have a major effect on its efficacy
[16]. Adding more and more layers to a neural network
produces a more complex structure known as a multilayer
network. This technique has several applications [17],
including the work with high-dimensional data, weather
prediction, and voice recognition. Multi-layered neural
networks show their best performance when all of their layers
have the same hyper parameters, weights, and biases.

. METHODOLOGY

IoT solutions need to be portable, layered, scalable, and
flexible. They should also be able to learn from past
experiences. We created a novel IoT network structure to
decrease the amount of data that the IDS classifier needs to
process. For our trials, we selected the CIC-IDS, BoT-IoT, and
ToN-IoT Intrusion Detection Datasets [18]. We performed
feature engineering using a decision tree classifier to choose the
most informative characteristics. We performed extensive
analyses and generated the required data before feeding it into
the model. In an IoT system made up of a diverse set of
incompatible devices, multimodal data is sent over time. We
found that the following three factors are required for effective
management of IoT systems.

Some IoT gadgets have outdated operating systems that
cannot handle antimalware programs. They lack the processing
power to execute sophisticated malware prevention
mechanisms and the storage capacity to accommodate ever-
expanding malware databases. When developers install
security solutions, they increase their ability to issue security
updates and congregate data on the performance of devices,
which allows them to evaluate whether or not more services or
products are needed to boost implementation.

IoT end devices, with their wide range of capabilities, need
a distribution strategy that is composed of many tiers inside the
IoT architecture. The fact that the system can manage devices
and data on numerous levels is one of the reasons why it is
properly constructed. Processes may run at varying degrees of
complexity, from the most advanced to the most fundamental,
thanks to a distributed, multilayered architecture. In an Internet
of Things (IoT) system, a single-layer architecture might not let
you place or use the best range of components.

When compared to more conventional portable consumer
products, IoT devices have a wider range of maintenance
requirements. It might be costly to keep tabs on the upkeep of
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the IoT setup over time. Furthermore, when used for extended
periods of time, security systems ought to be able to
accommodate emerging malware hazards.

A. REFINED RESEARCH DESIGN

Because of the conditions stipulated above for an Internet of
Things security solution, we have devised the architecture to
ensure the safety of intrusion detection activities. Constructing
a topology for a neural network serves as an example of how
feature extraction may be accomplished in an Internet of
Things network. This topology shows how many layers the
network has, as well as how many neurons are in each layer and
how they are connected to each other. Forward propagation,
equipped with a perceptron classifier and an activation
function, is used by the artificial neurons. Once implemented,
IDS will collect any data passing through a network node and
label it as "attack" or "regular," keeping a log of each. Smart
IoT network systems are inherently diverse; hence this
approach may not work. Therefore, we developed a multi-
layered neural network architecture that improves with age.

A centrally managed IDS system requires sufficient
processing speed and memory to handle data from all
connected devices. With so many devices spread out in such a
dispersed area, it would be impossible for an IoT network to
operate efficiently. We designed the architecture that allows
four IDSs to function as a unified system-wide IDS in response
to malware assaults that target the transport layer. Each IDS
located at a different transport tier stores just the data it has
gathered from devices at its own layer. Since the system is
sharing the network load, response times will improve. The
neural layers are shown in Figure 1, and the multilayered
security architecture is shown in Figure 2.

Hidden
Layer 2

Actual Packet |- Festure m Atk

Detection

s Packets with Feature N DNN
LabelData [ »| Extraction Structure

Figure 2. Multiple layered Design for IoT Networks

When training and evaluating an algorithm, it is essential to
use only the most relevant information. It has been shown that
a decision tree classifier is the most effective method for feature
selection and dimensionality reduction [19]. The decision tree
makes use of tree-based algorithms that rank the importance of
characteristics according to their potential to improve node
purity (Gini impurity). First, we visually displayed the
significance of each feature before feeding the top ten
characteristics from each dataset into the model. To facilitate
faster model training and deployment, we decreased the input
data 90 features to 10. This made the model more flexible and
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adaptable.

B. ALGORITHM
1. Train model set as input.
2. Initialize the feature ordering set f [] and its elements
f0, f1, £2.... fn to initial value.
The classifier for the decision tree has been trained.
4. The F-test (also known as analysis of variance) is
useful for determining the traits of a single variable.
5. Limit the notch for the ranking.
The feature with the least number of cores ought to
be found.
7. Update feature set f.
8. Remove any remaining components from f.
9
1

W

e

. End for.
0. Output: Set f for feature sorting.

Datasets. Popular datasets include CIC-IDS, BoT-IoT,
and ToN-IoT. Data was collected over four weeks for the
exam, whereas data for training was collected over ten
weeks. More than 840 samples of IoT packet traffic and 95
types of network-based assaults are included in the whole
dataset. All packets in the network are labelled as "regular"
or "attack," depending on the nature of the assault. You can
find all three versions of the dataset, as well as links to
them, in a fount on the Kaggle website. Among these three,
the CIC-IDS dataset accounts for 24% of the total use, so
we are selecting that one for our research. As was
previously said, comparing the results of our research to
those of others will be much easier if we use the same
dataset as before. Twenty-four percent of the CIC-IDS-
2018 dataset, often known as malware, has 67 different
attack types. Seven transport layer assaults are considered
in this research across all three datasets. Training and test
samples are represented by a label of "normal" or
"malware" and 90 properties, respectively. Some functions
provide information about the command that was used to
create a connection; others provide information about the
parameters of that command; and list additional
connections with the same destination and service. All of
the information we could find was considered in this
analysis.

C. THOROUGH ANALYSIS: UNCOVERING PATTERNS
AND INSIGHTS

The dataset is divided into layers, as shown in the
architecture, according to the specifics of the attacks made
alongside the different TCP/IP layers. As there are no attacks
that can be properly sorted as link layer attacks in the dataset,
this is disregarded. Table 1 below outlines the transport layer
attacks and how each kind of attack in the dataset fits into it.

Table 1. Types of Attack on Transport layer

S. No Type

1 TCP/UDP flood

2 IPSec flood

3 SYN flooding

4 Session hijacking

5 False message Injection

Each sample is analyzed and put into a separate database
based on the kind of attack. In the CIC-IDS dataset for transport
layer, there are a total of 475,575 samples; of these, 87,852 are
classified as "normal," while the remaining samples fall into
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one of five assault classes. The BoT-IoT dataset contains
387,723 transport layer samples, of which 97,692 are
considered attacks. In the ToN-IoT dataset, all the layers are
represented by 427,834 typical instances and 91,826 attack
samples. The three categorized components of the dataset need
to be converted into numeric form before they can be used as
inputs into the algorithm model. Protocol types, services, and
flags are all arithmetically encoded functions.

The first 80% of the data in every given dataset is used for
training, while the remaining 20% is used for evaluation. Each
dataset will then be given its own feature set and label set.
Encodings of [0 1] and [1 0] represent the words "normal" and
"malware," respectively. The complete findings and
assessment metrics of the transport layer IDS classifier trained
on a multilayered neural network are described. To kick off the
evaluation, we developed a neural network with two hidden
layers. We ran 35 independent trials to find the optimal values
for the three hyper-parameters that govern the learning process:
time-steps, learning rate, and hidden layers. Because of this, we
used measures like precision, accuracy, recall, and F-score to
assess the efficacy of the classifying process.

C.1 FEATURE DESCRIPTION: ANALYSIS AND
CHARACTERIZATION

Table 2 displays the characteristics used to train the
classifier at the transport layer. The "protocol type" option is
selected for all intrusion detection layers, as shown in Table 2.
As a result, it is clear that the "protocol type" part has enough
data to classify the label as "normal" or "malware."

Table 2. Features of Transport Layer

S. No Selected Features
1 Number of Packets
TCP flags

Frame length
Header Length
Protocol type

Port rate

src_host

dest_host

[ ENT [o )l (W] B N3 (VR | )

The features 2, 9, 13, 17, and 23 are very important in the
sample set of attributes and weights used for IDS. Our
categorization efforts will use this set of data as input. The
significance of these aspects for the transport layer is shown in
Figure 3.

Features for Transport Layer

120

40
20 I

0
7 f6 5 fo fa f1 f3

Features

F-Score
P
3

Figure 3. Important Features of Transport Layer

C.2 EVALUATING CLASSIFIER PERFORMANCE: A
COMPREHENSIVE ANALYSIS

The effectiveness of the Transport Layer IDS classifier may be
enhanced by adjusting the hyperparameters of the neural
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network algorithm. The training metrics of accuracy, recall,
precision, and F-Score were compared to gauge the model's
receptivity to incremental enhancements. In order to pass the
rigorous security checks of the IoT platform, we masked two
layers of encryption for this experiment. Plots demonstrating
the impacts of iterations on the accuracy, precision, recall, and
F-Score of the transport layer IDS classifier may be shown. The
optimal iteration count for model performance is 7.

Accuracy Analysis

97
96
95
9%
93
92
91
1 2 3 4 5 6 7 8

Iterations

Accuracy

Figure 4. Shows Accuracy Analysis

Precision Analysis

1.02

0.98
0.96
0.94
0.92

Precisions

0.88
0.86
0.84
0.82
1 2 3 4 5 6 7 8 9 10

Iterations

Figure 5. Precision Analysis

Recall Analysis
0.9985
0.998
0.9975
0.997
= 0.9965
0.996
0.9955
0.995

Rec

0.9945

0.994
1 2 3 4 5 6 7 8

Iterations
Figure 6. Recall Analysis

F-Score Analysis

Figure 7. F-Score Analysis

The test in this part was based on the dataset of transport
layer attacks made in the last section. Optimized results from
the IDS classifier at the transport layer work well in a multiple-
layer architecture, which makes them good for an IoT system.
Table 3 shows our extra analysis, and we compared our results
to those of other studies that used machine learning to classify
intrusion detection. Figure 8 shows that our strategy is superior
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to all those having been studied so far. Let us say we have a
training set where X patterns are present and a validation or
testing set where Y patterns are present. Pairs of patterns from
the training set X are input into the neural net of the
multilayered network (two hidden layer) structure. Distributed
(and asynchronous) processing is used to process each pattern
simultaneously at the glassy of distinctive neurons. The number
of iterations necessary to get a solution is determined by a
random variable called the convergence time, which is in turn
affected by the starting weight and the properties of the dataset.
Slight fluctuations in the total number of iterations are par for
the course. Given the wide range of pattern densities inherent
in datasets, the optimal number of unseen neurons changes
from one dataset to another.

Table 3. Existing IDS Vs Proposed IDS

Mode Precision Accuracy Recall
KNN 98.3 93.8 93
Fuzzy - 92 -
FNN 92.7 97.3 87.1
GRU 95.9 97.5 98.9
Multiple- 99.8 98.1 99.8
layer
Proposed IDS

120

100

KNN Fuzzy

FNN

GRU Multiple-layer
Proposed IDS
WAccuracy MPrecision M recall

Figure 8. Comparison between the existing and proposed IDS

IV. CONCLUSION AND FUTURE WORK

The tenacity of deep learning techniques to the problem of
ensuring the safety of the Internet of Things is what gives this
work its relevance. Before delving into the IoT security flaws,
our team investigated its fundamental design. As part of our
study, we focused only on the safety of data in network
environments.

To identify malicious activity in (IoT) Internet of Things,
we developed a multiple-layered neural network design. We
suggest consigning the IDS classifier at the transport layer,
considering the various kinds of attacks that have been seen and
the design of the layer. Because of this, the training set for the
classifier was reduced, but it saw significant improvements in
its accuracy, recall, precision, and F-score. This methodology
has produced outstanding findings that are superior to those
obtained in the previous research described in literature. During
our testing, we also made use of the CIC-IDS dataset, as well
as the BoT-IoT and ToN-IoT databases. The accuracy of the
Transport Layer IDS classifier is 98.1%, which is higher than
any other IDS classifier currently in use. Because the Internet
of Things deals with personal user data as well as information
from businesses, it is imperative that appropriate solutions be
developed to protect against potential security issues. Despite
the vast amounts of disparate data that are produced by the
Internet of Things, it is possible to accomplish this goal by
using deep learning techniques. It is doable to connect
convolutional neural networks amid recurrent neural networks
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to produce hybrid neural networks that are capable of
processing multimodal input. The (IoT) Internet of Things
ruses with little computing sway and fewer data volumes stood
as the primary focus of this research. This research will be
developed if it is applied to an ample amount of data collected
in real-time from Internet of Things devices.
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