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 ABSTRACT The global coronavirus pandemic has led to an increase in information transmission. Many public 
and private institutions have adopted remote work, ranging from educational institutions to those dealing with 
national security, making it necessary to have information protection mechanisms. For example, in 2022, the 
Guacamaya hacker group exposed over 283,000 emails stolen from the Peruvian army and Joint Command of the 
Armed Forces. On the other hand, in recent years, encryption using scientific knowledge from fields such as 
physics, chemistry, and biology has been studied due to its high complexity to generate new ways to encrypt 
information. For that reason, this research proposes a new method based on the properties of chemical elements in 
the periodic table and color cryptography, which incorporates two levels of security: a pseudo-random number 
generator and character substitution by atomic number. The security level of the system has been demonstrated by 
the extensive key size and comparative analysis, which aligns with cryptographic principles, providing robust 
protection against unauthorized access. 
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I. INTRODUCTION 
he continuous growth of valuable information transfer over 
the Internet has demonstrated that security is a vital issue 

[1]. The security of individuals’ and institutions’ data is 
becoming important for the transmission safety and reliability 
of various messages, documents, images, audio, etc.  Due to the 
presence of cyber criminals [2]. Thus, data encryption is taking 
center stage as it is one of the ways to ensure the integrity and 
confidentiality of information, creating a security barrier to 
safeguard information from unauthorized access, using 
important cryptographic algorithms; which involve three 
important parts: the key programming algorithm (KSA), the 
encryption algorithm, and the decryption algorithm to recover 
the original data [4].  

The purpose of KSA is to make the key so strong that it is 
not vulnerable to attacks, and computer hackers cannot find the 
original key. The encryption algorithm uses a key to transform 
the data and converts it into an unreadable format, with various 
cryptographic properties such as non-linearity, propagation 
criteria, correlation, and algebraic immunity. This process is 
called encryption. 

However, the security of encryption depends on how 

vulnerable the key is to a cryptanalysis attack. In addition to 
KSA, random numbers can be used to make the key more 
robust and complex. The PRNG algorithm is the most common 
way to generate pseudo-random numbers [5]. This generates 
sets of numbers that resemble random series, but they don’t 
become random because they can be predictable if the seed 
number and the used algorithm are known. This production is 
carried out iteratively, generating numbers sequentially. 
Common classes of these algorithms are linear congruential 
generators, lagged Fibonacci generators, linear feedback shift 
registers, and generalized feedback shift registers [6]. 

In addition, to increase security, multiple encryption is 
being used, which is the process of encrypting a message that 
has already been encrypted one or more times, either using the 
same algorithm or a different one. It is also known as cascade 
encryption or super encryption [7]. In other cases, it has been 
necessary to resort to joint encryption and data insertion 
(JEDI), which has received a lot of attention in recent years 
thanks to the features it offers to address current applications 
[8]. Also, some researchers have proposed to modify and invent 
new cryptographic algorithms from time to time to ensure the 
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privacy of the information and, in this way, bring with it 
innovation networks and information security [11]. Sinha et al. 
[12] used one of the most valuable instruments of science, the 
periodic table, to encrypt information since it orders the 
elements by their atomic number and stores multiple properties 
of chemical elements, allowing interaction between one 
element and another. 

For that reason, this article proposes a double-layer 
encryption using chemical periodic table and pseudo-random 
number generator, which generate a first key of letters and 
symbols based on RGB colors, and a second key will be 
generated with the elements of the periodic table and color 
encryption technique, where each atomic number of the 
periodic table is assigned a different color, and finally, an 
image file in BMP format to both keys is generated. In this 
paper, a practical approach has been developed to improve 
security using a two-level security approach and an innovative 
method for generating security keys. This approach integrates 
other fields of knowledge in cryptography, including 
chemistry, which have generated considerable interest in the 
research community for their innovation potential. 

The rest of the paper is organized as follows: Section 2 
presents the related work; Section 3 provides all the details of 
the proposed method; Section 4 displays the experimental 
results; and finally, Section 5 presents the conclusions of this 
paper. 

II.  RELATED WORK 
In the last few years, multiple investigations have been 
conducted in cryptography using different methods to encrypt 
information. One of these ways is related to basic sciences such 
as physics, biology, and chemistry, proposing in this last 
cryptography directly on chemical substances.  

Clair [13] proposed a method of encryption by adjusting the 
levels of carbon-13 in atoms within a molecule to generate a 
stable isotopically encoded signature that would be difficult to 
intercept due to the need for access to extraction protocols 
because sophisticated NMR instrumentation and deep 
knowledge in this field were required. 

Another interesting advancement was proposed by S. Jain 
et al. [14], who used the principles of genetics to encrypt 
information in the form of DNA nucleotides (A, T, G, and C). 
The numerous combinations of these bases generate a high 
capacity for information storage in DNA chains, creating a new 
method to provide security to data in the form of DNA 
sequences by converting a table of 256 decimal numbers into 
their corresponding DNA sequences of length 4. This type of 
cryptography has been used to encrypt text, audio, and images. 

Likewise, Arunpandian et. al. [15] introduced a novel 
symmetric encryption algorithm for securing unique 
identification numbers and biometric images. The approach 
involves utilizing existing unique numbers to generate secret 
keys through preprocessing and shuffling techniques. The 
secret key incorporates Aadhaar number manipulation and 
atomic symbols based on the periodic table. Additionally, 
biometric images undergo shuffling and pixel scrambling for 
enhanced security. Despite a reduced key space, the encryption 
scheme demonstrates effective authentication and verification, 
outperforming existing approaches in experimental results and 
ensuring robust security measures. 

In the field of biology, M. Yamuna et al. [16] have 
presented a redesigned periodic table for encrypting drug 
information based on the standard periodic table properties. 
This innovative system aims to enhance the secure transmission 
of details related to drugs, whether based on their names or 
chemical formulas, addressing the imperative need for 
confidentiality in online communication within the drug 
discovery process. 

In other research, Hammad et al. [17] creatively employed 
the periodic table by converting the Vigenere cipher and Caesar 
cipher methods into the names of chemical elements. This 
unique approach aims to enhance the security level of 
encryption, making it more resistant to cracking. By integrating 
the methods into the periodic table, the substitution of 
characters or letters is provided with a new layer of abstraction. 
Additionally, a steganography process is implemented, using 
the periodic table as a concealment method for messages or 
information. The utilization of the periodic table adds a novel 
dimension to cryptographic techniques, contributing to a more 
robust and intricate encryption process. 

In addition, Sinha et al. [12] used a random ordering of 
elements in the periodic table, relating them to uppercase 
letters, numbers, and some symbols ("(", ")", "-", and (blank 
space)) to perform a cryptographic algorithm. They then 
encrypted each element with its properties, such as whether it 
is a noble gas, the group number, whether it is a metal or non-
metal, and the group name of elements, such as alkali, alkaline 
earth, halogens, chalcogens, etc. In this way, a novel approach 
to dual-layer cryptography is proposed, employing 
multiplicative encryption in conjunction with the periodic table 
of elements using random-like encryption. The experiments 
and results show an alternative to conventional methods, as 
multiple encryption processes were executed. 

On the other hand, Wang et al. [18] aimed to propose a 
secure and efficient color image encryption for heightened 
security, achieving improvements by incorporating chaos into 
image encryption. That is, they generated chaotic sequences 
that replaced and disseminated secret keys, thus reinforcing 
resilience against possible attacks. In our case, random 
numbers are used to achieve similar objectives. 

From the above, it is evident that there is a search to achieve 
more complex encryption, since some researchers replaced the 
use of characters, numbers, and special symbols with colored 
blocks to improve the security of the encryption process. For 
example, Sharma’s Color-based cryptographic algorithm [9] 
makes encryption more complex by using a wide range of 
colors, numbered in decillions, and covering a wide variety of 
shades.  

Naik et al. [19] proposed a new method to replace each 
plain text character with a unique color block from the wide 
spectrum of available colors, making it resistant to common 
attacks such as it into a method resistant to common attacks 
such as Meet-in-the-Middle, Birthday, and Brute Force. This 
provides great security when encrypting data.  

Johar et al. [10] used a key matrix to encrypt plaintext into 
blocks of color. The key matrix is transmitted for security using 
the RSA algorithm. The receiver decrypts the cipher text by 
substituting the color blocks with the corresponding plaintext 
characters. The maximum number of color combinations is 
16777216, making it very exhausting for the computer criminal 
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to try all these combinations. Hence, a brute force attack is 
unlikely.  

Akre et al. [20] analyzed the security issues related to ATM 
PIN generation, authentication, and verification techniques 
with a new scheme that uses color cues and random challenges 
to improve PIN security. 

The review of the related works shows that many of these 
rstudies are focused on different methods to encrypt the 
information, due to encryption playing an important role in 
improving data protection [3]. That is why this article proposes 
a new approach that combines color-based cryptography with 
the properties of chemical elements in the Periodic Table 
improving the security of the encryption process. 

III.  PROPOSED METHOD  
In this research, a new encryption method is proposed using the 
information on the chemical elements of the periodic table. The 
proposed method encrypts any type of text and provides 
security at two levels, first using a pseudo-random number 
generator (PRNG) to assign a letter, number, or symbol to each 
chemical element, and then the atomic numbers of the periodic 
table are used for the second encryption.  Furthermore, a new 
decryption method using color-based Cryptography to generate 
two image format keys is proposed too. Both encryption and 
decryption methods, with all their steps, are shown in Fig. 1. 

A.  KEY GENERATION 
A.1 USE OF THE PERIODIC TABLE AS A CODING TOOL  
The proposed encryption method considers 118 elements of the 
chemical elements of the periodic table [10], and every 
structure has an atomic number, atomic symbol, and mass 
number [21].  
● Atomic Number: The atomic number of an atom, 

representing the number of protons in its nucleus, defines 
the unique identity of each element. Distinct atomic 
numbers distinguish elements from one another; hence, 
atoms with distinct atomic numbers belong to different 
elements. 

● Mass Number: The mass number is the number of neutrons 
in an atom of a specific element plus the number of protons 
in an atom of that element. 

● Atomic Symbol: It represents chemical elements, for 
example, H for hydrogen, Cl for chlorine, and O for oxygen. 
Certain elements, reflecting their origin from languages 
other than English, may have less intuitive symbols. For 
instance, sodium is represented by the symbol Na, derived 
from the Latin word "Natrium," while Iron is denoted by 
Fe, originating from the Latin term "Ferrum", meaning iron. 
An example is shown in Fig. 2.  
This information is used to represent each character in 

plaintext through chemical symbols, which are systematically 
organized based on their properties, among the most important 
of which is the atomic number. Besides these 118 elements, 
more than sufficient can cover the length of a message since 
plain text can be formed by 95 different characters, including 
letters, numbers, and symbols in the quantities shown in 
Table 1. 

 

Figure 1. Proposed Cryptography method. 

 

Figure 2. An example of a chemical symbol with atomic 
number and atomic mass 

Table 1. Quantity and types of characters accepted in 
plain text 

Type Spaces Letters Numbers Symbols Total 
Quantity 1 52 10 31 95 

 
This set includes a variety of alphanumeric characters, 

punctuation symbols, and mathematical operators. The space 
character is also important for separating words and enhancing 
readability, which are essential for most basic writing and 
programming purposes. 

Then the plain text is encrypted assigning characters based 
on an ordered distribution of the elements in the periodic table 
using their atomic number, which is increased from left to right 
and top to bottom as is shown in Fig. 3. 



 Jose Paredes-Malaga et al. / International Journal of Computing, 24(3) 2025, 443-451 

446 VOLUME 24(3), 2025 

 
Figure 3. Increase of the atomic number in the periodic table 

This distribution responds to the fact that the elements of 
the periodic table are grouped by energy levels in rows 
(periods) and chemical properties in columns (groups). 

A.2 GENERATING THE FIRST KEY 
Once the alphabet was defined, it was important to find a way 
to assign it to the elements of the periodic table to prevent 
intruders from discovering the secret message. It was decided 
to assign letters, numbers, and certain special characters at 
random to each chemical element, using the random shuffle 
function that swaps the position of each element with another 
element chosen at random from the 118 available elements. 

This process is shown in Algorithm 1, where it is important 
that all random number generators (PRNGs) set a seed value. 
To achieve this, the processor time has been considered as the 
initiator. After that, the relationships between the newly 
ordered sequence of chemical elements and characters have 
been established. 

Algorithm 1: Generating the first keys 

 

A.3 GENERATING THE SECOND KEY 
As atomic numbers are integers, they can be associated with the 
"+1" positions in an ordered list of chemical elements, starting 
with Hydrogen at position 0+1=1 and ending with Oganesson 
at 117+1=118 shown in Fig.  4. Then, by employing a simple 
conditional structure, the corresponding atomic number of the 
elements in the disordered list generated by a (PRNG) can be 
determined using the order list positions. This enables a list of 
each chemical symbol to be assigned to its atomic number, as 
shown in Algorithm 1. 

 
Figure 4. Position of elements as atomic numbers. 

B.  PLAIN TEXT INPUT 
According to Cole [22], "plain text" refers to any type of data 
in its original, readable, and unencrypted form. Examples of 
plain text include text documents, images, and executables. It 
is crucial to note that plain text exclusively denotes 
unencrypted data. In the presented algorithm, only text 
processing is currently supported, and the input is supplied by 
the message sender. This input can be entered either directly 
through the keyboard or via a “txt” or “csv” file, with the 
message capable of containing up to 95 letters, numbers, or 
symbols, including white spaces, which are shown in Fig. 5. 
 

 

Figure 5. Letters, numbers, or symbols supported by the 
plaintext. 

C.  ENCRYPTION USING THE PROPOSED ALGORITHM 
The algorithm begins with the first encryption layer over the 
plain text, where each letter of the text is compared with each 
of the characters using the first key "character list vs unordered 
list positions of chemical elements" (Encryption using PRNG) 
obtaining a sequence of chemical symbols which is shown in 
the Algorithm 2. After that, one of the fundamental properties 
of the periodic table is utilized: the atomic number. Each 
symbol is replaced by its corresponding atomic number. 
Finally, this sequence of atomic numbers is equivalent to the 
plain text, constituting the encrypted cipher text that will be 
sent to the message recipient. 

Algorithm 2: Encryption using keys 

 

C.2 COMPREHENSIVE ILLUSTRATION OF ENCRYPTION 
ALGORITHM EXECUTION 
An example can be seen in Fig. 6, which shows a list of 
chemical elements with their assigned characters (letters, 
numbers, or symbols). Also, for each new text, a new list will 
be generated. 
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Figure 6. The chemical elements with their assigned 
characters 

As an example, the text CARLOS was processed with the 
first and second encryption layers (generated as shown in Fig. 
6), In the first layer, each character was mapped to a chemical 
symbol based on its positional index in a predefined list—for 
instance, the letter C (position 3) was associated with the 
element Neon (position 3). Subsequently, in the second layer, 
each chemical symbol was replaced by its corresponding 
atomic number (e.g., Ne → 10), obtaining the code 
102021010304. See Fig.  7. 

 

 

Figure 7. First and second encryption layers for the plain text 
input “CARLOS” 

D.  DEVELOPMENT OF GRAPHIC KEYS 
The use of the periodic table for encryption in the previous step 
has produced interesting results, but a robust implementation 
requires enhanced security to meet cryptography standards and 
protect information effectively. Thus, the public patterns of the 
periodic table could make it susceptible to dictionary attacks, 
compromising cryptography security. For that reason, the 
proposed method has been complemented for the decryption 
stage with color cryptography to leverage the graphical 
properties of the periodic table without compromising 
information security. 

To generate the image format keys, a bitmap was used to 
delimit a certain number of rectangular blocks, and then a color 
was assigned to each block. 

Fig.  8 shows how the periodic table was scaled in 
rectangles of 40 x 40 pixels, where each one of the 118 
elements was located according to the atomic numbers of the 
chemical elements. 

 

 

Figure 8. Scaling the elements of the periodic table in 40 x 40 
rectangular blocks for each chemical element. 

Fig.  9 shows an example of the element "Hydrogen"; on 
the X axis it goes from pixel 40 to 80 and on the Y axis it goes 
from pixel 400 to 440. 

 

 

Figure 9. Location of the Hydrogen element 

Algorithm 3 shows the calculation of the key in the form of 
a Periodic Table, where each square in the periodic table is 
associated with a character. Since there are more chemical 
elements than characters, the elements not assigned to a 
character will be colored white. Of the 118 elements, only 95 
of them have been used. 

Algorithm 3: Development of graphic keys. 

 
In addition, another graphic key is generated as a barcode, 

where each strip will be associated with a character. Fig. 10 
shows an example of the barcode. 

 

 

Figure 10. Color barcode 

To avoid the repetition of colors, Table 2 shows the RBG 
components which were chosen randomly, and assigned to the 
95 characters without repetition, then using the Color Barcode 
the “Color Periodic Table” was generated which is shown in 
Fig. 11. And, for each execution these will be related to 
different chemical elements chosen randomly. 
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Figure 11. Color periodic table with color key 

Table 2: RGB colors and characters versus chemical 
elements in different executions. 

Paramete
r First Execution Second 

Execution nth Execution 

R 84 84 84 
G 100 100 100 
B 37 37 37 

Character “ ” “ ” “ ” 
Element 
Symbols Pa Ag O 

 
Thus, for each stage, a relationship between the characters 

defined in the alphabet with their respective chemical symbols 
and atomic numbers has been established. 

The periodic table key establishes a relationship between 
the atomic number, the chemical symbol of the element, and 
the color. Then the barcode key will establish a correlation 
between color and characters. Finally, with both graphic keys 
is possible to encrypt and decrypt the message. 

E.  DECRYPTION USING GRAPHICAL KEYS 
The process to decrypt the encrypted message is shown in Fig. 
12, where the two graphical keys are used. 
 

 

Figure 12. Using two graphical keys to decrypt the messages. 

These two keys will be sent with the cipher text. Based on 
the encrypted message 010020021001003004 obtained in 
Section C.2, each chemical element is identified by extracting 
a sequence of three digits at a time, as illustrated in Fig. 13. 
Then, using the graphical key provided in Fig. 11, each three-
digit code is mapped to its corresponding chemical element 
color. This color is subsequently decoded using the second 
graphical key shown in Fig. 10, completing the decryption 
process. This methodology is exemplified in Fig. 14, which 
illustrates the decoding steps for each character in the example 
word CARLOS. 

 

Figure 13. Extraction of atomic numbers from the encrypted 
text. 

 

Figure 14. Decryption using the graphical keys. 

The complete process is summarized and shown in Fig.  15. 

IV. EXPERIMENTAL RESULT 
A. DESCRIPTION OF ENHANCING SECURITY WITH A 
COMPLEX RGB AND CHEMICAL ELEMENT-BASED KEY. 
The article introduces an innovative encryption technique that 
securely encrypts text on two levels using the periodic table. It 
employs a pseudo-random number generator to associate 
characters with chemical elements. Additionally, it proposes a 
color-based encryption/decryption method, generating image-
format keys. This robust methodology ensures a high level of 
security, making the vulnerability process more challenging. 
The approach combines elements of confusion and diffusion, 
aligning with cryptographic security principles established by 
Claude Shannon [23]. 

 

Figure 15. Cryptography between a sender and a receiver. 

This generation of pseudo-random numbers associated 
with the chemical elements is produced every time a new 
message is to be encrypted. Therefore, the security of the 
proposed method is based on the use of a One-Time Password 
(OTP), which is temporarily valid only once. Its use is similar 
to specialized devices that are continuously updated to 
improve security against theft, reuse, and authentication 
systems, and online security. Also, with the increase in keys, 
the time taken to break the system increases, and the brute 
force attack also requires more time to break, and according 
to Kirchhoff's law, the security of the cryptosystem depends 
on the privacy of the key combinations and randomization [4]. 

To determine the security level of the proposed method, 
taking into account the proposal of Babu et al. [25], which 
involves RGB colors, represented in the 3 channels with 
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values from 0 to 255 is possible to calculate the key size. 
Then, for our case, for each one of the 118 elements in the 
three channels with values from 0 to 255, see Fig. 16, the key 
size is 90270. This calculation was made using equation 
[eq1]. 

 

 

Figure 16. RGB and Chemical Element-Based Key 

 

               𝐾𝑒𝑦𝑆𝑖𝑧𝑒 = 3 ∗ 255 ∗ 118 .                       (1) 
𝐾𝑒𝑦𝑆𝑖𝑧𝑒 = 90270 

 
In addition, according to Verma et al. [24], (Table 3) 

presents a comparative analysis of brute-force attack resistance 
among existing algorithms as a function of key size expansion. 

As the key size increases, the theoretical resistance against 
brute-force attacks grows exponentially, expanding the 
effective keyspace. For each key, for the purpose of comparing 
methods, we assume that the required time is one microsecond, 
which is [eq2]. The average number of trials in a brute-force 
attack is 2 (No. Keys – 1) because the correct key is statistically 
expected to be found after searching half the key space [30].  

 
 
(2) 

 
 

In general, a larger key size provides more security, as it 
makes it more difficult for an attacker to break the encryption 
because the time computation required to break the cipher also 
increases [24].  

Table 3. Comparative analysis of key size with existing 
algorithms 

Algorithm 
Ks 

(BITS) No. Keys 
Time 1 𝝁s 

(Yrs.) 
Security 

Level O( ) 

DES 56 7.20 × 10ଵ଺ 1142.47 Low O(n) 
AES 128 3.40 × 10ଷ଼ 5.39 × 10ଶସ  Standard O(n) 
Verma et 
al. [24] 9081 2.10 × 10ଶଽହ଴ 3.00 × 10ଶଽହଷ High - 

Proposed 
method 90270 1.90 × 10ଶ଻ଵ଻ସ 3.00 × 10ଶ଻ଵ଺଻ Ultra-High O(n) 

 
We also analyze the computational complexity of the 

proposed algorithms (Table 3). The total time complexity is 
O(n) (linear), dominated by the encryption step (Algorithm 2), 
while key generation (Algorithm 1) and graphic key processing 
(Algorithm 3) run in O(1) (constant time). Notably, this 
complexity matches widely adopted standards such as AES and 
DES [31], ensuring competitive efficiency in practical 
implementations. 

B.  CRYPTOGRAPHIC STRENGTH EVALUATION OF THE 
ALGORITHM BASED ON PSEUDORANDOM NUMBER 
GENERATION 
Another measure to verify the robustness of encryption [27], 
which evaluates the quality of the pseudorandom number 

generator (PRNG), can be obtained through an exhaustive 
analysis of the cipher's statistical characteristics of the random 
numbers produced. For this purpose, the NIST statistical test 
suite has been used [28]. This suite was developed by the 
National Institute of Standards and Technology, and it includes 
various evaluations designed to detect deviations from 
theoretical random distributions in binary sequences. Key tests, 
such as the Frequency Test, Runs Test, and Linear Complexity 
Test, analyze bit distribution, sequence runs, and the 
complexity of the sequences, respectively. Additionally, other 
tests evaluate uniformity and predictability, with the goal of 
determining whether the generators produce sequences that 
behave in a truly random and unpredictable manner.  The 
evaluation process involves performing over 180 different 
statistical tests. In the encryption process, we employ a random 
shuffle function that swaps the position of each element with 
another. For the NIST STS test, this function is used to generate 
a binary string of 1 million bits. 

Table 4. Test Result Distribution by Passing Rates for 
Binary Strings 

Passing Test (%) 

100 90 80 <70 Average N.-Binary 
sequence 

1 182 3 2 1 99.10 

2 180 5 1 2 98.94 

3 182 2 2 2 98.99 

4 182 2 2 2 98.99 

5 185 0 1 2 99.20 

6 180 4 3 1 98.94 

7 182 4 1 1 99.15 

8 180 5 2 1 98.99 

9 184 2 1 1 98.56 

10 184 1 1 2 99.52 

 
After that, ten resulting sequences were evaluated with the 

NIST STS (Table 4). Many of the tests showed a successfully 
result, with an average success rate exceeding 98%.  For these 
tests, each value “1 or 100%” is the probability that a perfect 
random number generator would have produced a sequence 
less random than the sequence tested [29].  These results 
obtained show a comprehensive assessment of the sequence's 
randomness, offering valuable insights into the cryptographic 
robustness of our proposed method. Finally, we can conclude 
that our proposed algorithm has demonstrated a high level of 
cryptographic robustness for practical use. 

C. EVALUATION OF THE PROPOSED METHOD USING 
FIVE DATASETS. 
As well as in the research developed by Kyaw Zin et. al. [26], 
our proposed method has been validated with five data sets that 
work with both numerical and textual information, and show 
incremental scaling in size with longer encryption times. See 
Table 5. These datasets are commonly regarded as benchmarks 
for assessing storage and encryption methodologies, and they 
change in size. 

The first and second datasets work with short plaintexts. 
The first is about the latest census in Perú, conducted in 
October of 2017. The census population was 31,237,385 
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inhabitants. The second dataset is about the three most spoken 
languages in South America, which were chosen. The results in 
both datasets demonstrated a fast and accurate encryption and 
decryption of our proposed algorithm. 

Furthermore, the results from the third dataset illustrate the 
algorithm’s capability to effectively encrypted and decrypted a 
straightforward sentence. The most noteworthy challenges are 
encountered in the fourth and fifth datasets. The fourth dataset 
encompasses the Geographic Code, Department, Capital, and 
Land Area (km²) of Perú’s Regions, which is stored in a tabular 
format within a CSV file. Successfully encrypting both text and 
numbers from this dataset was particularly demanding. 

The fifth data set comprises the full text of the Universal 
Declaration of Human Rights. Our proposed method was 
rigorously tested on this long text of 8959 characters, and fully 
achieved complete recovery of the encrypted text. 

Table 5. Comparison with five datasets using our 
proposed method 

I
D 

Datasets Designated for 
Implementation via the 
Proposed Method 

No. of 
char
acter

s 

Encrypt
ion 

Time 
(s.) 

Text 
length / 

Accuracy 

1 “31.237.385” Source:  
https://www.inei.gob.pe/media/
MenuRecursivo/publicaciones_di
gitales/Est/Lib1539/cap01.pdf. 

10 0.416 ↑ 100 
% 

2 “Spanish-Portuguese-Quechua” 
Source: 
https://en.wikipedia.org/wiki/L
anguages_of_South_America. 

26 0.497 ↑ 100 
% 

3 "Classes at the university will 
start at 7:00 AM for the 2023 B 
period." 

27 0.552 ↑
↑ 

100 
% 

4 "Geographic Code, Department, 
Capital, and Land Area (km²) of 
Peru’s Administrative Regions" 
Source: https://www.sport-
histoire.fr/es/Geografia/Lista_de
partamentos_regiones_Peru.php. 

610 2.295 
↑
↑
↑ 

100 
% 

5 "Complete Text of the Universal 
Declaration of Human Rights" 
Source: 
https://www.ohchr.org/sites/def
ault/files/UDHR/Documents/UD
HR_Translations/eng.pdf. 

8959 16.494 

↑
↑
↑
↑
↑ 

100 
% 

V. CONCLUSIONS 
This research proposes an innovative modification to 
cryptography previously performed through the periodic table 
Sinha et al. [12], as well as the use of color and location-based 
encryption on the table of chemical elements for obtaining 
cryptographic keys. Enhancing the security level of the 
encrypted text is achieved by employing graphical keys. This 
innovative approach not only provides an additional layer of 
security but also adds a sophisticated element to the encryption 
process. By incorporating graphical keys, the intricacy of the 
cryptographic system is heightened, offering a multi-
dimensional security framework. This not only aligns with 
advanced encryption principles but also introduces an 
aesthetically sophisticated aspect to the overall security 
paradigm. In future work, the applications could be extended to 
encrypt images, tables, audio, etc., to increase the scope of this 
work. 
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