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ABSTRACT The article discusses the problem of increasing traffic volumes due to the availability of
encryption. Data packets of the Wi-Fi, Bluetooth, 6LoOWPAN standards, and the ZigBee, WirelessHART, and NB-
IoT protocols were considered for testing the impact. Based on information about the data packets, it was
determined which parts of the packet were to be encrypted and by what algorithm. Since there is an impact on the
volume of the data packets, its study was carried out. For this purpose, graphs of the dependence of the volume of
additions on the payload volume were built. The resulting graphs have a sawtooth shape because the addition will
be the maximum possible size at a specific payload size. It was concluded that the Wi-Fi standard is the best in
conditions without restrictions on the payload size, and NB-IoT is the worst. In conditions of the limited size of

the payload, ZigBee is the best, and NB-IoT is the worst.
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I. INTRODUCTION

he distribution of new IoT devices creates an increased

load on the transmission environment in which they
operate. If data transmission protocols use encryption, a
packet's amount of data transmitted may be affected.
Therefore, it is necessary to analyze the data packets of [oT
protocols and standards to determine the level of impact and
choose the optimal protocol or standard that will have the
least impact.

This material continues the IoT protocols and standards
analysis conducted in [1]. It described the automation of the
protocol selection process when building IoT systems using
software that asks the user for the parameters of the resulting
system and selects the optimal protocols recommended for
use in the system. The study of the impact of encryption will
improve the selection process by adding an indicator, which
can be decisive if several protocols are equal in capabilities
and meet the requirements.

. RELATED LITERATURE

In works [2,3], an analysis of existing optimization methods
in Internet of Things protocols and their impact on energy
consumption during data transmission was conducted. Still,
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an analysis of the effect of encryption on traffic volumes and
overall energy consumption was not performed.

The paper [4] considers the impact of encryption on the
size of media data packets. However, the Internet of Things
has different protocols and standards, so it is impossible to
assess the impact of encryption on them based only on the
data from [4].

The paper [5] examines encryption in microcontrollers
used to develop IoT devices. The results show that
encryption impacts data processing time, but the study does
not consider potential delays in transmitting encrypted data.

. MATERIALS AND METHODS

The following standards and protocols are most commonly
used for the Internet of Things: Wi-Fi, Bluetooth, ZigBee,
WirelessHART, 6LoWPAN, and NB-IoT.

In each of the presented protocols, the amount of payload
per packet is not fixed and may be less than what the protocol
or standard specifies. Therefore, for each protocol, it was
determined which parts of the packet were to be encrypted
and whether additional payloads were required for successful
encryption.

The Wi-Fi standard is used to organize a wireless local
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area network. The network uses radio waves in the 900 MHz,
2.4 GHz, or 5 GHz frequency band according to the IEEE
802.11 standard [6]. The topology used is a star, which
implies the presence of a central network coordinator
(router) to which all devices are connected. Usually,
smartphones, tablets, laptops, and SMART TVs access the
Internet via Wi-Fi. With the distribution of IoT systems, Wi-
Fi networks have also been used to connect IoT devices to
the global network, allowing them to receive information and
control these devices from anywhere with a worldwide
network connection.

All devices connected to a Wi-Fi network use the same

Bytes 0 1 2 3 4
Frame Control
Duration ID

frequency range, which often causes errors from
simultaneous data transmission by several devices. This
problem is solved by searching for simultaneous
transmission collisions in the network - CSMA/CA (Carrier
Sense Multiple Access with Collision Avoidance) [7]. When
new devices are added to the network, the data transmitted
increases. An analysis of the standard's encryption method
will help determine whether it significantly impacts the
traffic volume of a single device, which will block the
transmission medium for a long time.

The structure of a Wi-Fi data packet is shown in
Figure 1 [8].
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Source address
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Transmitter address
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CCMP Header

Payload

MIC

CRC |

Figure 1. The structure of a Wi-Fi data packet

The primary attention should be paid to the packet's
CCMP Header, Payload, and MIC parts involved in data
encryption. The AES algorithm encrypts the payload with
the CCMP protocol [9,10,11]. The MIC part is a code
calculated as a checksum of the payload in the packet and
enables checking the correctness of data transmission. The
Payload and MIC parts are encrypted as a whole.

The AES algorithm has several encryption options. The
AES-CTR version with a 128-bit (16-byte) key encrypts data
on Wi-Fi. According to it, the algorithm is fed with a counter
that has increased since the start. Unique counter values are
used for each payload block, reducing the risk of
unauthorized persons' decryption. At the beginning of the
encryption process, the payload must be supplemented to a
size that is a multiple of the key size, corresponding to 128
bits.

The initial data can be supplemented with up to 127 bits,
negatively impacting the data transmitted. The amount of
data received after the addition does not change during
encryption. The second addition to the data packet size is the
CCMP header. It contains the data packet number, a blank

byte reserved for future use, and an encryption parameter
byte. In this byte, bit 5 is always set to 1 to indicate that AES
encryption is used.

Bytes 6-7 store the key identifier used for encryption if
keys have been predefined. Bytes 0-4 are reserved for the
future. This means that one byte is added to perform
encryption, and the total size of the data packet increases
from 1 to 127 bits, depending on the amount of addition to
the original data. The payload may be smaller for small
volumes than the additional information required for
encryption.

The Bluetooth standard exchanges data over short
distances (up to 10 meters) [12]. Bluetooth became the
Internet of Things standard when it received an energy-
efficient version of Bluetooth LE [13]. It uses a 2.4 GHz
radio channel for data exchange. Like Wi-Fi, the standard
uses a star topology for its operation. The standard has the
same problem with collisions and uses CSMA/CA to find
them.

The structure of a Bluetooth data packet is shown in
Figure 2.

Bytes 0 1 2 3 4 5 251
Preamble
Access address |
PDU Header
Payload
MIC |
CRC |

Figure 2. The structure of a Bluetooth data packet
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The Bluetooth standard has two main parts involved in
encryption - the Payload and MIC. Bluetooth has an
encryption algorithm similar to Wi-Fi. It uses the AES
encryption method in the AES-CTR version with a 128-bit
key [14]. The Payload part is responsible for the payload, and
the MIC is responsible for the checksum to verify the
integrity of the payload. During encryption, the Payload and
MIC are combined and encrypted as one. Since the AES
algorithm requires the data length to be a multiple of the
encryption key (128 bits), the combined data is multiplied.
Unlike Wi-Fi, the Bluetooth standard does not have an
additional byte with encryption parameters, so the maximum
increase in packet size can be up to 127 bits.

The ZigBee protocol was created to implement a "smart
home" based on the IEEE 802.15.4 standard [15]. The
protocol has 3 radio frequency bands for operation: 866 MHz

Bytes 0 1 2 3 4
Preamble I
SFD
Length
Frame control I
Sequence |
Destination PAN

Destination address
Source address

in Europe, 915 MHz in the USA and Australia, and 2.4 GHz
in other countries [16]. The ZigBee network is built on a
mesh topology, enabling network devices to route traffic
until it reaches the network coordinator freely.

The structure of a data packet is shown in Figure 3.

The packet's APS Header, ZCL Header, and Payload
parts are encrypted. The Payload part stores the payload
transmitted in the packet. The APS Header controls
communication with the cluster to which the transmitting
device belongs. The ZCL Header determines the direction of
the packet transmission between the client and the server and
the type of command to be transmitted.

The AES algorithm is also used in the AES-CTR version
with a 128-bit encryption key [17]. Since it is necessary to
ensure the key multiplicity, adding up to 127 bits to the data
packet is needed, which affects the traffic volume.

8 22 68

Network Header

APS Header
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Payload
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FCS |

Figure 3. The structure of a ZigBee data packet

The MIC part is encrypted separately using the AES
algorithm in the AES-CBC version. After encryption, only a
portion of the upper 4 bytes remains unencrypted. Since the
size of the MIC part is fixed, it does not affect the size of the

data packet.
The 6LoWPAN standard was also created specifically for
Bytes 0 1 2 3
Preamble
SFD
Length
Frame control |
Sequence |
Destination PAN

Destination address
Source address

the Internet of Things. It is also based on the IEEE 802.15.4
standard for operation at the lower layers of the OSI standard
[18]. It uses a 2.4 GHz mesh network as a topology. The
main difference between ZigBee and ZigBee is the use of
IPv6 addressing. The packet structure is shown in Figure 4
[19].

Network Header

IPv6 + UDP Header

Payload

FCS |

Figure 4. The structure of a 6LoWPAN data packet
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The IPv6+UDP Header and Payload parts are encrypted
in the data packet. The Payload part is responsible for the
payload. The IPv6+UDP Header stores IPv6 addressing data
and UDP data headers.

The encryption is based on the AES algorithm in the
AES-CTR version with a key size of 128 bits [19,20]. During
encryption, these parts are combined into a single text and
encrypted together. The encryption requires an addition of 1
to 127 bits, which affects the amount of data in the packet.

The WirelessHART protocol is more similar to ZigBee

Bytes 0 1 2 3 4
Preamble I

SFD
Length
0x41
Addr. Spec.
Sequence

Network ID
Destination address
Source address
DLPDU |

than 6LoWPAN. It is also based on the IEEE 802.15.4
standard [21, 22, 23]. Figure 5 shows a data packet of the
protocol.

The Security Header and Payload parts are encrypted in
the data packet. The encryption is based on the AES
algorithm in the AES-CBC version [24]. The algorithm
requires data to be supplemented with a key size of 128 bits.
Because of this, the amount of the addition can range from 1
to 127 bits, increasing the packet size.

Network Header

Security Header

Payload

MIC |
CRC |

Figure 5. The structure of a WirelessHART data packet

NB-IoT is an Internet of Things protocol that uses a
cellular network at a radio frequency of 800, 900, or 1800
MHz to connect devices up to several kilometers away [25].

Bytes 0 1 2 3

MAC Header

Most of the protocol specifications are borrowed from the
LTE protocol, which allows the system to be deployed on
existing cellular network equipment.

Figure 6 shows the structure of an NB-IoT data packet.

5 6 65

Payload

CRC |

Figure 6. The structure of a NB-IoT data packet

During data transmission, the Payload part is encrypted.
The ESP protocol, based on the 128-EEA2 algorithm
[26,27], is used for encryption. This algorithm involves
adding the payload to a key size of 128 bits. As a result, the
amount of encrypted data can increase from 1 to 127 bits.

In each of the presented protocols, there is a problem of
increasing the transmitted packet due to data encryption,
which requires supplementing the payload with additional
bits to the key size.

Since the negative impact of additions is evident, it is
necessary to calculate the volume of additions in each
protocol for all possible payload volumes. The following
formula was used for the calculation:

a=(b—((x+c) modb)) modDb, (1
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where a is the volume of addition to the size of the
encryption block in bits, ¢ is the amount of data encrypted
together with the payload in bits (Table 1), b is the size of
the encryption key in bits, and x is the volume of payload in
bits.

In some protocols, parts of the data packet are encrypted
together with the payload, so the size of these blocks must be
considered when calculating the addition of the key size.
Table 1 shows these blocks and their size in bits.

Table 1. Sizes of permanent blocks of data packets
encrypted together with the payload

Protocol or standard Blocks of data Sizes
packets
Wi-Fi CCMP Header and | 128 bits
MIC

VOLUME 24(3), 2025
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Sl

Bluetooth MIC 32 bits
6LoWPAN APS Header and ZCL | 88 bits
Header
WirelessHART IPv6+UDP Header 48 bits
ZigBee Security Header 48 bits

NB-IoT - 0 bits

To evaluate the impact of additions on the size of the data
packet, the percentage of additions relative to the size of the
encrypted data was calculated using Formula 2.

a

Using the formula (2), the graphs were built showing how
the volume of additions depends on the volume of payload
in the total encrypted data (Figs. 7-12). The axis of abscissa
is limited to the maximum amount of payload that a Wi-Fi
protocol can transmit in one package. All other protocols can
transmit a smaller payload, limiting their graphics. This
restriction was chosen to allow the possibility of
superimposing graphs to compare them.
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Figure 7. The volume of additions in the Wi-Fi standard
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Figure 8. The volume of additions in the Bluetooth standard
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Figure 9. The volume of additions in the ZigBee protocol
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Figure 10. The volume of additions in the 6LoWPAN
standard
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Figure 11. The volume of additions in the WirelessHART
protocol
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Figure 12. The volume of additions in the NB-IoT protocol

IV. RESULTS
The graphs show that as the payload volume increases, the
impact of the addition on the total data packet decreases.
When adding a lot of bits to create the encryption key's
multiplicity, the peaks in the graph must be highlighted.

We also examined the average percentage of additions
compared to the payload for each protocol and standard.

Table 2 shows that the more data a protocol or standard
can transmit, the smaller the average percentage of additions
a data packet will contain. However, modern IoT devices are
energy efficient and transmit small amounts of data, so it is
not reasonable to calculate the share of additions relative to
the payload based on their maximum size

Table 2. Average percentage of additions

Protocol or standard Average percentage Maximum payload
of additions in size
encrypted data

Wi-Fi 2.13% 2304 bytes
Bluetooth 10.64% 251 bytes
6LoWPAN 23.22% 80 bytes
WirelessHART 23.08% 80 bytes
ZigBee 24.81% 68 bytes
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[ NB-IoT | 25.96% | 65 bytes |

Since the data in Table 1 represents averages of the
maximum payload, it is inappropriate to use these values to
assess the ultimate impact. To evaluate this impact, three
distinct sets of payload data were generated.

The first set has the following structure:

path:34

value:170

The second set of data:

path:/module/send

value:170

The third set of data:

path:/module/send

value:optionl

For each set, the payload size was calculated in bytes.
Each character in the payload, including the line separator,
consumes 1 byte. Therefore, the first set is 17 bytes, the
second set is 27 bytes, and the third set is 30 bytes.

Using formula (1), the volume of additions for each
protocol was calculated to achieve a multiple of the
encryption key. The calculation results are shown in Table 3.

Table 3. Volumes of additions in packets for each

protocol
Protocol or Set 1 Set 2 Set 3
standard

Wi-Fi 120 bits | 40 bits 16 bits
Bluetooth 88 bits 8 bits 112 bits
ZigBee 96 bits 16 bits 120 bits
6LoWPAN 72 bits 120 bits | 96 bits
WirelessHART | 72 bits 120 bits | 96 bits
NB-IoT 120 bits | 40 bits 16 bits

The percentage of additions in the encrypted data was
calculated using the volume of additions. The results are
shown in Table 4.

Table 4. Percentage of additions in encrypted data

Protocol or standard Set 1 Set 2 Set 3
Wi-Fi 46.68% | 15.63% | 6.25%
Bluetooth 39.29% | 3.57% 31.82%
ZigBee 41.38% | 6.90% 33.33%
6LoWPAN 34.62% | 35.71% | 28.57%
WirelessHART 34.62% | 35.71% | 28.57%
NB-IoT 22.92% | 15.63% | 6.25%

For each set, data packets according to the protocols were
generated, and the volume of additions relative to the size of
the whole data packet was calculated. The results are shown
in Table 5.

Table 5. Percentage of additions in data packets

Protocol or standard Set 1 Set 2 Set 3
Wi-Fi 22.73% | 7.58% 3.03%
Bluetooth 28.95% | 2.63% 25.93%
ZigBee 16.67% | 2.78% 17.05%
6LoWPAN 18.37% | 23.08% | 18.46%
WirelessHART 16.36% | 21.13% | 16.90%
NB-IoT 38.46% | 12.82% | 5.13%
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For each protocol, the average volume of additions in the
packet is calculated according to the sets described earlier.
The results are shown in Table 6.

Table 6. The average volume of additions in packets for
the three sets of payload

Protocol or standard Volume of additions
Wi-Fi 11.11%
Bluetooth 19.17%
ZigBee 12.16%
6LoWPAN 19.97%
WirelessHART 19.17%
NB-IoT 18.80%

Since the values obtained correspond to test datasets
only, the average amount of additions in the range from 1 to
512 bits (64 bytes) of data was calculated. The calculation
results are shown in Table 7.

Table 7. The average size of additions in packets with up
to 64 bytes of payload

Protocol or standard The average amount of additions
Wi-Fi 9.95%
Bluetooth 16.31%
6LoWPAN 11.55%
WirelessHART 10.12%
ZigBee 8.00%
NB-IoT 20.21%

The volume of additions has the most significant impact
on the NB-IoT protocol. The Bluetooth standard follows it.
The ZigBee protocol is the best performer, which may
indicate that it is well-suited for systems with limited
payload.

V. CONCLUSION
Modern IoT standards and protocols require data encryption.
Since the encryption algorithms require the payload to be
added to the key size, usually 128 bits, there is a problem of
transmitting excessive information, which is, on average,
about 26% of the payload in a packet. At the same time, the
overall impact on traffic volumes in most protocols is about
10%, except for Bluetooth with 16% and NB-IoT with 20%.

To optimize traffic volumes, it is necessary to consider
the size of the data in the packet, paying attention to the fact
that not only is the payload encrypted, but also other parts.

The analysis of popular protocols regarding the
percentage of "additional" information caused by the
encryption showed that, from this point of view, the ZigBee
protocol can be recommended for use in systems with a
limited payload. However, when choosing a protocol in the
design of an [oT system, the impact of encryption should be
considered as one of many factors that will help in the final
decision. Some other factors are discussed in [1], which can
be extended by considering the impact of encryption by
adding another coefficient to the Boolean functions of the
protocol selection.

The paper presents a new quantitative assessment of the
impact of encryption on traffic volumes in Internet of Things
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(IoT) protocols. In contrast to previous works that have
mainly focused on the energy consumption or computational
costs of encryption, the study provides a detailed comparison
of six widely used IoT communication protocols (Wi-Fi,
Bluetooth, ZigBee, 6LoWPAN, WirelessHART, and NB-
IoT) in terms of the transmission overhead caused by
encryption. A mathematical model is developed, and an

empirical

evaluation is carried out using real data

transmission scenarios to measure the volume of additional
data caused by encryption. The study proposes a new
selection criterion - encryption overhead - to improve
decision-making when selecting protocols for IoT systems,
complementing criteria such as delay, energy efficiency, and
bandwidth.
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