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Abstract: Currently, the number of DDoS attacks on various institutions has
increased, so research on this issue is necessary and relevant. One of the devices
that is targeted first is the router. This paper is devoted to the study of the spread
of DDoS attacks on the router's subsystems of the Smart Office system. This
paper analyzes and solves the problem of optimizing the search for the minimum
propagation path of an attack on router subsystems using a mathematical tool –
graph theory. The goal of this paper is to determine the most vulnerable router's
subsystems to the effects of DDoS attacks.
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1. INTRODUCTION1
A growing number of different devices using the
technology
of
machine-to-machine
(M2M)
interaction are being connected to the Internet. As
part of this technological solution, a number of
specialized devices are used that collect telemetric
information. A key feature of such systems is their
industrial orientation and the need for human
participation in management decision-making. This
aspect greatly limits the use of M2M technologies
and led to the improvement of the concept and the
emergence of the concept of “Internet of things
(IoT)”. The IoT is understood to be connected to a
computer network: robotic manufacturing facilities,
smart medical equipment, power supply networks
and countless industrial control systems (turbines,
valves, servo drives, etc.), cars, televisions,
surveillance cameras, etc. There are various models
of interaction of Internet-connected devices: ThingThing, Thing-User and Thing-Web Object [1].
Connecting Smart Things to a single network
1
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provides critical qualitative changes for the
development of human activity, and the main part of
the connected objects will be a variety of specialized
devices that include a microcontroller with various
expansion cards – a data transmission module, a
memory module, and measurement tools (sensors)
and means of identification. To control the device,
processing and transmitting data on the controller, a
real-time operating system is used, which is
responsible for collecting and initial processing of
data to minimize traffic [2].
Smart offices are a small part of the IoT. The
increase in the number of devices connected to the
IoT leads to an increase in the possibility of manmade risks and a sharp decline in the security of
critical systems. Since a number of such facilities
and IoT systems have already been attacked and
considerable damage has been caused, ensuring their
protection is coming to the fore [1-3]. DDoS
(Distributed Denial of Service)-attack is a series of
malicious actions that a hacker makes trying to
block users from accessing the service. Such an
attack can be carried out in relation to almost
anything: servers, devices, services, networks,
applications, and even specific transactions within
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applications. During this process, the hacker sends
malicious data or requests from several different
systems to the target resource. Typically, such
attacks overwhelm a resource with requests for data
so much that it simply does not withstand the load.
As a result, it stops working due to an oversupply of
requests. The losses that this attack will entail may
be minimal – the resource will simply not work for a
while. But sometimes this can lead to global
negative consequences, especially if interruptions in
the work of the service greatly harm its users. The
impact of DDoS-attacks on the infrastructure of a
smart office leads to an increase in energy
consumption by infrastructure components. Sending
by the attackers of a huge number of service requests
does not allow the smart office subsystem to switch
to low power modes. The most frequently vulnerable
to attacks are routers. Therefore, it is advisable to
consider which nodes of the router will be more
susceptible to attack, and to offer recommendations
for protecting them from such effects.

1.1 WORK RELATED ANALYSIS
In [4-6], a research of security problems in IoT
and a classification of possible cyber attacks at each
level of the IoT architecture was done. It also
addresses issues with traditional security solutions,
such as cryptographic solutions, authentication
mechanisms, and key management in IoT. In [7, 8],
a classification is presented based on analysis and
comparison of the serious consequences of attacks, a
study of security, security problems, and various
types of active and passive attacks on IoT. In [9],
vulnerabilities and threats in the IoT environment
and protection methods were considered. A
classification of security risks of a particular
architecture level, as well as security risks,
depending on the type of use of the IoT concept, is
proposed. The paper [10] examined various types of
attacks on the router, the principles of creating and
maintaining an automatic log for network and
security management. The authors of the reviewed
sources assessed the reliability and security of
network devices, applied graph theory and Dijkstra's
algorithm for network models, not including router
functioning models. The scientific novelty of this
article is that a new approach is applied to the wellknown Dijkstra's algorithm – to determine the most
vulnerable subsystem of the router, determining the
optimal route of DDoS-attack on it.

1.2 THE GOAL OF THE PAPER
The number of DDoS-attacks to various
institutions has increased, so research on this
problem is necessary and relevant. One of the
devices that is attacked first is a router. This work is
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devoted to the study of the spread of DDoS attacks
on the router subsystems of the smart office system,
for which it is proposed to use Dijkstra's algorithm
to detect the router subsystems most vulnerable to
attacks in order to develop in the future
recommendations to improve the cybersecurity and
reliability of these subsystems.
The purpose of the paper is to determine the most
vulnerable subsystems to the effects of DDoS
attacks on router.

2. GENERAL INFORMATION
2.1 ANALYSIS OF THE ATTACKS
STATISTICS ON THE IOT SYSTEM
INFRASTRUCTURE USING BOTNETS
To implement the Internet of things in all
industries, in particular, the smart office, it is
necessary to develop new ways to protect network
equipment from various attacks and analyze the
most vulnerable components. Developers need to
ensure an adequate level of cybersecurity for any
IoT system, where it is of great importance. IoT
devices work around the clock and attackers can use
them at any time to perform malicious activity.
Additional functionality, the ability to manage
security should be provided at the design stage of
IoT devices [11, 12].
Software vulnerabilities can arise not only during
the creation of software code, but also due to errors
in the configuration of gateways and servers, due to
frequent reprogramming, with each change or
modification of products that become more diverse,
and sometimes even done for individual orders.
Compatibility with the existing production and
management systems at the enterprise means, inter
alia, interaction with outdated software products
with much less stringent requirements for
cybersecurity. Over the past two years, there have
been serious attacks on IoT devices using botnets
Mirai, Torii, VPNFilter, Hide N Seek (HNS) [1115]. These botnets change the mechanism of action,
becoming more and more sophisticated over time.
The Mirai botnet uses a connection to the victim
computers using a brute force attack (brute force)
attack on Telnet servers, using more than 60 factory
credentials for the BusyBox software. Then each
infected device blocks itself from additional bots,
the botnet sends the victim's IP address and
credentials to a special centralized service
ScanListen.26, while the new victim then helps to
attract new bots, creating a self-replicating model
[13].
The TORII botnet software code affects x86_64,
x86, ARM, MIPS, Motorola 68k, SuperH, PPC
processors, as well as their variants, and allows for
remote control and data stealing [14, 15]. The
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program uses five different commands to deliver a
botnet, either via HTTP or via an attacker's FTP
resource, and Tor tunnels were used to deliver
malicious code.
The BrickerBot botnet implements Permanent
Denial of Service (PDoS) attacks – these are fastmoving bot attacks that are gaining popularity and
are intended to make equipment stop working [16].
The Hide 'N Seek botnet (HNS) attacks not only
routers, DVRs, but also vulnerable DB solutions
(Apache OrientDB and CouchDB), as well as
AVTECH webcams, Cisco Linksys RCE, TP-Link
RCE, Netgear RCE, ASUS, D-Link, Huawei,
MikroTik, QNAP, Ubiquiti, Uplevel, ZTE; JAWS /
1.0 Web server [17−19].
The Hajime botnet is a sophisticated, flexible,
thoughtful, reliable and innovative IoT botnet that
can self-update and provide its booth partners with
enhanced capabilities quite effectively and quickly.
The attack is carried out by scanning the Internet to
detect and infect new victims through the open ports
of TCP 23 (Telnet) and TCP 5358 (WSDAPI), using
the brute force method to log into the system and
gain control over the devices. Also, a botnet can
remove malicious software from a device that wants
to infect, while protecting it from future infections,
controlling its connection with Telnet [20].
The VPNFilter botnet attack affects network
devices for the home or small office, as well as a
number of network storage systems. Network
devices of such manufacturers as ASUS, D-Link,
Huawei, Ubiquiti, UPVEL and ZTE, Linksys,
MikroTik, Netgear and TP-Link [19-21] were
subject to attacks.
The Gafgyt botnet affects IoT devices, including
Huawei devices, GPON and D-Link devices,
vulnerabilities CVE-2018-10562 and CVE-201810561 in Dasan routers.
The analysis of attacks performed using IoT
botnets, showed, that attacks most often affect IoT
network routers.
The cybersecurity of the IoT is enhanced by
ensuring the security of communication systems,
monitoring network interactions, controlling and
protecting devices. IoT systems use significantly
enhanced security measures – secure and robust
system architectures, specialized chipsets, modern
types of encryption and authentication, threat
detection systems, etc.
Communication channels must be secured;
encryption and authentication technologies are used
to ensure that devices know if they can trust the
remote system.
Protecting IoT devices is ensuring cybersecurity
and software integrity. All critical devices, whether
sensors, controllers, or something else, must be
configured to run only signed code. Devices must be

protected at subsequent stages, after the code has
been launched.
Some attacks will be able to overcome any
measures taken, no matter how well everything is
protected, so it is crucial to have security analytics
capabilities in IoT. Most IoT devices are “closed
systems”. Therefore, the protection functions should
be initially built into the IoT devices so that they are
safe in their architecture. Security in the
manufacture of the device at the factory is the best
way to ensure the protection of the Internet of
things, such as encryption, authentication, integrity
checks, intrusion prevention and the possibility of
secure updates.
To ensure the security of the IoT hardware and
software, protection programs can use an extension
of the hardware functions. Many chip makers have
already embedded security features in hardware. It is
also assumed that when using servers and routers,
appropriate security policies will be configured.
Regardless of whether the device is connected to
any other device or data is exchanged with a remote
service, for example, a cloud-based one, the
connection must always be secure. For many IoT
applications, absolute data confidentiality is
required; this requirement can be met using
certificates and TLS/DTLS protocols.

2.2 THREATS IN IOT DEVICES
IoT devices face many threats, including
malicious code that can spread through proven
connections,
exploiting
vulnerabilities
or
configuration errors. In such attacks, several
software vulnerabilities are often exploited,
including [4−10]: failure to use code signature
checks and secure downloads; poorly implemented
validation models that can be circumvented.
Attackers often use these flaws to install software
for data collection, file transfer capabilities for
extracting confidential information from the system,
and sometimes even for command & control (C&C)
infrastructure to manipulate system behavior.
Some attackers exploit vulnerabilities to install
malware directly into the memory of already running
IoT systems. And sometimes this type of infection is
chosen, in which the malware disappears after the
device is rebooted, but it manages to cause
enormous damage. This works because some IoT
systems and many industrial systems almost never
reboot. In this case, it is difficult for the security
department to detect the vulnerability used in the
system and investigate the origin of the attack.
Sometimes such attacks occur through an IT
network connected to an industrial network or to an
IoT network, in other cases an attack occurs via the
Internet or through direct physical access to the
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device. In this way, you can identify threats that use
a mutated code or adapt their encryption scheme by
simply separating high-risk files from secure files,
quickly and accurately detecting malware, despite all
their tricks. The combination of technologies used
will depend on the specific situation, but the above
tools can be combined to protect devices, even in
environments with limited computing resources [2].
Increasing the flow of processed data in the smart
office system leads to the development of more
powerful routers and the improvement of routing
protocols and network operation principles. In the
construction of modern networks, in addition to the
traditional infrastructural level of data transmission,
containing routing and switching equipment, a
control level is distinguished. Separating the
functions of transmission and management allows
you to virtualize the network infrastructure and
significantly increase the centralization of resource
management, implementing the technology of
software-defined networks (Software Defined
Network), designed to work in conditions of
dynamic changes. This approach already finds its
use in the data center when building cloud services
and is rapidly gaining popularity in corporate
networks and networks of providers. The applied
value of the Internet is a number of specialized
services implemented on its basis – DNS, e-mail,
file transfer (FTP), World Wide Web, streaming
media, etc. The services provided are in continuous
development, transforming society and sociologizing
interaction within the network. Most applications
use a user-service interaction model and serve as a
reflection of the emerging information society.
Today, IoT is interested in many business
executives. They are exploring ways to use this
technology and the benefits it can give to the
company. Application of IoT can be found in almost
any industry. For example, in the manufacturing
sector, IoT systems can be used to predict equipment
failures (predictive analytics). This allows you to
optimize the frequency of maintenance and
minimize downtime. In the health sector, IoT
technologies can provide more accurate monitoring
of health outcomes, which helps improve patient
outcomes.
In 2016, the Mirai botnet was attacked, which
disabled many websites (Twitter, Shopify, NetIX,
etc.). The attack was successful due to the
vulnerability of outdated IoT device firmware [22].
Currently, Mirai is not lost, there are several
options on the network. Network security experts
have discovered an interesting version of the Mirai,
with extensive features. He was found after
analyzing a powerful DDoS-attack lasting 54 hours.
Apparently, now the botnet has become more
powerful than ever.
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A special feature of Mirai is hacking smart
devices, including cameras, thermostats, etc., and
then using these devices as bots for DDoS attacks.
The first version of Mirai included about 400-500
thousand connected devices. Per second, the botnet
target received about 30,000 HTTP requests. In
February 2017, an attack was made on one of the
educational institutions in the USA. The duration of
the attack was more than 54 hours. This was
significantly different from the usual Mirai opening
hours; previously, the duration of the attacks was
about 24 hours and no more. Mirai botnet, by
selecting combinations of default usernames and
passwords, hacked a large number of cameras and
routers, which were later used for the most powerful
DDoS attack on the UK Postal Office, Deutsche
Telekom, TalkTalk, KCOM and Eircom. At the
same time, the “bootforce” of IoT devices was
carried out using Telnet, and routers were hacked
through port 7547 using the TR-064 and TR-069
protocols [23]. The longest attack in the second
quarter of 2018 lasted 258 hours (almost 11 days), in
the last quarter the maximum attack duration was
297 hours (12.4 days) [24].
It is worth noting that now Mirai consists of new
devices that have been cracked relatively recently.
All elements of the botnet carried out an attack on
the target using HTTP flood. About 10.000 IoT
devices participated in this attack, including
cameras, routers and other devices. Their
manufacturers have not yet fixed software
vulnerabilities that were discovered during the work
of the first version of Mirai, so it is not surprising
that the work of Mirai was again possible. Its latest
version includes 30-user agent alternatives, a step
forward compared to 5 for the original botnet. A
greater number of user agents allow Mirai to
successfully counteract most of the security
measures taken by information security specialists.
The spread over IP is quite large. Approximately
18% of botnet elements are located in the United
States, 11% in Israel, and 11% in Taiwan [25].
More than 2 million attacks via SSH and Telnet
were committed to server bait deployed by
cybersecurity experts during June 2018. Malicious
scripts from the USA and Russia are most active.
The top five countries, from whose territory the
majority of attacks occur, also include the United
Kingdom, France and the Netherlands.
The sources of the malicious script were
uploaded to the network, after which new versions
of the program were created based on the original
code. The most famous of them, the Wicked and
Satori botnets, have been repeatedly observed in
attacks on the IoT devices [26].
The first botnet IoTroop (aka Reaper), built on
the basis of Mirai, was discovered in October 2017.
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Malicious software spreads through various
vulnerabilities in D-Link, TP-Link, Avtech, Netgear,
MikroTik, Linksys, Synology devices.
In January 2018, a series of DDoS attacks were
launched against financial institutions in the
Netherlands, affecting such large companies as ABN
Amro and Rabobank. Recorded Future analysts
reported that these attacks were one of the first
recorded applications of the IoTroop botnet.
According to the calculations of Recorded
Future, the power of attacks at peak times reached
30 Gbit/s, and the attackers used amplification
through DNS. This is not the most powerful attack.
In March 2018, attacks of 1.7 TB/s were recorded.
During the first malicious campaign, the botnet
comprised 80% of the MikroTik routers, and the
remaining 20% of the devices were a mix of
vulnerable Apache and IIS servers, as well as
various smart Ubiquity, GoAhead, Linksys, TPLink, Dahua, Cisco and ZyXEL devices [26, 27].
In June – September 2018, it was reported that a
new IoT-botnet Hakai appeared, whose victims now
are mainly D-Link, Huawei and Realtek routers.
This bot was based on Qbot source codes (Gafgyt,
Bashlite, Lizkebab, Torlus or LizardStresser), which
spread over the network several years ago. In July
2018, Hakai began to evolve, hacking and infecting
all new devices. This was an exploit for the CVE2017-17215 vulnerability affecting Huawei HG532
routers. In August, Hakai exploited vulnerability in
D-Link routers that support the HNAP protocol, as
well as attacking Realtek routers [26].
In September, two more new versions of this
malicious program, Kenjiro and Izuku, appeared on
the network [26, 27].
As can be seen from the analysis of the spread of
DDoS attacks on network subsystems in recent
years, one of their main directions is a router.
Therefore, it is relevant to analyze the impact of
attacks on routers to further ensure the security of
network routers.

2.3 MODELING TO FIND THE MINIMAL
PATH TO THE ROUTER’S COMPONENT
IF ATTACK SPREADS
The object of research in the paper was selected
Smart Office (SO). In previous papers [28-30], the
availability of SO considered and a study was
conducted with the use of firewalls, servers, and
routers in the context of DDoS-attacks and threat
patching using a mathematical apparatus – Markov
models.
This paper analyzes and solves the optimization
problem of finding the minimum propagation path
for an attack router, using a mathematical tool –
graph theory.

A graph is a set of objects. In our task, these are
the critical components (subsystems) of the router.
To solve problems with such a set, you need to
designate each object from this set as vertices of the
graph.
Task setting: It is necessary to determine the path
for a possible attack on the router subsystem in order
to lead to the failure of the router in the shortest
possible time.
Let us build a graph that shows the paths of
possible attack propagation. A graph is a set of
objects. In our task, these are critical components
(subsystems) of the router. To solve problems with
such a set, each object from this set must be
designated as the vertices of the graph. The values of
the transition times are taken as average from
various sources [26, 27].
To search for the shortest time of transition from
state to state, you can use several algorithms. The
best known are the traveling salesman problem, the
Dijkstra algorithm, the Bellman-Ford algorithm. To
determine the shortest path to which the attack on
the router may be oriented to bring it to a faulty
state, the Dijkstra model was chosen. This algorithm
iterates through all the vertices of the graph and
assigns labels to them, which are the known
minimum distance from the top of the source to a
specific vertex.
Dijkstra's algorithm solves the problem of the
shortest paths from one vertex for a directed graph.
The result of the shortest path search algorithm
should be a sequence of edges connecting the
specified two vertices and having the shortest length
among all such sequences. The algorithm works
only for graphs without edges of negative weight.
The structure scheme of router includes: PFC
hardware special-cases limiter, Control-plane
policing software, PFC hardware, PFC software,
router’s ROM, router’s RAM, cores of Data Plane,
Control Plane Interface, power supply unit of the
router, Control Plane Interface, Data Plane. The
values of transition times are taken from the average
of various sources [10, 28-30].
The graph has 14 states: start of DDoS-attack (0);
failure of PFC hardware special-cases limiter (1);
failure of Control-plane policing software (2);
failure of PFC hardware (3); failure of PFC
hardware and software (4); failure of router’s ROM
(5); failure of router’s RAM (6); failure of the one
core of Data Plane (7); fault of the Control Plane
Interface (8); failure of power supply unit of the
router (9); failure of the Control Plane Interface
(10); fault of the router (11); failure of all cores of
Data Plane (12); failure of the router (13) (Fig. 1).
A graph is given, the states of which reflect the
states of a router’s failure or fault due to an attack.
The purpose of the algorithm is to find the shortest
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attack time for disabling the router subsystems.
Suppose you want to find the shortest distance from
the 0th vertex to all the others. Circles denote
vertices that reflect the failure or fault of the router
subsystem (RAM, processor, etc.), and the lines
indicate the propagation paths of attacks between
them (graph edges). The circles indicate the numbers
of the vertices, above the edges their weight is
indicated – the time of the impact of the attack until
the result is obtained (failure or fault of any router
device).

2.4 SIMULATION RESULTS
The simulation results are shown in Table 1. For
example, it has been selected (Fig. 3), which step by
step allows you to determine the duration of the
attack and the transition to the next step. The graph
weighting factors are defined as the time
characteristics – duration of the attack (in hours) of
the transition from one state of the graph to another
state. They were taken according to the average
statistical values given, for example, on the CERT
website and in various reports on attacks on
microprocessor systems. In accordance with Table 1,
the first step is 0 state – 2 system state. The attack
lasted 6 hours, led to failure of PFC hardware
special-cases limiter by matching policy (2). A small
value of the weight on the edge of the graph
indicates that it takes very little time to transfer from
one state of the graph to another, for example, if the
RAM fails (6 is the state of the graph), the router
immediately fails (13 is the state of the graph).
Table 1. Simulation results
Step
1
2
3
4

Figure 1 – Graph of the attack spread

This graph can be represented as a matrix
(Fig. 2). A square matrix is used to store the weights
of the graph. In the row and column headers are the
values of the vertices of the graph. And the weights
of the arcs of the graph (the exposure time of an
attack to transition a router to another state) are
placed in the internal cells of the table. The graph
does not contain loops, so zero values are contained
on the main diagonal of the matrix.
We will take the initial vertex 0 (the beginning of
the attack) and will look for the shortest routes from
vertex 0 to vertex 13.

Start
of step
0
2
4
6

End of
step
2
4
6
13

Time, h
6
1
6
0,000001

Accumulation
of time, h
6
7
13
13,000001

In accordance with Table 1, the first step is 0
state – 2 system state. The attack lasted 6 hours, led
to the failure of the PFC hardware special-cases
limiter by matching policy (2). The second step is
from 2 states to failure of PFC hardware and
software (4). According to Dijkstra’s algorithm
while minimizing the attack time to 13 states (failure
of the router), the total number of steps is 4, the total
attack time 13,000001 hour.

Figure 3 – A cascading diagram of the attack
spread from 0 state to 13

Figure 2 – Matrix of the attack spread
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If the target of the attack is the state of failure of
power supply unit of the router (9) (Table 2) – the
attack goal is achieved in 2 steps (Table 2, Fig. 4).

Maryna Kolisnyk, Vyacheslav Kharchenko, Iryna Piskachova / International Journal of Computing, 19(4) 2020, 629-637

The first step lasts 6 hours and leads to the failure of
the PFC hardware special-cases limiter by matching
policy (2). In the second step, the attack lasts 10
hours and leads to the failure of the power supply
unit (9). The total time of disabling the device is 16
hours.
Table 2. Simulation results
Step
1
2

Start of
step
0
2

End of
step
2
9

Time, h
6
10

Accumulation of
time, h
6
16

Figure 4 – A cascading diagram of the attack
spread from 0 state to 11

If the target of the attack is the fault of the router
(11), it is achieved in 3 steps (Table 3). The first step
lasts 6 hours and leads to the failure of the PFC
hardware special-cases limiter by matching policy
(2) (Fig. 5). The second step to failure of the one
core of Data Plane (7) lasts 1 hour. The third step to
the final goal lasts 9 hours. Attack time equals to 16
hours.
Table 3. Simulation results
Step
1
2
3

Start of
step
0
2
7

End of
step
2
7
11

Time,
h
6
1
9

Accumulation of
time, h
6
7
16

3. CONCLUSIONS
A new approach is applied to determining the
most critical subsystem inside the router when
exposed to an attack – using the well-known
Dijkstra algorithm for this purpose, which was
previously actively used to solve network problems
– when finding the optimal path between network
devices, but not for solving problems inside the
device. The results obtained in the article make it
possible to identify the router subsystems most
vulnerable to DDoS attacks. Using the average
initial data on the attack time on the hardware and
software subsystems of the router, a simulation was
carried out using Dijkstra's algorithm to find the
shortest attack path inside the router. Analysis of the
simulation results showed that control level control
software, and the router's RAM are most vulnerable
to a DDoS attack, and leads to a failure of the router.
That is, it is necessary to take measures to protect
the data of the router subsystems from the effects of
DDoS attacks.
Thus, when creating a cyber protection system
for the Smart Office system, it is necessary to
increase the security of the router, and, above all, to
ensure it at the stage of development, production and
operation of its subsystems.
Thanks to the conducted research, it became
possible to identify the most vulnerable subsystems
and develop recommendations for ensuring and
improving the reliability and cybersecurity of the
hardware and software of the router in SO.
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