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 ABSTRACT The article is devoted to the study of the perspectives of steganography to ensure integrity. The 
definition of information integrity is presented, which meets the new requirements and the definition of cybersecurity. 
Integrity is achieved through the control and recovery of information. The article provides a detailed analysis of 
existing approaches to the construction of modern steganometric systems. The greatest attention in the article was 
paid to the method of hiding information in graphic containers. The proposed method is a modification of the well-
known method of replacing the least significant bits. The main difference from the known method is that not all least 
significant bits are changed. The selection of the bits to be changed is carried out using a pseudo-random sequence 
generator, while, thanks to the proposed algorithm, no more than 3.12 percent of the bits are changed, which is the 
limit of visibility for the steganalyst. There are 6.25 percent of information bits in such a message. 
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I. INTRODUCTION 
HE higher development of information technologies 
imposes stringent requirements for ensuring information 

security (IS) on various systems. One of the main and most 
acute is the problem of ensuring the integrity of information 
(IoI) [1]. The integrity of information in [2] is defined as the 
impossibility of unauthorized modification, deletion, copying 
and creation of new data of this type. At that, the system shall 
provide indication of specified unauthorized actions or their 
attempts. 

However, this definition does not match any of the 
classical works on information theory, which describe the 
properties of information. These properties include 
availability, timeliness, relevance, completeness, objectivity, 
etc. As it can be seen, the concept of integrity of information 
in these documents is missing.  

It should be noted that it would be correct to attribute 
integrity to the properties of the system in which information 
circulates. In this case, integrity should be defined as a 
property of the system with the help of built-in means for a 
given time to counteract unauthorized change of information 
and/or restore distorted information. Based on the presented 
definition of IoI, we can distinguish the following effects on 
information [3]: 

 modification of information; 
 substitution of information; 

 destruction of information. 
Modification supposes changes to any part of the 

information. These changes can be both accidental and 
intentional. In the second case, they may be authorized or 
unauthorized. Substitution supposes the imposition of false 
information by replacing the true (original) information. 
Destruction is most often associated with the destruction of a 
physical information carrier and/or demagnetization 
(formatting) of electronic media [1].  

In solving the problem of ensuring IoI the following stages 
may be noted: 

− direct integrity provision; 
− integrity control; 
− recovery of integrity.  
Direct integrity provision can be achieved due to the 

reliability of technical means, reduction of the volume of 
transmitted information, concealing the fact of information 
transfer and organizational measures.  

Integrity control is achieved through a checksum or digital 
signature. 

Recovery of the integrity of information is carried out 
through the use of methods of noiseless coding, antivirus 
protection and the use of backup copies. It should be noted 
that any recovery method starts working after and/or together 
with integrity monitoring. It is also worth noting antivirus 
protection, which can recover files by removing the virus 
body embedded in these files. 

T
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All the presented methods are described in detail in [1]. 

II.  LITERATURE REVIEW 
Despite the high demand for means of providing IoI in 
modern realities, at present there are practically no works that 
would reflect the results of a comprehensive study of methods 
and techniques. After the publication of the famous article [4], 
a new direction in cryptography appeared – the use of a digital 
signature. At that time, it was a truly revolutionary decision. 
Many countries have introduced their own standards, which 
have been revised and improved many times. The bottleneck 
in all proposed systems is keys. Their crypto resistance 
increases due to an increase in size or the use of new 
mechanisms (e.g., elliptic curves). The use of traditional 
symmetric keys in a digital signature leads to possible 
compromise of the document. 

Much attention was paid to steganography at the end of 
the last century. However, recently there have been no 
significant works on the theory of steganography. The last 
theoretical works are dated to 1995-2005 years. These include 
[5-8]. Unfortunately, there is little work on integrated research 
to ensure the integrity of information. There are several 
articles that deal with CI issues, but overwhelmingly they deal 
with integrity issues in databases [9, 10] or computer 
networks [11]. 

The purpose of the article is to analyze the possibility of 
using steganography methods to provide CIs during its life 
cycle. 

III.  BASIC PART OF THE STUDY 

A. ANALYSIS OF STEGANOGRAPHY METHODS 
The possibility of applying the methods of steganography for 
ensuring IoI is justified in [1].  

Computer steganography techniques use text, graphic, 
audio, or video files to hide the fact that a message needs to be 
transmitted. These methods are based on [8, 12-14]: 

 using the properties of computer formats that are 
specifically designed for data storage and transmission; 

 redundancy of audio, visual or textual information 
from the standpoint of psychophysiological features of human 
perception. 

Today there is a great variety of steganography 
algorithms. Methods of computer steganography are divided 
into three main groups, each of which has several 
implementations that use different mechanisms of information 
concealment [8, 12-21]: 

a) methods of hiding information in audio containers: 
1) the method of hiding in the smallest significant 

bits; 
2) the method of concealment based on the 

distribution of the spectrum; 
3) the method of concealment based on the use of the 

echo signal; 
4) the method of hiding in the signal phase; 

b) methods of hiding information in text containers: 
1) the method of concealment on the basis of gaps; 
2) the method of concealment based on the syntactic 

features of the text; 
3) the method of concealment on the basis of 

synonyms; 
4) the method of concealment based on the use of 

errors; 
5) the method of concealment based on the generation 

of quasi-text; 
6) the method of hiding based on the use of font 

features; 
7) the method of hiding based on the use of document 

code and file; 
8) the method of concealment based on the use of 

alternating the length of words; 
9) the method of concealment based on the use of the 

first letters; 
c) methods of hiding information in graphic containers: 

1) the method of hiding in the smallest significant 
bits; 

2) the method of concealment based on the 
modification of the index format of the 
presentation; 

3) the method of concealment based on the use of 
autocorrelation function; 

4) the method of concealment based on the use of 
nonlinear modulation of the embedded message; 

5) the method of concealment based on the use of sign 
modulation of the built-in message; 

6) concealment method based on wavelet transform; 
7) the method of concealment based on the use of 

discrete cosine transform. 
The greatest development and application today acquire 

methods of hiding information in graphic containers. This is 
due to the large size of graphics files, the large amount of 
information that can be placed in such containers without 
noticeable distortion of the image, the existence in most real 
images of areas that have a noise structure and are well suited 
for embedding information, a variety of image processing 
methods and digital image representation formats used in 
steganography. Classification of steganography methods in 
which graphic containers are used is shown in Fig. 1. 

 

 

Figure 1. Classification of steganography methods that use 
graphic containers 
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One of the most common is the method of hiding in the 
least significant bits (LSB). The essence of this method is to 
replace the last significant bits in the container with bits of the 
hidden message [13]. The difference between empty and filled 
containers will be imperceptible to human perception. There 
are a large number of implementations of this method [8, 22, 
23]. 

The disadvantage of the LSB method is its instability to 
the processing of the container file, which makes it impossible 
to use it in hiding data in the file, which is subsequently 
compressed [23, 24]. 

More resistant to distortion, including compression, are 
methods that use spectrum allocation to hide information 
because they use data that has already been converted through 
communication channels. 

There are several ways to represent an image in the 
frequency domain. In this case, a certain decomposition of the 
image is used as a container. For example, there are methods 
based on discrete cosine transform (DCP), discrete Fourier 
transform (DFT), wavelet transform, Karunen Loev 
transform, or eigenvector expansion, and others [15, 25-28]. 
Such transformations can be applied both to individual parts 
of the image and to the image as a whole. 

Wavelet transforms and DCTs are the most widespread 
among all orthogonal transformations in steganography. This 
is due to the significant spread of their use in image 
compression. In addition, to hide the data, it is advisable to 
use exactly the transformation of the container, which will be 
subjected to this in the known compression algorithms. For 
example, the DCT algorithm is basic in the JPEG standard, 
and the wavelet transform in the JPEG2000 standard [29, 30]. 

One of the most famous steganography methods is the 
method of Koch and Zhao method of relative substitution of 
DCT coefficients [31, 32]. This algorithm implements a 
watermark bit into 8 x 8 pixel image blocks (1 bit per block). 
A monochrome image or a sequence {0, 1} consisting of any 
number of numbers can be used as a message. 

When applying this algorithm, it is assumed that the 
recipient must know in addition to the container with 
embedded data and its dimensions, the algorithm for hiding 
data, the dimension of the segments into which the container 
was divided, and the matrix coordinates of the cosine 
functions used for hiding. When receiving data from the 
image, the DCT is repeated and the selected coefficients are 
compared according to the rule used when hiding the data. 

Thus, the original image is distorted by making changes to 
the DCT coefficients, if their relative value P does not 
correspond to the bit that is hidden. The larger the P value, the 
more resistant it is to compression, but the image quality 
deteriorates significantly. Conversely, the smaller P is, the 
less noticeable the presence of information in the container, 
but the greater is the number of errors in the extracted 
information. 

Another steganography method is the Friedrich method 
[8]. In contrast to the previous Koch and Zhao algorithm, in 
which DCT is performed in blocks, in Friedrich’s algorithm 
DCT occurs for the entire image that is protected. The hidden 
message is a sequence of {-1, 1}. In this algorithm, the data is 
embedded in the image in two different ways, depending on 
which DCT coefficients are hidden in medium-frequency or 
low-frequency. This algorithm has the same disadvantage: the 
resistance of the algorithm to compression decreases with 
increasing container capacity. 

A similar shortcoming is characteristic of other algorithms 
[33, 36], which use concealment in the coefficients of spectral 
transformations. 

It should also be noted the inherent algorithms described 
above significantly deteriorate the accuracy of the recovered 
data with increasing compression ratio. 

B. METHOD DEVELOPED 
The proposed work does not set the task to consider the 
essence of the analyzed methods of steganography. The result 
of the analysis should be the choice of a method that can be 
used to ensure IoI. One of the simplest and most effective 
methods of hiding information, according to the authors, is a 
graphical method using the low-order bits of the transmitted 
image data. This results from the fact that in the presence of 
8-16 bits on one color for each pixel change of the younger of 
them practically does not affect the quality of the transmitted 
image. 

At the present stage of development there is a sufficiently 
large number of algorithms that allows to find the embedded 
message in the container. To neutralize such algorithms, it is 
necessary to reduce the number of changeable bits, but at the 
same time even unchangeable bits must carry some 
information. To implement such a scenario, an algorithm is 
proposed that uses a pseudo-random sequence generator 
(PRSG). This idea is realized with the help of the scheme 
shown in Fig. 2. 

Consider the work of the proposed scheme. The input of 
the adder-distributor (AD) receives a message that we want to 
pass and a pseudo-random sequence (PRS) from the PRSG. 
The resulting sequence AD converts by overlaying a message 
on the unit bits of the PRS. Fig. 3 shows the receipt of the 
output sequence (third row), which must be transmitted to the 
input of the container using the transmitted message (upper 
row) and PRS (second row). 

 

Input device

PRSG

Container

Adder-distributor 

Adder

Output device

Message

PRS

Container bits

Output sequence

Message + PRS

 

Figure 2. IoI ensuring scheme 

 

Figure 3. Matching of message bits with container bits 
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In the adder, modulo-2 addition (XOR) occurs between 
the corresponding bits of the container and the sequence 
received from the AD. See Fig. 4. 

 

 
Figure 4. The process of embedding message bits in a 

container using XOR operation 

The first line in Fig. 3 corresponds to the output of the AD 
block, the second line – the values of the corresponding bits of 
the container, the third line – the transmitted message 
embedded in the corresponding bits of the container. 

It should be noted that the part of the unchanged bits of the 
container conveys information that contains the message. Due 
to this, there is an increase in stealth, and additional 
difficulties are created for the opposing side. With the 
structure of the message taken as an example, only two of the 
eight bits involved in the transmission of the message were 
changed. 

If we consider the PRS, which is involved in the process 
of converting information, then it should be noted that CSPs 
described in [35] comply with the requirements set forth in 
[37] and have the properties of a random sequence.  

When considering the original transmitted message, it may 
turn out that it contains more units than zeros. In this case, we 
can invert the bit sequence, thereby reducing the number of 
changed bits in the container. Such bits will be less than 25 
percent of the number of low bits of each color of the graphic 
image. 

The scheme and description of the algorithm. The scheme 
of the proposed algorithm is shown in Fig. 5. 

Step 1. The low bits that are responsible for each color of 
each pixel in the container are stand out. 

Step 2. Generated by the PRS using the generator. 
Step 3. The message pointer is set to zero. 
Step 4. If the number of ones in the message exceeds the 

number of zeros, then all bits of the message are inverted. The 
sum of the number of ones and zeros in the message is written 
to the message length counter. 

Step 5. The bits of the container obtained in step 1 are 
matched with PRS bits obtained in step 4. "1" is written to the 
match counter. 

Step 6. If the PRS bit is "1", then modulo-2 addition 
(XOR) occurs between the corresponding bit of the container 
and the bits of the message pointed to by the message pointer. 
The value of the message pointer is incremented by one. 

Step 7. If the PRS bit is "0", then the corresponding 
container bit does not change. 

Step 8. The value of the counter is incremented. 
Step 9. If the value of the message length counter is 

greater than the value of the message pointer, then go to step 
6. 

Step 10. Completion of the algorithm. 
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Message, 
PRSG, 

Container

PRS is generated 
as the array

 [p0...psize of container]

ones > zeros

Counting the length 
of the message and 
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All bits of the 
message are inverted

Convert the container to 
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[k0...ksize of container]
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j = 0

Converting the 
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[m0...msize of message]

Yes

No

NoYes

Yes

No

Finish

pi bit of PRS = 
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ki bit of container
XOR

mj bit of message

j = length of 
message 

i++

j++

 
Figure 5. Scheme of algorithm  

IV. CONCLUSION 
Information integrity in the face of widespread information 
technology is playing an increasingly important role in 
ensuring cybersecurity in the modern world. In the present 
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work, the possibility of using steganographic methods to 
ensure integrity in infocommunication systems is considered. 
Based on the analysis of steganography methods, the 
classification of these methods is presented. The paper 
proposes a modification of the well-known LSB method due 
to the use of a pseudo-random sequence generator, allowing 
us to reduce the number of variable characters in the 
container. Such symbols become no more than 25 percent, 
which greatly complicates the adversary’s activities in 
detecting and imposing information, which contributes to the 
solution of the main task of ensuring integrity. In order to 
further improve the proposed method, consideration should be 
given to placing the transmitted message in the most 
“variegated” places of the pictures that are used to transmit 
the message. 
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